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76. Frage
Which of the following are the distance-vector routing protocols? Each correct answer represents a conplete solution. Choose all

that apply.

A. OSPF
B. RIP
C. IGRP
D. IS-IS

Antwort: B,C

Begrindung;

Following are the two distance-vector routing protocols: RIP: RIP is a dynamic routing protocol used in local and wide area
networks. As such, it is classified as an interior gateway protocol (IGP). It uses the distance-vector routing algorithm. It employs the
hop count as a routing metric. RIP prevents routing loops by implementing a limit on the number of hops allowed in a path from the
source to a destination. It implements the split horizon, route poisoning, and hold-down mechanisns to prevent incorrect routing
information from being propagated. IGRP: Interior Gateway Routing Protocol (IGRP) is a Cisco proprietary distance vector Interior
Gateway Protocol (IGP). It is used by Cisco routers to exchange routing data within an autonomous system (AS). This is a classful
routing protocol and does not support variable length subnet masks (VLSM). IGRP supports multiple metrics for each route,
including bandwidth, delay, load, MTU, and reliability. Answer options B and A are incorrect. OSPF and IS-IS are link state
routing protocols.

77. Frage

Richard has been working as a Linux system administrator at an MNC. He wants to maintain a productive and secure environment
by improving the performance of the systems through Linux patch management. Richard is using Ubuntu and wants to patch the
Linux systems manually. Which among the following command installs updates (new ones) for Debun based Linux OSes?

A. sudo apt-get update

B. sudo apt-get dist-update
C. sudo apt-get upgrate

D. sudo apt-get dist-upgrade

Antwort: C

78. Frage
‘Which of the following incident handling stage removes the root cause of the incident?

e A Recovery
¢ B. Contamnment
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o (. Eradication
e D. Detection

Antwort: C

Begrindung;

The eradication stage in incident handling is responsible for removing the root cause of the incident. This stage involves identifying
and eliminating the threats that caused the incident, such as malware or unauthorized access. It also includes patching vulnerabilities
and strengthening security controls to prevent similar incidents in the future. The goal of eradication is to ensure that the incident is
completely resolved and cannot recur.

Reference:

The information about the eradication phase aligns with best practices in incident response, as detailed in various cybersecurity
resources12.

79. Frage
Which type of training can create awareness among employees regarding compliance issues?

A. Physical security awareness training
B. Training on data classification
C. Social engineering awareness training

D. Security policy training
Antwort: D

Begrindung;

Security policy training is designed to create awareness among employees regarding compliance issues. This type of training typically
includes information on the organization's security policies, the importance of compliance, and the consequences of non-compliance.
It helps ensure that employees understand their role in maintaining the security and integrity of the organization's data and systens.
Security policy training is essential for enforcing the organization's security strategy and ensuring that employees are aware of the
policies they need to follow.

References: The information aligns with the Certified Network Defender (CND) program's focus on creating a secure mindset
among IT and systens administrators, which includes understanding and adhering to security policies and procedures as part of a
defense-in-depth security strategyl. Additionally, the CND program emphasizes the importance of policies, procedures, and
awareness in protecting network securityl.

80. Frage
Which of the following wireless networks provides connectivity over distance up to 20 feet?

A. WMAN
B. WPAN
C. WWAN
D. WLAN

Antwort: B
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