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Linux Foundation Certified Kubernetes Security Specialist (CKS) Sample
Questions (Q50-Q55):

NEW QUESTION # 50

You are implementing a strategy to secure the container images that are deployed to your Kubernetes cluster. You want to ensure
that only images that meet specific security requirements are allowed to be deployed. What steps can you take to enforce these
security requirements on your container images?

Answer:

Explanation:
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Solution (Step by Step) :

1. Image Scanning and Vulnerability Analysis:

- Integrate an image scanning tool (e.g., Anchore, Trivy, Aqua) into your CI/CD pipeline.

- Before pushing an image to your registry, scan it for vulnerabilities.

- Configure the scanner to block the image if vulnerabilities exceed a defined threshold.

2. Image Signing and Verification:

- Implement image signing using a trusted authority

- Configure your Kubernetes cluster to enforce signature verification for images deployed to the cluster.
- This nelps prevent the deployment of tampered or unauthorized images.

3. Policy Enforcement with Admission Webhooks:

- Create an admission webhook that evaluates container images against a set of security policies.
- The webhook can perform checks like:

- Checking for known wulnerabilities

- Verifying image signatures

- Enforcing image size limits

- Ensuring specific security features are enabled in the image

4. Example Implementation (using ' Anchore'):

# Install Anchore:
# ... follow Anchore installation instructions ...

# Configure Anchore to scan images before pushing:
# ... configure Anchore with your registry and policies ...

# Create a webhook server:
# ... implement a server that integrates with Anchore API ...

# Configure the webhook server in a Kubernetes Deployment:
.. define a Kubernetes Deployment for the webhogkeserver ...

r‘l’t! N.ﬁgérﬂdebhuﬂﬁianfi guration:

apiversion: admissionregistration.k8s.iofid
kind: ValidatingWebhookConfiguration
metadata:
name: image-security-webhgak
spec:
webhooks :
- name: imageZsecurity-webhook
rules:
- apiGroups: [“apps”]
apiVersions: ["vi"]
resources: ["deployments”]
operations: [“CREATE™, “UPDATE"]
failurePolicy: Fail
admissionReviewVersions: ["vi", "vlbetal™]
clientConfig:
service:
name: image-security-webhook
namespace: default
caBundle:

5. Regular Image Updates: - Implement a strategy to regularly update container images to address newly discovered vulnerabilities. -
Use tools like 'image vulnerability scanning’ and automated update mechanisis to streamline this process.

NEW QUESTION # 51
Describe now you would design a security posture for a Kubernetes cluster using the CIS Kubernetes Benchmark as a guideline.
Include key areas to focus on, relevant security controls, and how you would monitor and enforce compliance with the benchmark.

Answer:

Explanation:

Solution (Step by Step) :

1. Review CIS Kubernetes Benchmark:

- Thoroughly familiarize yourself With the CIS Kubernetes Benchmark, which outlines security best practices and controls.
2. Assess Current Security Posture:

- Audit the current security configuration of your Kubernetes cluster against the CIS benchmark. This includes:

- Cluster Access Control: Verity that access 1S restricted to authorized users and accounts.

- Authentication and Authorization: Ensure that strong authentication mechanisis are in place and that roles are properly assigned.
- Image Security: Review the security of images used in your deployments, ensuring they are from trusted sources and have
appropriate security measures.

- Network Security: Implement network policies to restrict communication between pods and enforce least-privilege access.



- Pod Security: Define PodSecurityPolicies to control resources and capabilities available to pods.

- Logging and Monitoring: Configure robust logging and monitoring systems to detect and respond to security incidents.
3. Develop Security Controls:

- Implement security controls based on the CIS benchmark findings. This may include:

- RBAC (Role-Based Access Control): Use RBAC to define granular permissions for users and service accounts.

- Network Policies: Implement network policies to restrict inter-pod commumication and external access.

- Admission Controllers: Use admission controllers like PodSecurityPolicy and NetworkPolicy to enforce security policies before
deployments are allowed.

- Image Scanning; Regularly scan container images for vulnerabilities.

- Secret Management: Securely manage and store sensitive information using Kubernetes Secrets.

- Logging and Monitoring: Configure centralized logging and monitoring systens to track activity and identity security events.
4. Monitor and Enforce Compliance:

- Continuously monitor the cluster's security posture against the CIS benchmark using tools like:

- Kube-bench: A tool for assessing Kubernetes security posture.

- CIS Kubernetes Benchmark Scanner A dedicated scanner for compliance checks.

- Custom Monitoring Tools: Develop custom tools to monitor specific aspects of the cluster.

- Implement mechanisis to automate security cnecks and enforce compliance. This could involve:

- Automated Security Scanning; Schedule regular security scans.

- Alerting: Configure alerts for security events and non-compliant configurations.

- Remediation: Implement automated remediation actions for security vulnerabilities.

5. Continuous Improvement:

- Regularly review and update the security posture to stay ahead of evolving threats.

- Keep up with the latest security recommendations and updates to the CIS Kubernetes Benchmark.

- Conduct security training for team members to promote awareness and best practices.

NEW QUESTION # 52

You are running a multi-tenant Kubernetes cluster where different teams manage their own applications. You want to ensure that
each tean's applications are isolated from each other to prevent potential security risks.

How would you use Network Policies to achieve this isolation?

Answer:

Explanation:

Solution (Step by Step) :

1. Create separate namespaces for each team: This is the foundation for network isolation.

2. Define Network Policies for each namespace:

Restrict nbound traffic: Only allow specific protocols and ports from trusted sources to access the namespace.
Control outbound traffic: Limit outbound connections from pods within the namespace to specific destinations.
Example Network Policy (ingress):

ainE“;Jpﬂd;u%khﬂgﬁing.kas.inful
kind: NetworkPolicy
metadata:
name: team-a-ingress
namespace: team-a

Spec:
podSelector: {}
ingress:

- from:
- podSelector:
matchlabels:
app: allowed-service
- naméspaceSelector:
matchlLabels:
team: trusted-team
egress: []

3. Apply the Network Policies: bash kubectl apply -f'team+a-ingress-yaml kubectl apply -fteam-b-ingress.yaml # Apply policies for
other namespaces Example Scenario: Team A: Runs a web application accessible only from within its namespace. Team B: Runs a
database service that can be accessed by Team A's application but not by other teams. Network Policies: Team A Network Policy:
Ingress: Only allow traffic from Team B's database service- Egress Allow outbound traffic to the internet for updates and
dependencies. Team B Network Policy: Ingress: Allow traffic from Team A's web application Egress Limit outbound traffic to
specific servers for backups and maintenance. Note: Network Policies are a powerful tool for achieving network isolation in
Kubernetes. They allow you to fine-tune the communication patterns between pods and namespaces, enhancing security and



mitigating potential risks.

NEW QUESTION # 53

Use the kubesec docker images to scan the given YAML manifest, edit and apply the advised changes, and passed with a score of
4 points.

kubesec-test.yaml

apiVersion: vl

kind: Pod

metadata:

name: kubesec-demo

spec:

containers:

- name: kubesec-demo

image: ger.io/google-samples/node-hello:1.0

securityContext:

readOnlyRootFilesystem: true

Hint: docker run -i kubesec/kubesec:512¢5¢0 scan /dev/stdin < kubesec-test.yaml

Answer:

Explanation:

kubesec scan k8s-deployment.yaml

cat <<EOF > kubesec-test.yaml

apiVersion: vl

kind: Pod

metadata:

name: kubesec-demo

spec:

containers:

- name: kubesec-demo

image: ger.io/google-samples/node-hello:1.0

securityContext:

readOnlyRootFilesystem: true

EOF

kubesec scan kubesec-test.yaml

docker run -1 kubesec/kubesec:512c¢5e0 scan /dev/stdin < kubesec-test.yaml kubesec http 8080 &

[1] 12345

{"severity""info","timestamp":"2019-05-12T11:58:34.662+0100", "caller""server/server.go:69", "message":"Starting HT TP server on
port 8080"} curl -sSX POST --data-binary @test/asset/score-0-cap-sys-admin.yml http:/localhost:8080/scan

[

{
"object™ "Pod/security-context-demo.default",

"valid" true,

"message": "Failed with a score of -30 points",

"score": -30,

"scoring'™ {

"critical™: [

{

"selector™: "containers[] .securityContext .capabilities .add = SYS_ADMIN",

"reason™; "CAP_SYS ADMIN is the most privileged capability and should always be avoided"

¥
{
"selector™: "containers[] .securityContext .runAsNonRoot = true",

L

"reason™; "Force the running image to run as a non-root user to ensure least privilege"

5>
/...

NEW QUESTION # 54



You are tasked with securing a Kubemetes cluster that is running on AWS- One of the security best practices you want to
implement is to limit tne number of TP addresses that can access the Kubernetes API server. You need to configure the 'kube-
apiserver' to only allow access from specific IP addresses, using the '--insecure-bind-address' flag to restrict access.

How would you configure 'kube-apiserver' to achieve this using an '--insecure-bind-address' flag, but allow access from only
specific [P addresses?

Answer:

Explanation:

Solution (Step by Step) :

1 . Identify Allowed IP Addresses: Determine the specific [P addresses that should be allowed to access the Kubernetes API
server. For example, you might allow access from your local machine's IP address (e.g,, 192.168.1.100), and the IP addresses of
any bastion hosts that are used for remote management.

2. Modify the 'kube-apiserver' Configuration:

- Locate the 'kube-apjserver' configuration file (typically found at "etc/kubernetestmanifests/kube-apiserver.yaml or similar).

- In tne 'kube-apiserver' configuration file, find tne '--insecure-bind-address' flag.

- Set the '--insecure-bind-address' flag to '0.0.0.0' to allow access fromall IP addresses.

apiVersion: apps/vl T i
kind: Deployment |L.[| N UX
metadata:
name: kube-apiserver
spec:
replicas: 1
selector:
matchLabels:
app: kube-apiserver
template:
metadata:
labels:
app: kube-apiserver
spec:
containers:
- name: kube-apiserver
image: kis.gcr.io/kube-apisepder:vl.24.3
command :
- kube-apiserver
--insecure-bind-address=0.8.8.8
--authorization-mode=RBAC
-=client-Fa-Ffile=/etc/kubernetes/pkifca.crt
--tls deptcfile=/ete/kubernetes/pki/apiserver.crt
--tksprivate-key-file=/etc/kubernetes/pki/apiserver.key
# Addit:ona; parameters for kube-apiserver
# Define the security context for the container
securityContext:

# Set the privileged flag to false

privileged: false

# Set the runAsNonRoot flag to true
runAsNonRoot: true

# Set the allowPrivilegeEscalation flag to false
allowPrivilegeEscalation: false

# Set the runAsUser to 1009

runAsUser: 1868

3. Restart 'kube-apiserver': Apply the updated configuration file. Depending on how the Kubernetes cluster is deployed, you may

need to restart the 'kube-apisepver' pod or container. 4. Verify the Configuration: - After restarting 'kube-apiservers , test that you
can access the API server from the allowed IP addresses. - Test from any disallowed IP addresses to confirm access is blocked.

NEW QUESTION # 55
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