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F5 BIG-IP Administration Control Plane Administration Sample Questions
(Q23-Q28):
NEW QUESTION # 23 
New Syslog servers have been deployed in an organization. The BIG-IP Administrator must reconfigure the BIG-IP system to send
log messages to these servers.
In which location in the Configuration Utility can the BIG-IP Administrator make the needed configuration changes to accomplish
this? (Choose one answer)

A. System > Logs > Audit
B. System > Logs > Configuration
C. System > Configuration > Device
D. System > Configuration > Local Traffic

Answer: B

Explanation:
Comprehensive and Detailed Explanation From BIG-IP Administration Control Plane Administration documents:
On a BIG-IP system, remote syslog server configuration is managed through the logging configuration framework. In the
Configuration Utility, this is accessed via:
System > Logs > Configuration
This section allows the administrator to:
Define remote syslog destinations
Configure log publishers
Control which log types (system, audit, LTM, ASM, etc.) are forwarded to external syslog servers Why the other options are
incorrect:
A . System > Configuration > Local Traffic
Used for traffic management settings, not logging.
C . System > Logs > Audit
Displays audit log settings and content but does not configure remote syslog destinations.
D . System > Configuration > Device
Used for device-level settings such as hostname and platform configuration, not logging.
Therefore, the correct location to reconfigure BIG-IP to send logs to new syslog servers is System > Logs > Configuration.

NEW QUESTION # 24 
A BIG-IP Administrator discovers malicious brute-force attempts to access the BIG-IP device on the management interface via
SSH. The BIG-IP Administrator needs to restrict SSH access to the management interface. Where should this be accomplished?

A. System > Configuration
B. System > Platform
C. Network > Interfaces
D. Network > Self IPs

Answer: B

Explanation:
The "Management Port" is distinct from TMM data ports. Configuration for global platform-level settings, including administrative
access restrictions (IP Allow lists for SSH and HTTPS) for the management port, is found under System > Platform. This is a critical
Control Plane hardening step to prevent unauthorized remote access Here is the next batch of 10 questions from your document that
are 100% related to BIG-IP

NEW QUESTION # 25 
A configuration change is made on the standby member of a device group. What is displayed as "Recommended Action" on the
Device Management Overview screen?

A. Synchronize the active member configuration to the group.
B. Force active member of device group to standby
C. Activate device with the most recent configuration



D. Synchronize the standby member configuration to the group

Answer: D

Explanation:
Comprehensive and Detailed Explanation From BIG-IP Administration Control Plane Administration documents: The BIG-IP
Control Plane monitors the "Commit ID" of the configuration on all group members. When a change is made on the Standby unit, it
becomes the member with the most recent configuration. The "Recommended Action" in the HA status dashboard will be to
synchronize that specific device's configuration to the rest of the group to ensure consistency

NEW QUESTION # 26 
The BIG-IP system is provisioned for LTM only. The BIG-IP Administrator is tasked with provisioning ASM.
What process restarts when the BIG-IP Administrator changes the module provisioning? (Choose one answer)

A. httpd
B. bd
C. tmm
D. sshd

Answer: C

Explanation:
Comprehensive and Detailed Explanation From BIG-IP Administration Control Plane Administration documents:
When a BIG-IP Administrator changes module provisioning (for example, enabling ASM on a system previously provisioned only
for LTM), the BIG-IP system must restart the Traffic Management Microkernel (TMM) process.
The TMM process is responsible for:
Traffic handling
LTM, ASM, and other traffic-processing modules
Enforcing security and application policies
Provisioning changes affect how traffic modules are loaded and integrated into TMM. As a result, TMM is restarted, which causes a
temporary interruption of traffic processing. This is expected behavior and is why module provisioning changes should be planned
during a maintenance window.
Why the other options are incorrect:
A . bd is related to blade/platform management, not module provisioning.
C . sshd handles SSH access and is not affected by provisioning changes.
D . httpd supports the Configuration Utility (GUI) and does not restart due to module provisioning.
Therefore, the correct answer is B. tmm.

NEW QUESTION # 27 
When looking at this BIG-IP prompt: root@virtual-bigip1] Peer Time Out of Sync What does the message indicate? (Choose one
answer)

A. That the peer BIG-IP is unreachable for the device group
B. That there was a time synchronization issue between the BIG-IP device and its peer
C. That the local time is correct, but the remote time is incorrect
D. That one of the NTP sources has a skewed clock

Answer: B

Explanation:
Comprehensive and Detailed Explanation From BIG-IP Administration Control Plane Administration documents:
On BIG-IP systems that participate in a Device Service Cluster (DSC), each device compares the remote device's system time to its
own system time. If the difference is outside the ConfigSync time threshold (commonly referenced as 3 seconds by default), BIG-IP
updates the shell prompt to show "Peer Time Out of Sync", and ConfigSync operations may fail until time is corrected (typically by
fixing NTP reachability/configuration, or in some cases adjusting the threshold). (cdn.studio.f5.com) This message is specifically
about time drift between peers in the trust domain/DSC-not basic reachability (so B is not what it means), and it does not prove
which side is "correct" (so C is too specific). It also doesn't directly mean an NTP source is "skewed" (A can be a cause, but the
prompt message itself indicates the peer-to-peer time mismatch condition). (cdn.studio.f5.com)



NEW QUESTION # 28
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