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EHE #265

A company wants to use AWS CloudFormation for infrastructure deployment. The company has strict tagging and resource
requirenments and wants to limit the deployment to two Regions. Developers will need to deploy multiple versions of the same
application.
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‘Which solution ensures resources are deployed in accordance with company policy?

A. Create AWS Service Catalog products with approved CloudFormation templates.

B. Create a Cloud Formation drift detection operation to find and remediate unapproved CloudFormation StackSets.
C. Create AWS Trusted Advisor checks to find and remediate unapproved CloudFormation StackSets.

D. Create CloudFormation StackSets with approved CloudFormation templates.

HE: A
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Explanation

service catalog uses stacksets and can enforce tag and restrict resources AWS Customer case with tag enforcement
https://aws.amazon.convko/blogs/apn/enforce- centralized-tag-compliance-using-aws-service-catalog-amazon-dy And Youtube
video showing how to restrict resources per user with portfolio

https//www.youtube.com'watch?v=LzvhTcqqyog

EE #266

A DevOps team uses AWS CodePipeline, AWS CodeBuild, and AWS CodeDeploy to deploy an application.

The application is a REST API that uses AWS Lambda functions and Amazon API Gateway Recent deployments have introduced
errors that have affected many customers.

The DevOps teamneeds a solution that reverts to the most recent stable version of the application when an error is detected. The
solution must affect the fewest customers possile.

‘Which solution Will meet these requirements With the MOST operational efficiency?

e A. Set the deployment configuration in CodeDeploy to LambdaCanary10Percent10Minutes. Configure automatic rollbacks
on the deployment group Create an Amazon CloudWatch alarm that detects HTTP Bad Gateway errors on API Gateway
Configure the deployment group to roll back when the number of alarms meets the alarm threshold

¢ B. Set the deployment configuration in CodeDeploy to LambdaCanarylOPercentlOMinutes Configure manual rollbacks on
the deployment group Create a metric filter on an Amazon CloudWatch log group for API Gateway to monitor HTTP Bad
Gateway errors. Configure the metric filter to Invoke a new Lambda function that stops the current eployment and starts the
most recent successful deployment

e C. Set the deployment configuration in CodeDeploy to LambdaAllAtOnce Configure manual rollbacks on the deployment
group. Create an Amazon Simple Notification Service (Amazon SNS) topc to send notifications every time a deployrment
fads. Configure the SNS topc to Invoke a new Lambda function that stops the current deployment and starts the most recent
successful deployment

e D. Set the deployment configuration in CodeDeploy to LambdaAllAtOnce Configure automatic rollbacks on the deployment
group Create an Amazon CloudWatch alarm that detects HTTP Bad Gateway errors on API Gateway Configure the
deployment group to roll back when the number of alarms meets the alarm threshold

HE. A
A,
Explanation

Option A is incorrect because setting the deployment configuration to LambdaAllAtOnce means that the new version of the
application will be deployed to all Lambda functions at once, affecting all customers.

This does not meet the requirement of affecting the fewest customers possible. Moreover, configuring automatic rollbacks on the
deployment group is not operationally efficient, as it requires manual intervention to fix the errors and redeploy the application.
Option B 1s correct because setting the deployment configuration to LambdaCanary1 0Percent] 0Minutes means that the new version
of the application will be deployed to 10 percent of the Lambda finctions first, and then to the remaining 90 percent after 10
minutes. This minimizes the impact of errors on customers, as only 10 percent of them will be affected by a faulty deployment.
Configuring automatic rollbacks on the deployment group also meets the requirement of reverting to the most recent stable version of
the application when an error is detected. Creating a CloudWatch alarm that detects HTTP Bad Gateway errors on API Gateway is
a valid way to monitor the health of the application and trigger a rollback if needed.

Option C is incorrect because setting the deployment configuration to LambdaAllAtOnce means that the new version of the
application will be deployed to all Lambda fimctions at once, affecting all customers.

This does not meet the requirement of affecting the fewest customers possible. Moreover, configuring manual rollbacks on the
deployment group is not operationally efficient, as it requires human intervention to stop the current deployment and start a new one.
Creating an SNS topic to send notifications every time a deployment fails is not sufficient to detect errors in the application, as it
does not monitor the API Gateway responses.

Option D is incorrect because configuring manual rollbacks on the deployment group is not operationally efficient, as it requires



human intervention to stop the current deployment and start a new one. Creating a metric filter on a CloudWatch log group for API
Gateway to monitor HTTP Bad Gateway errors is a valid way to monitor the health of the application, but invoking a new Lambda
function to performa rollback is unnecessary and complex, as CodeDeploy already provides automatic rollback functionality.
References:

AWS CodeDeploy Deployment Configurations

[AWS CodeDeploy Rollbacks]

Amazon CloudWatch Alarms

HE #267

A company runs an Amazon EKS cluster and must implement comprehensive logging for the control plane and nodes. The company
must analyze API requests and monitor container performance.

‘Which solution will meet these requirements with the LEAST operational overhead?

A. Use AWS Distro for OpenTelemetry and stream logs to Amazon Redshift.

B. Enable AWS CloudTrail for control plane logging and deploy Logstash on nodes.

C. Enable control plane logging to CloudWatch and use CloudWatch Container Insights for node and pod metrics.
D. Enable API server logging to S3 and deploy Kubernetes Event Exporter to nodes.

Y. C

3.

Enabling EKS control plane logs to CloudWatch captures API requests. CloudWatch Contamer Insights collects node and pod-
level performance data with no additional infrastructure. AWS recommends this integrated observability solution for minimal
management overhead.

EE #268

A company uses an Amazon API Gateway regional REST API to host its application API. The REST API has a custom domain.
The REST API's default endpoint is deactivated.

The company's internal teams consume the API. The company wants to use mutual TLS between the API and the nternal teams as
an additional layer of authentication.

‘Which combination of steps will meet these requirements? (Select TWO.)

e A. Upload the root private certificate authority (CA) certificate to an Amazon S3 bucket. Configure the API Gateway mutual
TLS to use the private CA certificate that is stored in the S3 bucket as the trust store.

B. Provision a client certificate that is signed by a public certificate authority (CA). Import the certificate into AWS Certificate
Manager (ACM).

C. Use AWS Certificate Manager (ACM) to create a private certificate authority (CA). Provision a client certificate that is
signed by the private CA.

D. Upload the provisioned client certificate to an Amazon S3 bucket. Configure the API Gateway mutual TLS to use the
client certificate that is stored in the S3 bucket as the trust store.

E. Upload the provisioned client certificate private key to an Amazon S3 bucket. Configure the API Gateway mutual TLS to
use the private key that is stored in the S3 bucket as the trust store.

Y. AC

MY

Mutual TLS (mTLS) authentication requires two-way authentication between the client and the server. For Amazon API Gateway,
you can enable mTLS for a custom domain name, which requires clients to present X.509 certificates to verify their identity to
access your API. To set up mILS, you would typically use AWS Certificate Manager (ACM) to create a private certificate
authority (CA) and provision a client certificate signed by this private CA. The root CA certificate is then uploaded to an Amazon
S3 bucket and configured in API Gateway as the trust store12.

Reference:

Introducing nutual TLS authentication for Amazon API Gatewayl.

Configuring mutual TLS authentication for a REST API2.

AWS Private Certificate Authority details3.

AWS Certificate Manager Private Certificate Authority updates4.



EE #269

A development team wants to use AWS CloudFormation stacks to deploy an application. However, the developer IAM role does
not have the required permissions to provision the resources that are specified in the AWS CloudFormation template. A DevOps
engineer needs to implement a solution that allows the developers to deploy the stacks. The solution must follow the principle of least
privilege.

‘Which solution will meet these requirements?

¢ A Create an AWS CloudFormation service role that has the required permissions. Grant the developer IAM role a
cloudformation:* action. Use the new service role during stack deployments.

¢ B. Create an AWS CloudFormation service role that has the required permissions. Grant the developer IAM role the
iamPassRole permission. Use the new service role during stack deployments.

e C. Create an IAM policy that allows the developers to provision the required resources. Attach the policy to the developer
[AM role.

¢ D. Create an IAM policy that allows full access to AWS CloudFormation. Attach the policy to the developer IAM role.

HE: B
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