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AEE#14

A network administrator is investigating slow network performance and suspects excessive broadcast traffic. The admin captures
packets and sees that a large number of ARP requests are being sent. Which of the following attacks is most likely occurring?
Response:

A. ICMP Flood

B. DNS Spoofing
C. ARP Poisoning
D. TCP SYN Flood
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HAE#15

A security analyst observes multiple failed login attenpts from the same IP address within a short time. What is the most appropriate
action to take?

Response:

A. Investigate the source IP and check for additional related logs
B. Delete the logs to free up storage space

C. Block the TP address immediately

D. Ignore the event unless a successful login occurs
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HE #16

‘Which security mechanisms are commonly implemented in proxy servers?
(Select two.)

Response:

A. Data loss prevention (DLP)

B. Network address translation (NAT)
C. Port mirroring

D. SSI/TLS decryption
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A2 #17

Which security measures help protect against unauthorized access to network architecture?
(Select two.)

Response:

A. Allowing open access to all internal systems
B. Using default admin credentials

C. Inplementing least privilege access

D. Deploying intrusion detection systenms (IDS)
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EAE2#18
What is the primary purpose of cryptographic salt in password hashing?
Response:

A. To add randomness to password hashes, preventing precomputed attacks
B. To encrypt passwords using asymimetric encryption

C. To replace the original password with a hash value

D. To shorten the length of the hash for storage efficiency
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