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An erganization does not allew servers o be upgrsded,
The scenario BEST describes which of the following?

« A, Mutable infrastructurs

= B, Data integrity

« C. Data security

= I immutable infrastructiurs

AsHD

g ez

Ther Ogernn Wied Application Secusily Project @ (OWASP) is o nonprofit and open commuanity mat
supports the goals of DevBecOps thit provides many rescurces 10 the community.

Which of the following BEST represents a key resource that they make available to the community?

* A Secursty and &
= B. Open-source test

= . Tratning and cortification courses
= . A maturity model for assessment

A5HA

A 930
Which of the fallowing BEST describes an example of an insider threat?

= A, (Mber competilons
« B. Non-maliclous attackers
« C. The general puehblic

= Ir, Disgruntled employess

A0

AE#3L

Visual tactile, and awditory are modalities of formal bearning

Which of the following is BEST described as the fourth major modality of formal learning?
« A, Story based
« . Ghearvo live
s . Kinesthotic
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A 274

¢ Platform Solutions, Services, and Tools: This section measures the expertise of security engineers and
platform administrators in Palo Alto Networks NGFW and Prisma SASE products. It involves creating
security and NAT policies, configuring Cloud-Delivered Security Services (CDSS) such as security

=A 1 profiles, User-ID and App-ID, decryption, and monitoring. It also covers the application of CDSS for IoT

security, Enterprise Data Loss Prevention, SaaS Security, SD-WAN, GlobalProtect, Advanced WildFire,

Threat Prevention, URL Filtering, and DNS security. Furthermore, it includes aligning AIOps with best

practices through administration, dashboards, and Best Practice Assessments.
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¢ NGFW and SASE Solution Functionality: This part assesses the knowledge of firewall administrators and
network architects on the functions of various Palo Alto Networks firewalls including Cloud NGFWs, PA-
Series, CN-Series, and VM-Series. It covers perimeter and core security, zone security and segmentation,
high availability, security and NAT policy implementation, as well as monitoring and logging. Additionally, it
=M 2 includes the functionality of Prisma SD-WAN with WAN optimization, path and NAT policies, zone-
based firewall, and monitoring, plus Prisma Access features such as remote user and network
configuration, application access, policy enforcement, and logging. It also evaluates options for managing
Strata and SASE solutions through Panorama and Strata Cloud Manager.

¢ Connectivity and Security: This part measures the skills of network engineers and security analysts in
maintaining and configuring network security across on-premises, cloud, and hybrid environments. It
covers network segmentation, security and network policies, monitoring, logging, and certificate

FH 3 management. It also includes maintaining connectivity and security for remote users through remote access

solutions, network segmentation, security policy tuning, monitoring, logging, and certificate usage to ensure

secure and reliable remote connections.
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HEE#15
Which feature of SaaS Security will allow a firewall administrator to identify unknown SaaS applications in an environment?

A. App-ID Cloud Engine
B. App-ID

C. SaaS Data Security
D. Cloud Identity Engine

HE: A

HY:

App-ID Cloud Engine (ACE)in SaaS Security uses cloud-based signatures to detectunknownand unsanctioned SaaS applicationsin
the environment.

"App-ID Cloud Engine (ACE) uses real-time cloud intelligence to identify SaaS applications, including previously unknown or newly
introduced applications." (Source: ACE for SaaS Visibility) This feature is key for comprehensive SaaS visibility beyond static
signatures.

HE #16
‘Which action allows an engineer to collectively update VM-Series firewalls with Strata Cloud Manager (SCM)?

A. Setting a target OS version

B. Creating a device grouping rule
C. Creating an update grouping rule
D. Scheduling software update

He: B

M.
Device grouping rules in SCM allow admmnistrators to organize firewalls into logical groups and collectively manage updates or
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configuration pushes across those groups.

SCM allows you to create device group rules, enabling streamlined management and collective updates of multiple NGFW
mstances.

This approach ensures consistency in software versions and configuration baselines across large deployments.

AE#17
How does a firewall behave when SSL Inbound Inspection is enabled?

A. Tt decrypts inbound and outbound SSH connections.

B. It decrypts traffic between the client and the external server.

C. It acts transparently between the client and the internal server.

D. It acts as meddler-in-the-middle between the client and the nternal server.

HE: D

Y.

SSL Inbound Inspection allows the firewall to decrypt incoming encrypted traffic to internal servers (e.g., web servers) by acting as
a man-in-the-middle (MITM). The firewall uses the private key of the server to decrypt the session and apply security policies
before re-encrypting the traffic.

SSL Inbound Inspection requires you to import the server's private key and certificate into the firewall. The firewall then acts as a
man-in-the-middle (MITM) to decrypt inbound sessions from external clients to internal servers for inspection.

HE #18
Which products can be managed by both SCM and Panorama? (Choose two)

A. Prisma SD-WAN ION
B. VM-Series

C. Cortex Data Lake

D. CN-Series

He. BD

ME.

CN-Series is the containerized NGFW for Kubernetes environments, and VM-Series is the virtualized firewall for cloud and
virtualization platforms. Both management platforms support centralized policy and device management for these Next-Generation
Firewall products.

A2 #19
Which two features can a network administrator use to troubleshoot the issue of a Prisma Access mobile user who is unable to
access SaaS applications? (Choose two.)

A. Autonomous Digital Experience Manager (ADEM) console
B. Capacity Analyzer

C. GlobalProtect logs

D. SaaS Application Risk Portal

Y. AC

=R

GlobalProtect logs

These logs provide detailed nsights into the user's connectivity, tunnel status, and authentication events.

"GlobalProtect logs include detailed information about connection establishment, tunnel negotiation, and any errors that can prevent
mobile users from accessing applications." (Source: GlobalProtect Troubleshooting) Autonomous Digital Experience Management
(ADEM) ADEM helps visualize end-to-end performance and identifies network issues affecting SaaS app access for mobile users.
"ADEM provides real-time and historical visibility into user experience, enabling quick identification and resolution of connectivity or
performance issues for SaaS applications." (Source: ADEM for Prisma Access)
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