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Amazon AWS Certified Solutions Architect - Professional Sample Questions
(Q315-Q320):

NEW QUESTION # 315

A company has a large on-premises Apache Hadoop cluster with a 20 PB HDFS database. The cluster is growing every quarter by
roughly 200 instances and 1 PB. The company's goals are to enable resiliency for its Hadoop data, limit the impact of losing cluster
nodes, and significantly reduce costs. The current cluster runs

24/7 and supports a variety of analysis workloads, including interactive queries and batch processing.

‘Which solution would meet these requirements with the LEAST expense and down time?
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A. Use AWS Direct Connect to migrate the existing cluster data to Amazon S3. Create a persistent Amazon EMR cluster
mnitially sized to handle the interactive workload based on historical data from the on-premises cluster. Store the data on
EMREFS. Minimize costs using Reserved Instances for master and core nodes and Spot Instances for task nodes, and auto
scale task nodes based on Amazon CloudWatch metrics. Create job-specific, optimized clusters for batch workloads that are
similarly optimized.

¢ B. Use AWS Snowmobile to migrate the existing cluster data to Amazon S3. Create a persistent Amazon EMR cluster of
similar size and configuration to the current cluster. Store the data on EMRFS.

Minimize costs by using Reserved Instances. As the workload grows each quarter, purchase additional Reserved Instances
and add to the cluster.

e (. Use AWS Snowmobile to migrate the existing cluster data to Amazon S3. Create a persistent Amazon EMR cluster
mitially sized to handle the interactive workload based on historical data from the on-premises cluster. Store the data on
EMREFS. Minimize costs using Reserved Instances for master and core nodes and Spot Instances for task nodes, and auto
scale task nodes based on Amazon CloudWatch metrics. Create job-specific, optimized clusters for batch workloads that are
similarly optimized.

e D. Use AWS Snowball to migrate the existing cluster data to Amazon S3. Create a persistent Amazon EMR cluster mitially

sized to handle the interactive workloads based on historical data from the on-premises cluster. Store the on EMRFS.

Minimize costs using Reserved Instances for master and core nodes and Spot Instances for task nodes, and auto scale task

nodes based on Amazon CloudWatch metrics. Create job-specific, optimized clusters for batch workloads that are similarly

optimized.

Answer: C

NEW QUESTION # 316

A company built an application based on AWS Lambda deployed in an AWS Cloud Formation stack The last production release of
the web application introduced an issue that resulted in an outage lasting several minutes A solutions architect must adjust the
deployment process to support a canary release Which solution will meet these requirements?

¢ A. Deploy the application into a new Cloud Format ion stack Use an Amazon Route 53 weighted routing policy to distribute
the load

¢ B. Create a version (or every new deployed Lambda finction Use the AWS CLI update-function-configuration command
with the routing-config parameter to distribute the load

e C. Configure AWS CodeDeploy and use Code Deploy Default OneAtATime in the Deployment configuration to distribute
the load

e D. Create an alias for every new deployed version of the Lambda function Use the AWS CLI update-alias command with the
routing-config parameter to distribute the load

Answer: C

NEW QUESTION # 317

A company is migrating some of its applications to AWS. The company wants to migrate and modernize the applications quickly
after it finalizes networking and security strategies. The company has set up an AWS Direct Connection connection in a central
network account.

The company expects to have hundreds of AWS accounts and VPCs in the near future. The corporate network must be able to
access the resources on AWS seamlessly and also must be able to communicate with all the VPCs. The company also wants to
route its cloud resources to the internet through its on-premises data center.

Which combination of steps will meet these requirements? (Choose three.)

A. Provision VPC peering as necessary.

B. Share the transit gateway with other accounts. Attach VPCs to the transit gateway.

C. Create a Direct Connect gateway and a transit gateway in the central network account. Attach the transit gateway to the
Direct Connect gateway by using a transit VIF.

D. Create a Direct Connect gateway in the central account. In each of the accounts, create an association proposal by using
the Direct Connect gateway and the account ID for every virtual private gateway.

E. Provision an internet gateway. Attach the internet gateway to subnets. Allow internet traffic through the gateway.

F. Provision only private subnets. Open the necessary route on the transit gateway and customer gateway to allow outbound
internet traffic from AWS to flow through NAT services that run in the data center.

Answer: B,C,F



Explanation:

Explanation

Option A is incorrect because creating a Direct Connect gateway in the central account and creating an association proposal by
using the Direct Connect gateway and the account ID for every virtual private gateway does not enable active-passive failover
between the regions. A Direct Connect gateway is a globally available resource that enables you to connect your AWS Direct
Connect connection over a private virtual interface (VIF) to one or more VPCs in any AWS Region. A virtual private gateway is the
VPN concentrator on the Amazon side of a VPN connection. You can associate a Direct Connect gateway with either a transit
gateway or a virtual private gateway. However, a Direct Connect gateway does not provide any load balancing or failover
capabilities by itself Option B is correct because creating a Direct Connect gateway and a transit gateway in the central network
account and attaching the transit gateway to the Direct Connect gateway by using a transit VIF meets the requirement of enabling the
corporate network to access the resources on AWS seamlessly and also to communicate with all the VPCs. A transit VIF is a type
of private VIF that you can use to connect your AWS Direct Connect connection to a transit gateway or a Direct Connect gateway.
A transit gateway is a network transit hub that you can use to interconnect your VPCs and on-premises networks. By using a transit
VIF, you can route traffic between your on-premises network and multiple VPCs across different AWS accounts and Regjons
through a single connection23 Option C is incorrect because provisioning an internet gateway, attaching the internet gateway to
subnets, and allowing internet traffic through the gateway does not meet the requirement of routing cloud resources to the internet
through its on-premises data center. An internet gateway is a horizontally scaled, redundant, and highly available VPC component
that allows commumication between your VPC and the internet. An internet gateway serves two purposes: to provide a target in your
VPC route tables for internet-routable traffic, and to perform network address translation (NAT) for instances that have been
assigned public IPv4 addresses. By using an internet gateway, you are routing cloud resources directly to the internet, not through
your on-premises data center.

Option D is correct because sharing the transit gateway with other accounts and attaching VPCs to the transit gateway meets the
requirement of enabling the corporate network to access the resources on AWS seamlessly and also to commumicate with all the
VPC:s. You can share your transit gateway with other AWS accounts within the same organization by using AWS Resource Access
Manager (AWS RAM). This allows you to centrally manage connectivity from multiple accounts without having to create individual
peering connections between VPCs or duplicate network appliances in each account.

You can attach VPCs from different accounts and Regions to your shared transit gateway and enable routing between them.

Option E is incorrect because provisioning VPC peering as necessary does not meet the requirement of enabling the corporate
network to access the resources on AWS seamlessly and also to comnmumicate with all the VPCs. VPC peering is a networking
connection between two VPCs that enables you to route traffic between them using private IPv4 addresses or [Pv6 addresses. You
can create a VPC peering connection between your own VPCs, or with a VPC i another AWS account within a single Region.
However, VPC peering does not allow you to route traffic from your on-premises network to your VPCs or between muiltiple
Regions. You would need to create multiple VPN connections or Direct Connect connections for each VPC peering connection,
which increases operational complexity and costs.

Option F is correct because provisioning only private subnets, opening the necessary route on the transit gateway and customer
gateway to allow outbound internet traffic from AWS to flow through NAT services that run in the data center meets the requirement
of routing cloud resources to the internet through its on-premises data center. A private subnet is a subnet that's associated with a
route table that has no route to an internet gateway. Instances in a private subnet can communicate with other instances in the same
VPC but cannot access resources on the internet directly. To enable outbound internet access from instances in private subnets, you
canuse NAT devices such as NAT gateways or NAT instances that are deployed in public subnets. A public subnet is a subnet
that's associated with a route table that has a route to an internet gateway. Alternatively, you can use your on-premises data center
as a NAT device by configuring routes on your transit gateway and customer gateway that direct outbound internet traffic from your
private subnets through your VPN connection or Direct Connect connection. This way, you can route cloud resources to the internet
through your on-premises data center instead of using an internet gateway.
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NEW QUESTION # 318
An online retailer needs to regularly process large product catalogs, which are handled in batches. These are sent out to be
processed by people using the Amazon Mechanical Turk service, but the retailer has asked its Solutions Architect to design a



workflow orchestration system that allows it to handle multiple concurrent Mechanical Turk operations, deal with the result
assessmment process, and reprocess failures.

Which of the following options gives the retailer the ability to interrogate the state of every workflow with the LEAST amount of
implementation effort?

¢ A. Hold workflow information in an Amazon RDS instance with AWS Lambda functions polling RDS for status changes.
Worker Lambda functions then process the next workflow steps. Amazon QuickSight will visualize workflow states directly
out of Amazon RDS.

¢ B. Use Amazon SWF to create a workflow that handles a single batch of catalog records with multiple worker tasks to
extract the data, transformit, and send it through Mechanical Turk. Use Amazon ES and Kibana to visualize AWS Lambda
processing logs to see the workflow states.

¢ (. Build the workflow in AWS Step Functions, using it to orchestrate multiple concurrent workflows.
The status of each workflow can be visualized in the AWS Management Console, and historical data can be written to
Amazon S3 and visualized using Amazon QuickSight.

e D. Trigger Amazon CloudWatch alarims based upon message visibility in multiple Amazon SQS queues (one queue per
workflow stage) and send messages via Amazon SNS to trigger AWS Lambda functions to process the next step. Use
Amazon ES and Kibana to visualize Lambda processing logs to see the workflow states.

Answer: C

Explanation:

AWS Step Functions is a fully managed service that makes it easy to coordinate the components of distributed applications and
microservices using visual workflows. Instead of writing a Decider program, you define state machines in JSON. AWS customers
should consider using Step Functions for new applications. If Step Functions does not fit your needs, then you should consider
Amazon Simple Workflow (SWF). Amazon SWF provides you conplete control over your orchestration logic, but increases the
complexity of developing applications. You may write decider programs in the programming language of your choice, or you may
use the Flow framework to use programming constructs that structure asynchronous interactions for you. AWS will continue to
provide the Amazon SWF service, Flow framework, and support all Amazon SWF customers.

https:/aws.amazon.com/swi/fags/

NEW QUESTION # 319

Your company currently has a 2-tier web application running in an on-premises data center.

You have experienced several infrastructure failures in the past few months resulting in significant financial losses. Your CIO is
strongly considering moving the application to AWS. While working on achieving buy-In from the other company executives, he
asks you to develop a disaster recovery plan to help improve business continuity in the short term. He specifies a target Recovery
Time Objective (RTO) of 4 hours and a Recovery Point Objective (RPO) of 1 hour or less. He also asks you to implement the
solution within 2 weeks.

Your database is 200GB in size and you have a 20Mbps Internet connection.

How would you do this while minimizing costs?

¢ A Install your application on a compute-optimized EC2 instance capable of supporting the application's average load.
Synchronously replicate transactions from your on-premises database to a database instance in AWS across a secure Direct
Connect connection.

¢ B. Create an EBS backed private AMI which includes a fresh install of your application.
Develop a CloudFormation template which includes your AMI and the required EC2, AutoScaling, and ELB resources to
support deploying the application across Multiple- Availability-Zones.
Asynchronously replicate transactions from your on-premises database to a database instance in AWS across a secure VPN
connection.

e C. Create an EBS backed private AMI which includes a fresh install of your application.
Setup a script in your data center to backup the local database every 1 hour and to encrypt and copy the resulting file to an
S3 bucket using multi-part upload.

¢ D. Deploy your application on EC2 instances within an Auto Scaling group across multiple availability zones. Asynchronously
replicate transactions from your on-premises database to a database instance in AWS across a secure VPN connection.

Answer: B

NEW QUESTION # 320
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