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HH #59
Which of the following are valid ways to pass data to a reusable workflow in a separate repository?

e A Define the secrets in the caller repository and call the reusable workflow using the 'secrets' keyword.

e B. Define inputs in the reusable workflow and pass values from the calling workflow.

e C. Define the secrets in the reusable workflow's repository and reference the secret using the 'secrets’ context.
e D. Use environment variables to pass data directly to the reusable workflow.

EM: A B
i

You declare namedinputs in the reusable workflow's on.workflow_call block and then pass values from the caller using
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thewithkeyword, allowing the called workflow to consume those parameters.
You define required secrets in the caller repository and supply them to the reusable workflow via thesecretskeyword in the
workflow-call step, ensuring sensitive values are securely passed.

I #60
‘What will happen if Dependabot discovers a vulnerable transitive dependency in a repository?

e A It sends an email to the repository owner but does not alter code.

¢ B. It automatically removes the package from the repository.

e C. It opens a pull request to update the affected package directly, regardless of version compatibility.
e D. It creates a pull request to update the direct dependency to a version that resolves the vulnerability.

Ef#: D

A -
Dependabot will automatically open a pull request that updates the direct dependency to a version which, in turn, resolves (or
removes) the vulnerable transitive dependency-ensuring the fix is applied via your declared dependencies.

HM #o1
Which of the following is true about outside collaborators in a GitHub organization?

¢ A They are granted explicit access to specific repositories.

¢ B. They have access to all private repositories by default.

e C. They inherit organization-wide policies, such as SSO requirements.
e D. They appear in the organization's internal member list.

Ef: A

fERL:
Outside collaborators aren't organization members; instead, they're granted explicit access - at read, write, or admin level - to only
the repositories you choose.

B #62
Which of the following accurately contrasts a GitHub App and a GitHub Action?

¢ A. GitHub Actions can only be used to respond to events within a single repository while GitHub Apps can respond to events
from multiple repositories

e B. GitHub Actions are limited to reading repository content only

e C. GitHub Apps can only be used inside .github/workflows

¢ D. GitHub Apps run only on GitHub-provided virtual machines, while GitHub Actions run only on customer-hosted machines

IEf#: A

R -
GitHub Actions workflows are defined and triggered within a single repository's context, whereas GitHub Apps are installed at the
organization or user level and can subscribe to events across multiple repositories.

HH #63
What is the key benefit of using a GitHub security advisory within a repository?

A. It prevents users from cloning the repository until issues are resolved.

B. It allows maintainers to privately disclose, discuss, and publish vulnerabilities.
C. It flags all forks of the repository as vulnerable.

D. It automatically reverts commits that infroduced the vulnerability.

IEf#: B



fEERA -
GitHub security advisories let maintainers privately disclose, discuss fixes, and then publish vulnerabilities in a controlled manner
within the repository.

B #64
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