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NEW QUESTION # 62
Which term describes data elements that, when combined with other information, are used to single out an individual?

e A Data subjects
e B. Personal details
e (. Direct identifiers
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e D. Indirect identifiers
Answer: D

Explanation:

Indirect identifiersare pieces of information that may not identify an individual on their own but, when combined with other data, can
uniquely identify someone. Examples include birthdate, ZIP code, or gender.

Together, these can re-identify a person, even when names or direct identifiers are removed.

Direct identifiers (such as Social Security numbers) uniquely identify an individual alone. Data subjects are the individuals to whom
the data refers, while personal details is too broad and not a formal term.

Understanding indirect identifiers is essential in privacy regulations like GDPR and HIPAA, where pseudonymization or
anonymization must account for potential re-identification risks. Safeguarding indirect identifiers reduces the chance of privacy
violations and unauthorized profiling.

NEW QUESTION # 63
Which business area in the enterprise risk management (ERM) strategy is concerned with formal risk assessments when forming new
or renewing existing vendor relationships?

A. Quality assurance

B. Software development
C. Procurement

D. Marketing

Answer: C

Explanation:

Theprocurementfunction is directly responsible for vendor selection and contract managemment, including risk assessments of new or
renewed vendor relationships. This ensures that third-party providers meet security, compliance, and performance requirements.
Software development and quality assurance focus on product creation and validation. Marketing manages branding and outreach.
None of'these directly involve evaluating external vendor risk.

Procurement integrates due diligence, contract clauses, and performance monitoring into enterprise risk management. This reduces
exposure to third-party threats and ensures compliance with frameworks such as ISO 27036 (supplier relationships) and NIST
vendor risk management guidelines.

NEW QUESTION # 64

An organization is going through the process of selecting a new enterprise resource management (ERM) vendor. The organization
has already selected the vendor and is now preparing to go through the onboarding process. Which specific issues should be
discussed between the organization and the vendor during this phase?

A. Identifying the business need the vendor will address

B. Deciding how to respond to the request for proposal (RFP)

C. Ensuring the vendor has securely destroyed all confidential information
D. Verifying the details of the contract and arrangements for data transfer

Answer: D

Explanation:

Once a vendor has been selected, the onboarding phase requirescontractual verification and technical arrangements for data transfer.
This step ensures that service levels, compliance requirements, encryption standards, and responsibilities are clearly defined before
operations begin.

Options such as identifying the business need or responding to the RFP are pre-selection activities. Ensuring secure destruction of
data is relevant to offboarding, not onboarding, Therefore, the most critical onboarding task is verifying the contract details and
ensuring secure data transfer agreements.

Discussing these issues protects the organization from legal disputes, ensures smooth technical integration, and supports compliance
with frameworks such as GDPR and PCI DSS. It also defines the scope of vendor accountability in case of security incidents.

NEW QUESTION # 65
A group of DevOps engineers adopted the network-as-code methodology to manage network infrastructure.



During a code release, the engineers find a bug that is causing issues on a production site. Which safeguard will allow the engineers
to restore functionality to the production site?

A. Code testing
B. Code review
C. Rollback

D. Staging

Answer: C

Explanation:

Arollbackis the safeguard that restores a systemto its previous, stable state when a new code release introduces issues. In DevOps
workflows, rollbacks provide a rapid recovery mechanism, reducing downtime and minimizing customer impact.

Staging, code review, and testing are preventive controls that reduce the likelihood of defects reaching production, but once a bug
has already been deployed, rollback is the corrective control.

Rollback strategies often rely on version control systems, container orchestration, or infrastructure-as-code automation to quickly
revert to earlier configurations. This practice is essential for mantaining reliability and availability, especially in cloud environments
with continuous deployment pipelines.

NEW QUESTION # 66
Which tool provides a dedicated environment to contain and analyze malware?

A. Encryption
B. Gateway
C. Controller
D. Sandbox

Answer: D

Explanation:

Asandboxis a controlled, isolated environment used to safely run, observe, and analyze potentially malicious code. In cybersecurity,
sandboxes allow analysts to execute malware samples without risking contamination of production systens. This enables
identification of malware behavior, persistence techniques, and indicators of compromise.

Encryption protects confidentiality, but does not allow safe execution. Gateways control traffic flow, and controllers manage devices
or workloads. Only a sandbox provides the dedicated containment required for malware analysis.

In cloud environments, sandboxing is often implemented at scale to analyze suspicious files or traffic automatically. This practice
enhances defenses against zero-day exploits, advanced persistent threats, and polymorphic malware. By preventing malware from
escaping, sandboxes provide essential forensic and detection insights without endangering the wider environment.

NEW QUESTION # 67
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