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H #257
After trust has been established between the Check Point components, what is TRUE about name and IP-address changes?

A. The Security Management Server name cannot be changed in SmartConsole without re-establishing trust
B. Security Gateway [P-address cannot be changed without re-establishing the trust

C. The Security Management Server IP-address cannot be changed without re-establishing the trust

D. The Security Gateway name cannot be changed in command line without re-establishing trust

EfE: B

AR

The answer is A because changing the Security Gateway [P-address requires re-establishing the trust with the Security Management
Server by mitializing the Secure Internal Communication (SIC). Changing the Security Gateway name in command line or changing
the Security Management Server name or [P-address in SmartConsole does not require re-establishing the trust, but it may require
updating the topology and pushing the policy.[Check Point R81 Security Management Administration Guide], [Check Point R81
Security Gateway Administration Guide]

E R #258

You have created a rule at the top of your Rule Base to permit Guest Wireless access to the Internet. However, when guest users
attempt to reach the Internet, they are not seeing the splash page to accept your Terns of Service, and cannot access the Internet.
How can you fix this?

A. In the Captive Portal screen of Global Properties, check "Enable Identity Captive Portal"

B. On the firewall object, Legacy Authentication screen, check "Enable Identity Captive Portal"
C. Right click Accept in the rule, select "More", and then check "Enable Identity Captive Portal"
D. On the Security Management Server object, check the box "Identity Logging"

IEf: C

fEERA -

Identity Captive Portal is a Check Point Identity Awareness web portal, to which users connect with their web browser to log in and
authenticate, when using Browser-Based Authentication2.To enable Identity Captive Portal for a specific rule, you need to right click
Accept in the rule, select "More", and then check "Enable Identity Captive Portal3. Identity Awareness Administration Guide
R80,Identity awareness with captive portal in Checkpoint R80

B #259
Which of these is NOT a feature or benefit of Application Control?

A. Automatically identify trusted software that has authorization to run

B. Scans the content of files being downloaded by users in order to make policy decisions.

C. Identify and control which applications are in your IT environment and which to add to the IT environment.
D. Elimnate unknown and unwanted applications in your network to reduce I'T complexity and application risk.

Ef#: B

R -

Application Control is a blade that enables administrators to control access to applications and web sites by users, groups,
machines, and time. Application Control can elimnate unknown and unwanted applications in your network to reduce IT complexity
and application risk, identify and control which applications are in your IT environment and which to add to the IT environment, and
automatically identify trusted software that has authorization to runl. However, Application Control cannot scan the content of files
being downloaded by users in order to make policy decisions. That is the fimction of another blade called Content Awareness, which
can inspect files based on their type, size, name, and data2. Check Point R81 Application Control Administration Guide,Check
Point R81 Content Awareness Administration Guide
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B #260
Choose what BEST describes users on Gaia Platform.

e A. There is one default user that cannot be deleted.

e B. There are two default users and one cannot be deleted.
e C. There is one default user that can be deleted.

e D. There are two default users and neither can be deleted.

IEf#: D

TR

There are two default users on Gaia Platform and neither can be deleted. The two default users are admin and monitor. The admin
user has full access to the Gaia configuration and management tools, such as CLI and WebUI. The monitor user has read-only
access to the Gaia configuration and management tools, and can only view the system status and settings. These two users cannot be
deleted, but their passwords can be changed.[Gaia Administration Guide], [Gaia Overview]

M #2061
‘When configuring LDAP with User Directory integration, changes applied to a User Directory template are:

¢ A. Not reflected for any users unless the local user template is changed.

¢ B. Reflected for ail users who are using that template and if the local user template is changed as well.
¢ C. Not reflected for any users who are using that template.

¢ D. Reflected immediately for all users who are using that template.

Ef: D

BRI -

LDAP (Lightweight Directory Access Protocol) is a protocol that allows accessing and maintaining distributed directory information
services over a network. User Directory integration is a feature of Identity Awareness that allows Check Point products to use
LDAP servers as identity sources. When configuring LDAP with User Directory integration, changes applied to a User Directory
template are reflected immediately for all users who are using that template. A User Directory template defines the settings for
comnecting to an LDAP server and retrieving user information3. Check Point R81 Identity Awareness Administration Guide
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