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HMA #101

Your security team implements a host-based firewall on all of your Amazon Elastic Compute Cloud (EC2) instances to block all
outgoing traffic. Exceptions must be requested for each specific requirement. Until you request a new rule, you cannot access the
instance metadata service. Which firewall rule should you request to be added to your instances to allow instance metadata access?

¢ A. Inbound; Protocol tcp; Destination 169.254.169.254; Destination port 80

¢ B. Inbound; Protocol tcp; Source [Instance's EIP]; Destination 169.254.169.254
¢ (. Outbound; Protocol tcp; Destination 169.254.169.254; Destination port 80

¢ D. Outbound; Protocol tcp; Destination 169.254.169.254; Destination port 443

Ef#: C
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httpsz/docs.aws.amazon.con’ AWSEC2/latest/UserGuide/instancedata-data-retrieval. html To view all categories of instance
metadata from within a running instance, use the following URI. http2/169.254.169.254/latest/meta-data/

H #102
You can use the command of the AWS Config service CLI to see the compliance state for each AWS resource of a specific

type.

Response:

A. describe-compliance-by-config-rule
B. get-compliance-details-by-resource
C. get-compliance-details-by-config-rule
D. describe-compliance-by-resource

Ef#: D

HM #103

You have configured an AWS PrivateLink connection between your Virtual Private Cloud (VPC) and the VPC of a business
partner’s hospital.

The hospital has specialized applications that staff developed in-house; some were developed more than 10 years ago. The hospital
is trying to enable access to your private service but is having problems connecting to your service.

Which of the following is a possible solution?

Response:

e A Create an IP Security (IPsec) Virtual Private Network (VPN) through the VPC endpoint to enable tunneling of all traffic
types for better compatibility

¢ B. VPC endpoints are not supported by applications that do not support DNS names.

¢ C. The hospital application need outbound internet access to use the VPC endpoint service.

e D. It is possible that the hospital applications need to support the appropriate authentication methods to use VPC endpoints in
their VPC.

¢ E. The hospital is sending traffic over User Datagram Protocol (UDP). They must find a way to send traffic over Transmission
Control Protocol (TCP).

IFf#: E
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A company has five VPCs in the us-east-1 Region. The company hosts an internal web application in us-east-

1. One of the company’s VPCs. named VPC-A, needs to connect to an external partner's AWS environment.

The partner's environment is in the same AWS Region where the partner hosts a new version of the company's web application. The
partner hosts its version of the application n a VPC named VPC-B.

The company has Amazon EC2 instances in VPC-A that need to connect to the web application in VPC-B A network engineer
notices that the partner's VPC-B and the company's VPC-A use the same IP space. The network engineer needs a solution to allow
the EC2 instances to connect to the web application. The solution must not negatively affect the exiting environment of the company
or the partner.

‘Which combination of steps should the network engineer take meet these requirements? (Choose two.)

¢ A. Deploy a new routable VPC CIDR block as a secondary CIDR block to both VPC-A and VPC-B.
Deploy a public NAT gateway in VPC-A.

B. Deploy a VPC endpoint in VPC-A that uses a VPC endpoint service that is shared by the partner.
C. Ensure the partner creates a VPC endpoint service that uses a Network Load Balancer in VPC-B.
D. Establish an AWS Site-to-Site VPN connection between VPC-A and VPC-B.

E. Establish a VPC peering connection between VPC-A to VPC-B.

EME: B. C

A -
The partner can create aVPC endpoint servicebacked by an NLB in VPC-B. The NLB routes traffic to the web application in
VPC-B, allowing external access to the application without requiring direct VPC-to-VPC connectivity. This approach ensures



isolation and avoids conflicts due to overlapping IP spaces.
The company can deploy a VPC endpoint in VPC-A to connect to the VPC endpoint service in VPC-B. This setup allows EC2
instances in VPC-A to securely connect to the web application in VPC-B without modifying existing routing or NAT configurations.

HA #105

Your company has deployed a bursty web application to AWS and would like to improve the user experience. It is important for
only the web host to have the private key for Transport Layer Security (TLS), so the Classic Load Balancer has a listener on
Transmission Control Protocol (TCP) port 443.

‘What are some approaches that you can use to reduce latency and improve the scale-out process for the application?

Response:

¢ A. Configure enhanced networking on the Classic Load Balancer for lower latency load balancing.

¢ B. Use Amazon Certificate Manager (ACM) to distribute new certificates to Amazon CloudFront to accomplish handling
content at the edge.

¢ (. Use an Application Load Balancer in front of the application, enabling better utilization of multiple target groups with
different HTTP paths and hosts.

e D. Use a Network Load Balancer in front of your application to increase network performance.

Ef#: D
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