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Cyber AB CMMC-CCP Exam Syllabus Topics:

Topic Details

Topic 1

CMMC Model Construct and Implementation Evaluation: This section of the exam measures the evaluative
skills of cybersecurity assessors, focusing on the application and assessment of the CMMC model. It
includes understanding its levels, domains, practices, and implementation criteria, and how to assess
whether organizations meet the required cybersecurity practices using evidence-based evaluation.
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Topic 2

CMMC Governance and Source Documents: This section of the exam measures the capabilities of legal or
compliance advisors, covering key regulatory frameworks that govern cybersecurity compliance. Topics
include Federal Contract Information, Controlled Unclassified Information, the role of NIST SP 800-171,
DFARS, FAR, and the structure and requirements of CMMC v2.0, including self-assessments and
certification levels.

Topic 3

CMMC Assessment Process (CAP): This section of the exam measures the planning and execution skills
of audit and assessment professionals, covering the end-to-end CMMC Assessment Process. This
includes planning, executing, documenting, reporting assessments, and managing Plans of Action and
Milestones (POA&M) in alignment with DoD and CMMC-AB methodology.
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Cyber AB Certified CMMC Professional (CCP) Exam Sample Questions
(Q89-Q94):
NEW QUESTION # 89 
Which training is a CCI authorized to deliver through an approved CMMC LTP?

A. DoD DFARS, NARA CUI, and CMMC-AB approved training
B. NARA CUI training and CMMC-AB approved training
C. DoD DFARS and CMMC-AB approved training
D. CMMC-AB approved training

Answer: D

Explanation:
A Certified CMMC Instructor (CCI) is only authorized to deliver CMMC-AB (now The Cyber AB) approved training courses
through a Licensed Training Provider (LTP). CCI instructors do not deliver DFARS or NARA CUI training under CMMC
authorization-only formally approved CMMC courses.
Supporting Extracts from Official Content:
* CMMC Ecosystem Roles: "CCIs are authorized to deliver CMMC-AB approved training courses through an LTP." Why Option
A is Correct:
* CCIs teach only CMMC-AB approved training.
* Options B, C, and D include external trainings (DFARS or NARA CUI) that are not within the CCI's scope.
References (Official CMMC v2.0 Content):
* CMMC Ecosystem documentation - Roles and Responsibilities of LTPs and CCIs.

NEW QUESTION # 90 
An Assessment Team Member is conducting a CMMC Level 2 Assessment for an OSC that is in the process of inspecting
Assessment Objects for AC.L1-3.1.1: Limit information system access to authorized users, processes acting on behalf of authorized
users, or devices (including other information systems) to determine the adequacy of evidence provided by the OSC. Which
Assessment Method does this activity fall under?

A. Interview
B. Test
C. Observe
D. Examine
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Answer: D

NEW QUESTION # 91 
Which code or clause requires that a contractor is meeting the basic safeguarding requirements for FCI during a Level 1 Self-
Assessment?

A. 22CFR 120-130
B. FAR 52.204-21
C. DFARS 252.204-7021
D. DFARS 252.204-7011

Answer: B

Explanation:
1. Understanding Basic Safeguarding Requirements for FCI in CMMC Level 1
* Federal Contract Information (FCI) is defined as information provided by or generated for the government under a contract that
isnot intended for public release.
* CMMCLevel 1is designed to ensurebasic safeguardingof FCI, aligning with15 security requirementsfound inFAR 52.204-21
(Basic Safeguarding of Covered Contractor Information Systems).
* Contractors handlingonly FCImust meetCMMC Level 1, which alignsdirectlywith the safeguarding requirements set inFAR
52.204-21.
2. FAR 52.204-21 and Its Role in CMMC Level 1 Compliance
* FAR 52.204-21establishes the baseline cybersecurity controls that contractors must implement to protectFCI.
* The15 basic safeguarding requirementsinclude:
* Limiting information accessto authorized users.
* Identifying and authenticating usersbefore allowing system access.
* Protecting transmitted FCIfrom unauthorized disclosure.
* Monitoring and controlling connectionsto external systems.
* Applying boundary protectionand cybersecurity measures.
* Sanitizing mediabefore disposal.
* Updating security configurationsto reduce vulnerabilities.
* Providing physical securityprotections.
* Controlling physical accessto systems that process FCI.
* Enforcing multi-factor authentication (MFA) where applicable.
* Patching vulnerabilitiesin software and hardware.
* Limiting the use of removable media.
* Creating and retaining system audit logs.
* Performing risk-based security assessments.
* Developing an incident response plan.
These 15 practices form thefoundationof CMMCLevel 1 Self-Assessment, ensuring contractorsmeet minimum cybersecurity
expectationsfor handling FCI.
3. Why the Other Options Are Incorrect
* B. 22 CFR 120-130:
* This refers toInternational Traffic in Arms Regulations (ITAR), which controls the export of defense-related articles and
services,notFCI safeguarding requirements.
* C. DFARS 252.204-7011:
* This clause refers toalternative line item structuresand does not pertain to cybersecurity or safeguarding FCI.
* D. DFARS 252.204-7021:
* This clause enforcesCMMC requirementsbut doesnot definebasic safeguarding controls. It requires compliance with CMMC but
does not specify the foundational requirements (which come fromFAR 52.204-21for Level 1).
4. Official CMMC 2.0 Reference & Study Guide Alignment
* TheCMMC 2.0 model documentationconfirms that Level 1 is focused on the15 practices from FAR
52.204-21.
* TheDoD's official CMMC Assessment Guidefor Level 1 explicitly states that meeting FAR 52.204-21 is therequirement for
passing a Level 1 Self-Assessment.
* TheCMMC 2.0 Scoping Guideclarifies that contractors handling onlyFCIand seekingLevel 1 certificationmust implementonly FAR
52.204-21security controls.
Final Confirmation:The correct answer isA. FAR 52.204-21, as it directly governs the basic safeguarding ofFCIand is the
foundational requirement for aLevel 1 Self-Assessmentin CMMC 2.0.



NEW QUESTION # 92 
A C3PAO is near completion of a Level 2 Assessment for an OSC. The CMMC Findings Brief and CMMC Assessment Results
documents have been developed. The Final Recommended Assessment Results are being generated. When generating these results,
what MUST be included?

A. Recorded and final updated Daily Checkpoint
B. An updated Assessment Plan
C. Review documentation for the CMMC Quality Assurance Professional (CQAP)
D. Fully executed CMMC Assessment contract between the C3PAO and the OSC

Answer: D

NEW QUESTION # 93 
Which standard of assessment do all C3PAO organizations execute an assessment methodology based on?

A. CMMC Assessment Process
B. Government Accountability Office Yellow Book
C. NISTSP800-53A
D. ISO 27001

Answer: A

Explanation:
Understanding the C3PAO Assessment MethodologyACertified Third-Party Assessment Organization (C3PAO)is an entity
authorized by theCMMC Accreditation Body (CMMC-AB)to conduct officialCMMC Level 2 assessmentsfor organizations
seeking certification.
* C3PAOs must follow theCMMC Assessment Process (CAP), which outlines:#Theassessment methodologyfor evaluating
compliance.#Evidence collectionprocedures (interviews, artifacts, testing).
#Assessment scoring and reportingrequirements.#Guidance for assessorson executing standardized assessments.
* ISO 27001 (Option A)is an international standard forinformation security managementbut isnot the basis for CMMC assessments.
* NIST SP 800-53A (Option B)providessecurity control assessments for federal systems, but CMMC assessments arebased on
NIST SP 800-171.
* GAO Yellow Book (Option D)is agovernment auditing standardused forfinancial and performance audits, not cybersecurity
assessments.
* CMMC Assessment Process (CAP) (Option C) is the correct answerbecause it defines how C3PAOs conduct CMMC
assessments.
* CMMC Assessment Process Guide (CAP)- GovernsC3PAO assessment execution.
* CMMC 2.0 Model Documentation- RequiresC3PAOs to follow CAP proceduresfor assessments.
Key Requirement: CMMC Assessment Process (CAP)Why "CMMC Assessment Process" is Correct?
Official References from CMMC 2.0 DocumentationFinal Verification and ConclusionThe correct answer isC. CMMC Assessment
Process, as it is theofficial methodology all C3PAOs must follow when conducting CMMC assessments.

NEW QUESTION # 94
......
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