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¢ Auditing Tools and Techniques: This section of the exam measures the skills of Al auditors and centers on

auditing Al systens using appropriate tools and methods. It includes audit planning and design, sampling
FH1 methodologies specific to Al, collecting audit evidence, using data analytics for quality assurance, and
producing Al audit outputs and reports, including follow-up and quality control measures.

¢ Al Operations: It covers managing Al-specific data needs—including collection, quality, security, and

classification—applying development lifecycle methodologies with privacy and security by design, change
FH 2 and incident management, testing Al solutions, identifying Al-related threats and vulnerabilities, and
supervising Al deployments.
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¢ Al GOVERNANCE AND RISK: It encompasses understanding different Al models and their life cycles,
=x 3 guiding Al strategy, defining roles and policies, managing Al-related risks, overseeing data privacy and
governance, and ensuring adherence to ethical practices, standards, and regulations.
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AEE#19

An S auditor reviewing documentation for an Al model notes that the modeler utilized a K-means clustering algorithm, which
clusters data into categories for correlations and analysis. Which of the following is the MOST important risk for the auditor to
consider?

A. K-means clustering requires the modeler to supervise the learning analysis, which can introduce bias.

B. K-means clustering is not a common data clustering method due to its complexity and difficulty categorizing data correctly.
C. K-means clustering determines the number of clusters for the modeler without supervision.

D. K-means clustering algorithms are significantly sensitive to outliers and dependent on the similarity of units of measure.
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EE #20
Which of'the following is the PRIMARY objective of Al governance?

A. Promoting a positive return on investment (ROI) from Al projects

B. Defining clear roles and responsibilities for Al development, use, and oversight
C. Ensuring controls over Al are designed well and operate effectively

D. Implementing compliance and ethics controls for Al mitiatives
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AE#21
The PRIMARY purpose of maintaining an audit trail in Al systens is to:

A. Measure computational efficiency.

B. Ensure compliance with regulatory standards for AL
C. Analyze model accuracy and fairness.

D. Facilitate transparency and traceability of decisions.

HE: D

dE:

Audit trails in Al systens serve to document the inputs, processes, and outputs of Al decisions, allowing stakeholders and auditors
to trace how decisions were made. The AAIA™ Study Guide identifies transparency and traceability as the core fimctions of an Al
audit trail.

"Maintaining audit logs is critical to explainability and accountability. It ensures that decisions made by Al systems can be
reconstructed and assessed for accuracy, ethics, and legality." Although compliance (D) is an outcome and fairness (B) a goal, only
A captures the foundational purpose of audit trails in Al systems.

Reference: ISACA Advanced in Al Audit™ (AAIA™) Study Guide, Section: "Al Governance and Risk Management," Subsection:
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"Auditability and Logging Mechanisms"

EE #22
An organization shares an Al model with external partners. One partner reports that sensitive data has been inadvertently exposed
through the model's outputs. Which of the following is the IS auditor's BEST recommendation?

A. Audit the data pipelines of all partners to identify the source of the leak.

B. Disable the shared model and notify partners of the potential breach.

C. Retrain the model immediately and implement privacy-preserving techniques.
D. Limit the model's outputs to anonymized results while investigating further.
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HEE #23
During audit planning, an IS auditor reviews the correlation matrix. Which variable pair from an electrical generation facility has the
MOST significant correlation?

A. Rotational speed and tool wear is 0.56

B. Temperature and generator effectiveness is -0.85
C. Electricity demand and machine torque is 0.0

D. Daily precipitation and generator efficiency is 0.09

He: B

yy,

A correlation of -0.85 (option C) represents a strong negative correlation, indicating a meaningful inverse relationship. In Al model
development, high-magnitude correlations (positive or negative) strongly influence feature selection and model behavior.
AAIA enphasizes that auditors must understand correlation strength to evaluate:

* Feature relevance

* Model weight justification

* Risk of multicollinearity

* Data quality and representativeness

The other correlations are weak or negligible.

Thus, the pair with -0.85 is the most significant.

References:

AAIA Domain 1: Al Data Relationships

AAIA Domain 2: Data Understanding and Statistical Foundations
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