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QUESTION 1

A company hosts & two-tor application on Amazon EC2 instances and Amazon RDS. The applcationi's demand varss
based on the Eme of day, The fosd is minimal afer week howrs and on weessnds, The EG2 instancas run in an EC2
Ars0 Scaling groisp that &5 conlgured with & minanuim ol hwo insiances and a masimmn of five nstances, Tho
application must be availabie al all times, bt the company is concomed about overall cost.

Wirich soltion msels the availabity requirament MOST cost-affectvely?

A Use a EC2 Spol Instances. Stop the ADS database whan i &5 rat in use

B Purchage EC2 Instance Savings Plans t covar fvp EC2 mstances. Purchaso an ADS Resenved DE instance

. Purchase two EC2 Reserved instances Use up wo ihron addilional G2 Spat Instances. os needed. Shep the ADS
database when il is not in use.

D, Purchase EG2 instnnce Smings Plans 1o cover two EC2 instancas. Use up 1o three additional EC2 On-Demard
Irszances as reeded. Purchase an RODS Reserved DB Instance.

Comact Angwir: D

QUESTION 2

A company noeds 10 provide ils ompioyen wih securs access 1o confidontal and sensitive lilgs. Tha company wants to
ensura thal the fles can bo accessad anly by authorized users. The fRes must ba downloaded security 1o e employass
cHnicas.

Thp B3 3¢ S0 401 A7 OO-DIGMIGEE WIndows ThEE $00var, Howensd, i [0 BN INCTEasa in ol Uiage, the il
sarver out ol capacity.

‘Wihich soiution will meel these requinemont?

A iigratn the fég server 1o an Amazon EG2 ingtanco in o pubbc subngt. Configure tha seounty Group 10 Bmit inbounad
traffie: 1o the employoes IP addressas.

B hhigrate tha lkes to an Amaron FSx for Windows File Séner e system. inlegrale the Amazon FSx e syshem with
th on-pramesas Active Bwoclony Conligug AWS Clipnt VPN,

€. Migrata ihe Hes o Amazen 53, and create a prrate VPG endpeint. Groate a signed URL ie alow downlgad,

. MBgeans th Mog 10 AMAT0A 53, M Creale b pubSe YPC endDoint Alliny amgacyeas 10 800 on with AWS JAM identty
Genter (AWS Sing.On),

Comect Answor; B

This solution sddresses the noed for Secune access o cenficential and sensitve Bos, a5 will a3 th ncneass in remcbe
wsage. Migrating the fies to Amaran FSx for Windows File Server provides a scalable, lully mandged Bl slorags
SOILLCA BN the AWS Clowd that i ACcossibiy Hom on-promises and cloud emeenmants. Inlagnbon wilh e cn-

premises Active Directory allows for @ consistent user exponencs and ceniralzed access contral. AWS Clent VPN
providis a sacune and managed VPN sclusicn that can ba used by ompioyess (0 access. tho liles secunely,
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Amazon AWS Certified Solutions Architect - Associate Sample Questions
(Q597-Q602):

NEW QUESTION # 597
An Amazon EC2 administrator created the following policy associated with an JAM group containing several users What is the
effect of this policy?

¢ A Users can terminate an EC2 instance in the us-east- 1 Region when the user's source IP is
10.100.100.254.

¢ B. Users cannot terminate an EC2 instance in the us-east-1 Region when the user's source IP is 10.100 100
254

e (. Users can terminate an EC2 instance in any AWS Region except us-east-1.

e D. Users can terminate an EC2 instance with the IP address 10 100 100 1 in the us-east-1 Region

Answer: A

Explanation:
as the policy prevents anyone from doing any EC2 action on any region except us-east-1 and allows only users with source ip
10.100.100.0/24 to terminate instances. So user with source ip 10.100.100.254 can terminate instances in us-east-1 region.

NEW QUESTION # 598

A company wants to isolate its workloads by creating an AWS account for each workload. The company needs a solution that
centrally manages networking components for the workloads. The solution also must create accounts with automatic security
controls (guardrails).

Which solution will meet these requirements with the LEAST operational overhead?

e A. Use AWS Organizations to deploy accounts. Create a networking account that has a VPC with private subnets and public
subnets. Use AWS Resource Access Manager (AWS RAM) to share the subnets with the workload accounts.

¢ B. Use AWS Organizations to deploy accounts. Deploy a VPC in each workload account. Configure each VPC to route
through an inspection VPC by using a transit gateway attachment.

e C. Use AWS Control Tower to deploy accounts. Deploy a VPC in each workload account. Configure each VPC to route
through an inspection VPC by using a transit gateway attachment.

e D. Use AWS Control Tower to deploy accounts. Create a networking account that has a VPC with private subnets and
public subnets. Use AWS Resource Access Manager (AWS RAM) to share the subnets with the workload accounts.

Answer: D

Explanation:

AWS Control Tower: Provides a managed service to set up and govern a secure, multi-account AWS environment based on AWS
best practices. It automates the setup of AWS Organizations and applies security controls (guardrails).

Networking Account:

Create a centralized networking account that includes a VPC with both private and public subnets.

This centralized VPC will manage and control the networking resources.

AWS Resource Access Manager (AWS RAM):

Use AWS RAM to share the subnets from the networking account with the other workload accounts.

This allows different workload accounts to utilize the shared networking resources without the need to manage their own VPCs.
Operational Efficiency: Using AWS Control Tower simplifies the setup and governance of multiple AWS accounts, while AWS
RAM facilitates centralized management of networking resources, reducing operational overhead and ensuring consistent security
and compliance.

Reference:

AWS Control Tower

AWS Resource Access Manager
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NEW QUESTION # 599

A company wants to migrate an on-premises legacy application to AWS. The application ingests customer order files from an on-
premises enterprise resource planning (ERP) system. The application then uploads the files to an SFTP server. The application uses
a scheduled job that checks for order files every hour.

The company already has an AWS account that has connectivity to the on-premises network. The new application on AWS must
support integration with the existing ERP system. The new application must be secure and resilient and must use the SFTP protocol
to process orders fiom the ERP system immediately.

‘Which solution will meet these requirements?

¢ A Create an AWS Transfer Family SFTP internet-facing server in two Availability Zones. Use Amazon S3 storage. Create
an AWS Lambda function to process order files. Use S3 Event Notifications to send s3: ObjectCreated: * events to the
Lambda finction.

¢ B. Create an AWS Transfer Family SFTP internal server in two Availability Zones. Use Amazon Elastic File System
(Amazon EFS) storage. Create an AWS Step Functions state machine to process order files. Use Amazon EventBridge
Scheduler to invoke the state machine to periodically check Amazon EF'S for order files.

e C. Create an AWS Transfer Family SFTP internal server in two Availability Zones. Use Amazon S3 storage. Create an
AWS Lambda function to process order files. Use a Transfer Family managed workflow to invoke the Lambda function.

e D. Create an AWS Transfer Family SFTP internet-facing server in one Availability Zone. Use Amazon Elastic File System
(Amazon EFS) storage. Create an AWS Lambda function to process order files. Use a Transfer Family managed workflow
to mvoke the Lambda fimction.

Answer: C

Explanation:

This solution meets the requirements because it uses the following components and features:

AWS Transfer Family SFTP mternal server: This allows the application to securely transfer order files from the on-premises ERP
systemto AWS using the SFTP protocol over a private connection. The internal server is deployed in two Availability Zones for
high availability and fault tolerance.

Amazon S3 storage: This provides scalable, durable, and cost-effective object storage for the order files. Amazon S3 also supports
encryption at rest and in transit, as well as lifecycle policies and versioning for data protection and compliance.

AWS Lambda function: This enables the application to process the order files in a serverless manner, without provisioning or
managing servers. The Lambda finction can perform any custom logic or transformation on the order files, such as validating,
parsing, or enriching the data.

Transfer Family managed workflow: This simplifies the orchestration of the file processing tasks by triggering the Lambda finction as
soon as a file is uploaded to the SFTP server. The managed workflow also provides error handling, retry policies, and logging
capabilities.

NEW QUESTION # 600

A company uses AWS to run its ecommerce platform The platformis critical to the company's operations and has a high volume of
traffic and transactions. The company configures a multi-factor authentication (MFA) device to secure its AWS account root user
credentials. The company wants to ensure that it will not lose access to the root user account if the MFA device is lost.

Which solution will meet these requirements?

A. Attach the administrator policy to another IAM user when the company cannot access the root account.

B. Set up a backup administrator account that the company can use to log in if the company loses the MFA device.
C. Add nultiple MFA devices for the root user account to handle the disaster scenario.

D. Create a new administrator account when the company cannot access the root account.

Answer: C

Explanation:

AWS best practices strongly recommend enabling MF A on the root user, but they also emphasize planning for MFA device loss.
AWS allows the configuration of multiple MFA devices for the root user, which provides redundancy and ensures continued access
in disaster scenarios. Option B directly addresses the requirement by enabling a backup authentication method without weakening
security controls.

Adding multiple MFA devices ensures that if one device is lost, damaged, or unavailable, the organization can still authenticate
securely using the secondary device. This approach maintains strong security while eliminating the risk of permanent root account
lockout. It also avoids time-consuming recovery processes that require contacting AWS Support and proving account ownership.
Option A is not sufficient because TAM admmnistrator accounts do not replace root access and cannot perform certain root-only
actions. Options C and D are not feasible because new administrator accounts or policy changes cannot be made if root access is



already lost.
Therefore, B is the correct and AWS-recommended solution to ensure uninterrupted, secure access to the root account while
maintaining MFA protection.

NEW QUESTION # 601

A global company hosts its web application on Amazon EC2 instances behind an Application Load Balancer (ALB). The web
application has static data and dynamic data. The company stores its static data in an Amazon S3 bucket. The company wants to
improve performance and reduce latency for the static data and dynamic data. The company is using its own domain name registered
with Amazon Route 53.

‘What should a solutions architect do to meet these requirements?

¢ A Create an Amazon CloudFront distribution that has the ALB as an origin C. Create an AWS Global Accelerator standard
accelerator that has the S3 bucket as an endpoint Create two domain names. Point one domain name to the CloudFront DNS
name for dynamic content, Point the other domain name to the accelerator DNS name for static content Use the domain
names as endpoints for the web application.

¢ B. Create an Amazon CloudFront distribution that has the ALB as an origin Create an AWS Global Accelerator standard
accelerator that has the S3 bucket as an endpoint. Configure Route 53 to route traffic to the CloudFront distribution.

¢ (. Create an Amazon CloudFront distribution that has the S3 bucket as an origin Create an AWS Global Accelerator
standard accelerator that has the ALB and the CloudFront distribution as endpoints Create a custom domain name that points
to the accelerator DNS name Use the custom domain name as an endpoint for the web application.

¢ D. Create an Amazon CloudFront distribution that has the S3 bucket and the ALB as origins Configure Route 53 to route
traffic to the CloudFront distribution.

Answer: C

Explanation:

Static content can be cached at Cloud front Edge locations from S3 and dynamic content EC2 behind the ALB whose performance
can be improved by Global Accelerator whose one endpoint is ALB and other Cloud front.

So with regards to custom domain name endpoint is web application is R53 alias records for the custom domain point to web
application

https/aws.amazon.com/blogs/networking-and-content-delivery/improving-availability-and-performance- for-app
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