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B #80
Besides Kali Linux, what other operating system is used for hacking?

e A. Parrot OS.
¢ B. Hannah Montana Linux.
e C. Windows xp

EfE: A

AR :

While Kali Linux is the most widely recognized platform for penetration testing, Parrot OS is a major contemporary security trend in
the cybersecurity community. Parrot OS is a Debian-based distribution that, like Kali, comes pre-loaded with a vast array of tools
for security auditing, digital forensics, and reverse engineering. It is frequently cited as a lighter, more user-friendly alternative that
focuses heavily on privacy and anonymity, featuring built-in tools for routing traffic through the Tor network.

In the landscape of modern security trends, the choice of an operating system often depends on the specific requirements of the
pentest. Parrot OS is designed to be highly portable and efficient on hardware with limited resources, making it a popular choice for
"Security on the Go." It provides a "Home" edition for daily use and a "Security” edition tailored specifically for professional hackers.
Other notable mentions in this category include BlackArch and BackBox, but Parrot OS remains one of'the top contenders
alongside Kali Linux for industry professionals.

Understanding these different platforms is crucial for an ethical hacker, as each offers different desktop environments and tool
configurations. For example, while Kali is built for offensive operations, Parrot often places more emphasis on the developer's needs,
including pre-installed compilers and IDEs alongside hacking tools. Using these specialized Linux distributions allows testers to work
in a stable, standardized environment where tools are pre-configured to handle the complexities of network exploitation. By staying
current with these trends, security professionals can ensure they are using the most efficient and up-to-date environments available to
identify and mitigate vulnerabilities in increasingly complex digital infrastructures.

R #81
What is Whois?

e A ltis a directory by which it is possible to know where exactly the owner of a domain or IP address lives.
¢ B. It is a physical directory where names and ip addresses can be consulted since the beginning of the Internet.
e C. Itis a public directory through which you can know "who is" the owner of a domain or IP address.

Ef: C

fEERA -

WHOIS is a query and response protocol widely used for searching databases that store the registered users or assignees of an
Internet resource, such as a domain name or an IP address block. It acts as a public directory that provides essential information
about the ownership and technical management of a specific online asset.

‘When an individual or organization registers a domain name, they are required by ICANN (Internet Corporation for Assigned
Names and Numbers) to provide contact information, which is then made available through WHOIS lookups.

A standard WHOIS record typically contains:

* Registrant Information: The name and organization of the person who owns the domain.

* Administrative and Technical Contacts: Names and email addresses of the people responsible for the site's operation.

* Registrar Information: The company where the domain was purchased and the date of registration

/expiration.

* Name Servers: The servers that direct traffic for the domain.

In ethical hacking, WHOIS is a primary tool forpassive reconnaissance. It allows a tester to map out the organizational structure of a
target without ever sending a packet to the target's network. For exanple, finding the technical contact's email address might provide
a lead for a social engineering attack, or identifying the name servers might reveal the cloud provider being used. While many owners
now use "WHOIS Privacy" services to hide their personal details behind a proxy, WHOIS remains a critical first step in defining the
"footprint" of a target and understanding its administrative boundaries.

HA #82
What is the Lhost in metasploit?



¢ A. Local host.
¢ B. Local hosting.

e C. Host line.
Ef#E: A
fR:

In the Metasploit Framework, LHOST stands forLocal Host. This is a critical configuration variable that specifies the IP address of
the attacker's (tester's) machine. When an ethical hacker deploys an exploit- particularly one that utilizes areverse shell-the LHOST
tells the victim's machine exactly where to send the connection back to.

Setting the LHOST correctly is vital for the success of an exploitation attempt. In most network environments, especially those
involving NAT (Network Address Translation) or VPNSs, the tester must ensure they use the IP address that is reachable by the
target system. For instance, if the tester is on a local network, they would use their internal IP; however, if they are testing over a
wider network or the internet, they must ensure the LHOST points to a public IP or a listener configured to handle the traffic.
Along with LPORT (Local Port), LHOST defines the listener on the attacker's machine. When the exploit executes on the target
(RHOST), the payload initiates a connection back to the address defined in LHOST. If this variable is misconfigured, the exploit
might successfully run on the victim's end, but the tester will never receive the shell, resulting in a failed attempt. For an ethical
hacker, double-checking the LHOST and LPORT settings is a standard "best practice" before launching any module to ensure a
stable and reliable connection is established.

H #83
Can the FTP protocol be breached?

e A No, FTP is very secure.
¢ B. Yes, by asking the admmistrator for credentials.
e C. Yes, using appropriate attack techniques.

Ef#: C

fER L2

Yes, the FTP protocol can be breached, making option B the correct answer. FTP transmits usernames, passwords, and datain
clear text, which makes it highly vulnerable to mterception and attack.

Attackers can exploit FTP through techniques such as credential sniffing, brute-force attacks, anonymous access abuse, and man-in-
the-middle attacks. Ethical hackers frequently demonstrate FTP weaknesses during penetration testing to highlight the risks of using
outdated protocols.

Option A is incorrect because asking for credentials is not an attack technique. Option C is incorrect because FTP is considered
insecure by modern security standards.

Froma defensive standpoint, FTP should be replaced with secure alternatives such asSFTP or FTPS, which encrypt authentication
and data transfers. Ethical hackers use FTP breach demonstrations to encourage protocol modernization and better access controls.
Understanding insecure protocols is essential for managing information security threats. Eliminating weak services like FTP
significantly reduces an organization's attack surface and exposure to credential compromise.

B #84
What is a firewall?

e A. Software that only protects against viruses.
e B. A method for hacking systems remotely.
e C. A device or software that monitors and filters network traffic to help prevent unauthorized access.

IEf: C

AR

A firewall is a findamental information security control designed to monitor, filter, and control incoming and outgoing network traffic
based on predefined security rules. This makes option A the correct answer.

Firewalls act as a barrier between trusted internal networks and untrusted external networks, such as the internet. They can be
implemented as hardware devices, software applications, or cloud-based services.

Ethical hackers must understand firewall behavior because it directly affects reconnaissance, exploitation techniques, and attack
surface visibility.

Option B is incorrect because antivirus software focuses on malware detection, not traffic filtering. Option C is incorrect because a



firewall is a defensive security mechanism, not an attack method.

From an ethical hacking perspective, firewalls are evaluated during security assessments to identify misconfigurations, overly
permissive rules, or exposed services. Poorly configured firewalls may allow unauthorized access, while overly restrictive ones may
disrupt legitimate business operations.

Firewalls play a critical role in enforcing network segmentation, access control, and defense-in-depth strategies. When combined
with intrusion detection systemns, endpoint security, and proper monitoring, they significantly reduce the risk of unauthorized access.
Understanding firewall concepts enables ethical hackers and defenders to design stronger network architectures and respond
effectively to modern cyber threats.
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