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AR #147

In an organization, all the servers and database systems are guarded in a sealed room with a single entry point. The entrance is
protected with a physical lock system that requires typing a sequence of numbers and letters by using a rotating dial that intermingles
with several other rotating discs.

Which of'the following types of physical locks is used by the organization in the above scenario?

A. Combination locks

B. Digtal locks
C. Mechanical locks

D. Electromagnetic locks

m

HE:. A

EE #148

Johnson, an attacker, performed online research for the contact details of reputed cybersecurity firms. He found the contact number
of sibertech.org and dialed the number, claiming hinself to represent a technical support team froma vendor. He warned that a
specific server is about to be compromised and requested sibertech.org to follow the provided instructions. Consequently, he
prompted the victim to execute unusual commands and mstall malicious files, which were then used to collect and pass critical
Information to Johnson's machine. What is the social engineering technique Steve employed in the above scenario?

A. Phishing

B. Diversion theft
C. Quid pro quo
D. Elicitation

HE. C
MY

Quid pro quo is the social engineering technique that Johnson employed in the above scenario. Quid pro quo is a social engineering
method that nvolves offering a service or a benefit in exchange for information or access. Quid pro quo can be used to trick victims
into believing that they are receiving help or assistance from a legitimate source, while in fact they are compromising their security or
privacy. In the scenario, Johnson performed quid pro quo by claiming himself to represent a technical support team froma vendor
and offering to help sibertech.org with a server issue, while in fact he prompted the victim to execute unusual commands and install
malicious files, which were then used to collect and pass critical information to Johnson's machine.

If you want to learn more about social engineering techniques, you can check out these resources:

*[1] A guide to different types of social engineering attacks and how to prevent them:

[https//www.csoonline.convarticle/2 12468 1 /what-is-social-engineering, html]

* [2] A video that explains how quid pro quo works and how to avoid falling for it:

[httpsZ//www.youtube.com/watch?v=3 Yy0gZ9xw8g]

* [3] A quiz that tests your knowledge of social engineering techniques and scenarios:
[https//www.proprofs.convquiz-school/story.php?title=social-engineering-quiz]

HE #149

A web application, www.moviescope.com, was found to be prone to SQL mjection attacks. You are tasked to exploit the web
application and fetch the user data. Identify the contact number (Contact) of a user, Steve, in the moviescope database. Note: You
already have an account on the web application, and your credentials are sam/test. (Practical Question)

A. 1-202-509-7432
B. 1-202-509-8421
C. 1-202-509-7316
D. 01-202-509-7364



He: C

HEE #150

Ruben, a crime investigator, wants to retrieve all the deleted files and folders in the suspected media without affecting the original
files. For this purpose, he uses a method that involves the creation of a cloned copy of the entire media and prevents the
contamination of the original media.

Identify the method utilized by Ruben in the above scenario.

A. Logical acquisition
B. Sparse acquisition
C. Drive decryption

D. Bit-stream imaging

HE: D

Y.

Bit-stream imaging is the method utilized by Ruben in the above scenario. Bit-stream imaging is a method that involves creating a
cloned copy of the entire media and prevents the contamination of the original media.

Bit-stream imaging copies all the data on the media, including deleted files and folders, hidden partitions, slack space, etc., at a bit
level. Bit-stream imaging preserves the integrity and authenticity of the digital evidence and allows further analysis without affecting
the original media. Sparse acquisition is a method that involves creating a partial copy of the media by skipping empty sectors or
blocks. Drive decryption is a method that involves decrypting an encrypted drive or partition using a password or a key. Logical
acquisition is a method that involves creating a copy of the logical files and folders on the media using file system commands.

HE #151

Grace, an online shopping freak, has purchased a smart TV using her debit card. During online payment, Grace's browser redirected
her from ecommerce website to a third-party payment gateway, where she provided her debit card details and OTP received on her
registered mobile phone. After completing the transaction, Grace navigated to her online bank account and verified the current
balance in her savings account.

Identify the state of data when it is being processed between the ecommerce website and the payment gateway in the above
scenario.

A. Data in transit
B. Data in inactive
C. Data at rest

D. Data in use

e A

ME.

Data in transit is the state of data when it is being processed between the ecommerce website and the payment gateway in the above
scenario. Data in transit is data that is moving from one location to another over a network, such as the internet, a LAN, or a WAN.
Data in transit can be vulnerable to interception, modification, or theft by unauthorized parties, so it needs to be protected by
encryption, authentication, and other security measures . Data at rest is data that is stored on a device or a media, such as a hard
drive, a flash drive, or a cloud storage. Data in active is data that is currently being accessed or modified by an application or a user.
Data in use is data that is loaded into the memory of'a device or a system for processing or computation.
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