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NEW QUESTION # 73
Refer to the exhibits.
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config firewall profile-protocol-options
edit "SSL-Offload"
set comment "For FAD decrypted traffic"
config http
set ports 80
unset options
unset post-lang
end
config ftp
set ports 21 F:=RBTINET
set options splice
end
config imap
set ports 143
set options fragmail
end
...output omitted...
next
end

config appl¥ication list
edit SSIOf f load-App—Detectll
set comment "App detect in decrypted traffic"
config entries
edit 1
set action pass
next
end
next
end
Topology
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A FortiGate cluster (CL-1) protects a data center hosting multiple web applications. A pair of FortiADC devices are already
configured for SSL decryption (FAD-1), and re-encryption (FAD-2).

CL-1 must accept unencrypted traffic from FAD-1, perform application detection on the plain-text traffic, and forward the inspected
traffic to FAD-2.

The SSL-Offload- App-Detect application list and SSL-Offload protocol options profile are applied to the firewall policy handling
the web application traffic on CL-1.

Given this scenario, which two configuration tasks must the administrator performon CL-1?
(Choose two.)

config application list
edit SSL-Offload-App-Detect

set deep-app-inspection enable
next

. a end FIERTINET

e B
config firewall profile-protocol-options

edit SSL-Offload ==RTINET
config http
set ssb~0ffloaded yes
end
next
end
config applicatiﬁﬁrﬂiﬂjlt=l

edit SSL-Offload-App-Detect
set deep-app-inspection enable

next
end

o0



confEiqg application. Jlist Fi: HTI”ET

edit SSL-Offload-App-Detect
set force-inclusion-ssl-di-sigs enable

next
end
e E
config firewall ssl-server
edit FAD-1
set ip <FAD—1 IP address>
set ssl-mode full
next
end S:RTINET
Ansver: A,B
NEW QUESTION # 74

An administrator reports continuous high CPU utilization on a FortiGate device due to the IPS engine.
Consider the global IPS configuration shown below.

config ips settings
set packet-log-history 10

set packet-log-post-attack 10
end

ﬁppéﬁg ' glebal
set fall-6pen enable

set intelligent-mode disable
set engine-count 0

end
Which two configuration actions will reduce the CPU usage? (Choose two.)

A. Enable intelligent mode.

B. Disable fail open.

C. Increase engine-count to 2.

D. Reduce the number of packets being logged.

Answer: A,D

NEW QUESTION # 75

A customer is operating a FortiWeb cluster in a high volume active-active HA group consisting of eight FortiWeb appliances. One of
the secondary members is handling traffic for one specific VIP.

‘What will happen with the traffic if that secondary FortiWeb appliance fails?

o A Traffic will be redistributed by the primary appliance to the remaining secondary appliances.
¢ B. Traffic will be redirected to the secondary member with the least number of sessions.
e (. Traffic will be redirected to the next appliance in the same traffic group.



e D. Traffic will be redistributed by the primary appliance to the remaining secondary appliances that are configured to handle
traffic for that specific VIP.

Answer: D

Explanation:

In an active-active FortiWeb HA cluster, traffic distribution is managed by the primary FortiWeb appliance. Each VIP is assigned to
specific secondary appliances based on configuration. If one of the secondary appliances handling traffic for a specific VIP fails, the
primary FortiWeb will redistribute the traffic among the remaining secondary appliances that are configured to handle that specific
VIP. This ensures that only the appropriate appliances, which are part of the same traffic group or configuration for that VIP, handle
the traffic.

NEW QUESTION # 76
Your FortiGate has mutltiple CPUs. You want to verify the load for each CPU. Which two commands will accomplish this task?
(Choose two.)

A. diag system top

B. diag system cpu stat

C. get system performance status
D. diag system mpstat

Answer: A,C

NEW QUESTION # 77
Refer to the CLI configuration of an SSL inspection profile from a FortiGate device configured to protect a web server:

config firewall ssl-ssh-profile
edit Inbound-SSL-Inspect
config https
set ports 443
set status deep-inspection
end
set supported-alpn none
next
end

Based on the nformation shown, what is the expected behavior when an HTTP/2 request comes in?

A. FortiGate will rewrite the ALPN header to request HTTP/1.

B. FortiGate will forward the traffic without modifying the ALPN header.
C. FortiGate will strip the ALPN header and forward the traffic.

D. FortiGate will reject all HTTP/2 ALPN headers.

Answer: C

Explanation:
https:/docs. fortinet.com/document/fortigate/7.0.0/new-features/710924/http-2- support-in-proxy- mode-ssk-inspection



NEW QUESTION # 78
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