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Thema Einzelheiten

Thema 1
SD-WAN troubleshooting: This domain explains how to diagnose and resolve issues related to SD-WAN
operation. It includes troubleshooting SD-WAN rules, session behavior, routing problems, and ADVPN
connectivity to maintain reliable network performance.

https://drive.google.com/open?id=1Lt6ajIFUeVkA87fuqHiSGkjlwOxxJ0rZ
https://www.zertpruefung.ch/NSE6_SDW_AD-7.6_exam.html
https://www.zertpruefung.ch/NSE6_SDW_AD-7.6_exam.html
https://www.it-pruefung.com/NSE6_SDW_AD-7.6.html
https://www.deutschpruefung.com/NSE6_SDW_AD-7.6-deutsch-pruefungsfragen.html


Thema 2
Advanced IPsec: This section covers the deployment of advanced IPsec configurations within SD-WAN
environments. It includes implementing hub-and-spoke IPsec topologies, configuring ADVPN, and
supporting multihub, multiregion, and large-scale secure SD-WAN deployments.

Thema 3
Rules and routing: This section explains how to design and apply SD-WAN rules to control traffic steering
across multiple WAN links. It also includes configuring SD-WAN routing to ensure proper path selection
and connectivity between networks.

Thema 4
SD-WAN setup: This domain covers how to deploy an enterprise SD-WAN environment by designing
SD-WAN members and zones and configuring them for efficient traffic management. It also focuses on
implementing Performance SLAs to monitor link quality and ensure applications use the best available path.

Thema 5
Centralized management: This domain focuses on deploying and managing SD-WAN using FortiManager
for centralized control. It includes implementing branch configuration deployment and using SD-WAN
Manager with overlay orchestration to simplify large-scale network management.
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Prüfungsfragen mit Lösungen (Q24-Q29):
24. Frage 
(Which two features must you configure before FortiGate can steer traffic according to SD-WAN rules?
Choose two answers.)

A. Security profiles
B. Traffic shaping
C. Underlay links
D. Overlay links
E. Firewall policies

Antwort: C,E

Begründung:
For FortiGate to steer traffic using SD-WAN rules, two foundational elements must be in place: available WAN paths (underlay
links) and firewall policies that allow traffic to reach the SD-WAN interface.
Underlay links (Option B) are mandatory because SD-WAN operates by selecting among multiple WAN transports (for example,
broadband, MPLS, LTE, or IPsec tunnels). These links are configured as SD-WAN members and form the physical or logical paths
over which traffic can be steered. Without underlay links, SD- WAN has no paths to evaluate or select.
Firewall policies (Option E) are also mandatory because FortiGate only processes and forwards traffic that is explicitly permitted by
a firewall policy. When SD-WAN is enabled, firewall policies must reference the SD- WAN interface or SD-WAN zone as the
outgoing interface. If no such policy exists, traffic will not be forwarded and SD-WAN rules will never be evaluated.
Why the other options are incorrect:
* Security profiles (Option A) are optional and relate to inspection, not SD-WAN steering.
* Overlay links (Option C) are used in specific designs such as ADVPN or hub-and-spoke overlays, but SD-WAN can steer traffic
without overlays (for example, DIA-only designs).
* Traffic shaping (Option D) is not required for SD-WAN decision-making; it is an optional optimization feature.
Therefore, the two required features that must be configured before FortiGate can steer traffic according to SD-WAN rules are
underlay links and firewall policies, which correspond to B and E.

25. Frage 
As an MSSP administrator, you are asked to configure ADVPN on an existing SD-WAN topology.
FortiManager manages the customer devices in a dedicated ADOM. The previous administrator used the SD- WAN overlay
topology.
Which two statements apply to this scenario? (Choose two.)

A. You can activate auto-discovery VPN in the SD-WAN overlay template only if it is a single hub topology.
B. You can activate auto-discovery VPN in the SD-WAN overlay template for any type of topology, including a primary-
primary dual-hub topology.



C. After you enable auto-discovery VPN in the overlay template, you must select between ADVPN 2.0 and ADVPN 1.0.
D. When auto-discovery VPN is enabled, FortiManager updates the IPsec and BGP templates in the hub.

Antwort: B,D

Begründung:
When you enable ADVPN (auto-discovery VPN) in the overlay template, FortiManager automatically updates both the IPsec and
BGP templates on the hub so that shortcut tunnels can be established dynamically.
ADVPN can be activated in the SD-WAN overlay template for any supported topology, including dual-hub primary-primary, not
just single hub.

26. Frage 
Refer to the exhibit.

The administrator analyzed the traffic between a branch FortiGate and the server located in the data center, and noticed the behavior
shown in the diagram.
When the LAN clients located behind FGT1 establish a session to a server behind DC-1, the administrator observes that, on DC-1,
the reply traffic is routed overT2. even though T1 is the preferred member in the matching SD-WAN rule.
What can the administrator do to instruct DC-1 to route the reply traffic through the member with the best performance?

A. Enable auxiliary-session under config system settings.
B. Enable reply-session under config system sdwan.
C. FortiGate route lookup for reply traffic only considers routes over the original ingress interface.
D. Enable snat-route-change under config system global.

Antwort: A

27. Frage 
Refer to the exhibit.



Which two conclusions can you draw from the output shown? (Choose two.)

A. One SD-WAN rule allows traffic load balancing.
B. One SD-WAN rule is defined with application categories as the destination.
C. UDP traffic destined to the subnet 10.22.0.0/24 matches a policy route.
D. UDP traffic destined to the subnet 10.22.0.0/24 matches a manual SD-WAN rule.

Antwort: B,C

Begründung:
One SD-WAN rule is defined with application categories as the destination # The diagnose output shows application control
matches such as Microsoft.Portal, Operational.Technology, and Social.Media, confirming that SD-WAN rules are using application
categories as destinations.
UDP traffic destined to the subnet 10.22.0.0/24 matches a policy route # The first entry (id=1) shows protocol=17 (UDP) with
destination 10.22.0.0/24, confirming this traffic is handled by a policy route instead of an SD-WAN rule.

28. Frage 
Refer to the exhibits.



You use FortiManager to manage the branch devices and configure the SD-WAN template. You have configured direct internet
access (DIA) for the IT department users. Now. you must configure secure internet access (SIA) for all local LAN users and have
set the firewall policies as shown in the second exhibit.
Then, when you use the install wizard to install the configuration and the policy package on the branch devices, FortiManager reports
an error as shown in the third exhibit.
Which statement describes why FortiManager could not install the configuration on the branches?

A. You cannot install firewall policies that reference an SD-WAN zone.
B. You cannot install SIA and DIA rules on the same device.
C. You cannot install firewall policies that reference an SD-WAN member.
D. You must direct SIA traffic to a VPN tunnel.

Antwort: C

Begründung:
FortiManager enforces a strict distinction:
"Firewall policies must reference SD-WAN zones, not individual SD-WAN members, when used in conjunction with SD-WAN
templates. Attempting to install a policy that references a specific member (interface) will result in a deployment error, as member-
level targeting is not supported in SD-WAN policy abstraction. This enforces centralized policy consistency and proper SD-WAN
operation." Ensuring policies target zones allows FortiGate to dynamically select the optimal member.

29. Frage
......
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