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Netskope Certified Cloud Security Architect 33 NSK300 % B 5 & (Q63-
Q68):

i #63
What are three valid Instance Types for supported SaaS applications when using Netskope's API-enabled Protection? (Choose

three.)

A. Behavior Analytics
B. DLP Scan

C. Forensic

D. API Data Protection
E. Quarantine

Eﬁ: C\ D\ E

HH #64

Review the exhibit.

A user has attempted to upload a file to Microsoft OneDrive that contains source code with Pll and PCI data.
Referring to the exhibit, which statement Is correct?

A. The user will be blocked and a single Incident will be generated referencing the DLP-PCI profile.

B. The user will be blocked and a single Incident will be generated referencing all of the matching DLP profiles
C. The user will be alerted and a single incident will be generated referencing the DLP-PII profile.

D. The user will be blocked and a separate incident will be generated for each of the matching DLP profiles.

Ef#: D

R -

In the given scenario, a user is attempting to upload a file containing sensitive PII and PCI data to Microsoft OneDrive. The
Netskope Security Cloud provides real-time data and threat protection when accessing cloud services, websites, and private apps
from anywhere, on any device. Based on the exhibit provided, different DLP (Data Loss Prevention) profiles are triggered - DLP-
SourceCode, DLP-PCI, and DLP-PII. Each of these profiles has specific actions associated with them for instance, an alert is
generated for Source Code while blocking actions are mitiated for PCI and PII data. Since mutltiple DLP profiles are triggered due
to the sensitive nature of the content in the file being uploaded, separate incidents will be generated for each matching profile ensuring
comprehensive security coverage and incident reporting.

Reference:

Netskope Cloud Security

Netskope Resources

Netskope Documentation
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H #65

You are asked to ensure that a Web application your company uses is both reachable and decrypted by Netskope. This application
is served using HTTPS on port 6443. Netskope is configured with a default Cloud Firewall configuration and the steering
configuration is set for All Traffic.

Which statement is correct in this scenario?

A. Create a Firewall App in Netskope along with the corresponding Real-time Protection policy to allow the traffic.

B. Nothing is required since Netskope is steering all traffic.

C. Enable "Steer non-standard ports" in the steering configuration and add the domain and port as a new non-standard port
D. Enable "Steer non-standard ports" in the steering configuration and create a corresponding Real-time Protection policy to
allow the traffic

Ef#: C

A -

To ensure that the web application using HTTPS on port 6443 is both reachable and decrypted by Netskope, the correct action is
to enable "Steer non-standard ports" in the steering configuration and add the domain and port as a new non-standard port. This is
because Netskope's default configuration steers standard HTTP/HTTPS traffic, typically on ports 80 and 443. Since port 6443 is a
non-standard port for HTTPS traffic, it requires explicit configuration to be steered through Netskopel.

M #66

You are assisting your network admimnistrator to troubleshoot an issue with client-based NPA.

In the Netskope UL, what information do you need from the administrator to run the NPA troubleshooter for this user? (Choose
two.)

A. Publisher Name
B. Private App Name
C. Private App ID

D. User & Device

IEf#: B. D

R #67

You are the network architect for a company using Netskope Private Access. Multiple users are reporting that they are unable to
access an application using Netskope Private Access that was working previously. You have verified that the Real-time Protection
policy allows access to the application, private applications are steered for the users, and the application is reachable from internal
machines. You must verify that the application is reachable through Netskope Publisher In this scenario, which two tools in the
Netskope Ul would you use to accomplish this task? (Choose two.)

A. Troubleshooter tool in the App Definitions page

B. Reachability Via Publisher in the App Definitions page
C. Clear Private App Auth under Users in Skope IT

D. Applications in Skope IT

IEfE: A. B

AR :

In the scenario where users are unable to access an application through Netskope Private Access, and after verifying that the Real-
time Protection policy allows access, the application is steered for the users, and it is reachable from internal machines, the next step
is to verify the application's reachability through the Netskope Publisher. The two tools in the Netskope UI that would be used to
accomplish this task are:

A . Reachability Via Publisher in the App Definitions page - This tool allows you to check if the application is reachable through the
configured Publishers. It is essential to ensure that the application's connectivity is intact and that there are no issues with the
Publishers thermselves.

B. Troubleshooter tool in the App Definitions page - The Troubleshooter tool can help diagnose and resolve issues related to
application reachability. It provides insights into potential problens and offers guidance on how to fix them.

These tools are designed to assist in troubleshooting and ensuring that applications are accessible through Netskope Private Access.
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