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EE #109
An IS auditor finds that an Al model's outputs are not being reviewed. Which of the following would BEST address this risk?

A. A validation process for Al decisions
B. Regular Al model retraining

C. Prompt templates

D. A larger training dataset
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WhenAl outputs are not being reviewed, the primary concern is thatincorrect, biased, or non-compliant decisionsimay go
undetected. The best way to address this risk is to implement avalidation process for Al decisions(B), which may include human-in-
the-loop checks, sanpling-based reviews, escalation criteria, and formal approval workflows. AAIA emphasizes the importance
ofSupervision and validation of Al outputs, particularly where decisions have financial, legal, or safety implications.

A larger training dataset (A) does not guarantee correctness or fairmess and does not replace oversight.

Regular retraining (C) can be beneficial but can also propagate errors if not validated. Prompt templates (D) are relevant mainly for
generative and prompt-based systes, and they do not constitute systematic review of outputs. Therefore, astructured validation
processis the most direct and effective control.

References:

ISACA,AAIA Exam Content Outline- Domain 2: Al Operations (Supervision of Al Solutions).

ISACA audit guidance on Al decision validation and human oversight.

AE#110
Which of the following metrics are the BEST indication of a mature and effective approach to an organization's data governance
program for its Al systemnms?

A. Total budget allocated to Al initiatives across all departments
B. Nummber of Al projects completed within the last fiscal year

C. Percentage of Al models with documented data lineage

D. Frequency of data quality audits on the organization's data sets

¥e: C

Y.

Documented data lineage (option B) is a comerstone of mature data governance. The ISACA AAIA™ Study Guide highlights that
"effective data governance for Al is characterized by the organization's ability to trace and document the origin, transformation, and
use of data throughout its lifecycle and within Al models." This documentation provides transparency, supports accountability, and
enables effective risk management.

While regular data quality audits (option C) are important, they do not, by themselves, ensure transparency or traceability. The
number of projects (option A) and budget allocation (option D) are not directly indicative of governance maturity.

Reference ISACA Advanced in Al Audit™ (AAIA™) Study Guide, Section: "Data Governance in Al: Data Lineage and
Traceability"

AE #111
When utilizing a machine learning (ML) model to predict whether a wind turbine electricity generator will fail, which model evaluation
meetric should be the PRIMARY focus?

A. Precision

B. Recall

C. Specificity
D. Accuracy
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AR #112
The GREATEST benefit of using Al auditing techniques over traditional methods is that Al auditing techniques can:

A. elimmate the need for human intervention.
B. ensure full compliance with regulations.
C. significantly reduce data bias.

D. identify complex data patterns.
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Al auditing techniques excel at identifying complex data patterns (option C), which is their primary advantage over manual or
traditional audit approaches. The AAIA™ Study Guide states, "Al-based audit tools can process massive volumes of data at speed
and depth, detecting anomalies, trends, or relationships that might be invisible to human auditors or unfeasible to uncover manually."
Al does not fully eliminate the need for human involvement, nor does it guarantee compliance or the elimination of bias, but it can
analyze intricate patterns in large, multidimensional data sets.

Reference ISACA Advanced in Al Audit™ (AAIA™) Study Guide, Section: "Advantages of Al-Enabled Audit Approaches"

AE #113
An organization uses an Al image generation platformto create promotional materials. An IS auditor identifies that the platform
includes copyrighted images in its training dat a. Which of the following is the auditor's BEST recommendation to address this issue?

A. Label all Al-generated images to disclaim the possibility of third-party content.

B. Implement a manual review process to ensure no copyrighted images are used in generated outputs.
C. Suspend the use of the platform until the training data is sanitized.

D. Use a platform that certifies the provenance and licensing of its training data.
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