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Q123):

NEW QUESTION # 118
You need to connect to and manage a new HCP Vault cluster using the Vault CLI on your laptop. What environment variables
should you set to establish connectivity?

A. VAULT TOKEN=<token-here>, VAULT CLUSTER ADDR=https//<cluster-address>:8200
B. VAULT CLIENT KEY=<path-to-key-file>, VAULT TOKEN=<token-here>

C. VAULT ADDR=https//<cluster-address>:8200, VAULT NAMESPACE=admin

D. VAULT NAMESPACE=root, VAULT REDIRECT ADDR=<cluster-address>

Answer: C

Explanation:

Comprehensive and Detailed in Depth Explanation:

To connect to an HCP Vault cluster using the Vault CLI, youneed to setVAULT ADDRand VAULT NAMESPACE. The
HashiCorp Vault documentation states: ""You can use environment variables to configure the CLI globally. For example, export
VAULT ADDR='http/localhost:8200' sets the address of your Vault server globally." For HCP Vault, the default port is 8200,
and the default namespace is "admin," so VAULT ADDR=https//<cluster-address>:8200 and VAULT NAMESPACE=admin
are required. A token (via VAULT TOKEN) is also needed for authentication but is typically set after mitial connectivity.
VAULT CLIENT KEYisn't a standard variable for CLI connectivity. VAULT REDIRECT ADDRand

VAULT CLUSTER ADDRare not used for this purpose. Thus, C provides the correct variables.

Reference:

HashiCorp Vault Documentation - CLI Environment Variables

NEW QUESTION # 119
Which of the following tokens are representative of a batch token? (Select two)

e A hvr.
AAAAAQL tyer gNuQqvQYPVQgsNxjap YWINB2mdCDHHadQo7rF2XLFGdwNIpIAZNKbfloOvifr
e B. hvb.
AAAAAQINAGURT z8FD jOwWP26zYaNzJ456 SVgseOoXtaqrpalLUC3LIHrUoJhQPyIGX7A6K dcSOsh
BVpz0QIkCm7ePFQViDT2HcIf8COFNgkW313vYgBGP8IZQHebtspCOpqKo4efyU qPKlka2udng- jsoy
e C. hvs.493n55sZp21X2zyQfpkHTKLA
e D. hw.
CAESIKOOSODDNGUJQe3EmsSSEQthulLjxRDhan Axte20OrmPGIAKHGh2cySK ViNhM25JdG82cDB

Answer: B,D

Explanation:

Comprehensive and Detailed In-Depth Explanation:

Batch tokens are identified by:

* B, C: "Innewer versions of Vault (Vault 1.10+), batch tokens are prepended with hvb."
* Incorrect Options:

* A hvr prefix is mvalid.

* D hvs indicates service token.
Referencehttpsv/developer.hashicorp.comyvault/tutorials/tokens/tokens

NEW QUESTION # 120
Which of the following storage backends support high availability? (Select four)

A. Integrated Storage (raff)
B. Consul

C. DynamoDB

D. etcd

E. In-Memory

F. Amazon S3

Answer: A,B,C,D



Explanation:

Comprehensive and Detailed In-Depth Explanation:

Vault supports various storage backends, but only some are designed to providehigh availability (HA), ensuring data consistency and
fault tolerance across muiltiple nodes. The four backends that support HA are:

* A. Consul: Consul uses a distributed key-value store with a consensus protocol, enabling HA by replicating data across nodes.
The documentation notes: "Consul's distributed nature and fault-tolerant design make it a suitable option for ensuring high availability
in Vault deployments."

* B. etcd: etcd employs the Raft consensus algorithm for distributed coordination, ensuring data consistency and availability. It's
explicitly supported for HA in Vault: "etcd's design ensures data consistency and fault tolerance."

* C. DynamoDB: Amazon's managed NoSQL service, DynamoDB, offers replication and fault tolerance, making it HA-capable.
Vault leverages these features: "DynamoDB's replication and fault tolerance mechanisms make it a robust choice."

* D. Integrated Storage (raft): Vault's built-in storage backend uses the Raft consensus algorithm, providing HA without external
dependencies. "Integrated Storage (raff) supports high availability by ensuring data consistency and fault tolerance."

* Incorrect Options:

* E. Amazon S3: While S3 offers durability, it's an object store not optimized for HA in Vault's context due to latency and lack of
native consensus. "It may not be the best choice for ensuring high availability of Vault data."

* F. In-Memory: This stores data in volatile memory, losing it on restart, and does not support HA.

"In-Memory storage backend does not support high availability as it is volatile." These HA-capable backends ensure Vault remains
operational and consistent in multi-node setups.

Referencehttpsv/developer.hashicorp.com/vault/docs/configuration/storage

NEW QUESTION # 121
An organization would like to use a scheduler to track & revoke access granted to a job (by Vault) at completion. What auth-
associated Vault object should be tracked to enable this behavior?

A. Token ID

B. Authentication method
C. Token accessor

D. Lease ID

Answer: D

Explanation:

A lease ID is a unique identifier that is assigned by Vault to every dynamic secret and service type authentication token. A lease ID
contains information such as the secret path, the secret version, the secret type, etc. A lease ID can be used to track and revoke
access granted to a job by Vault at completion, as it allows the scheduler to perform the following operations:

* Lookup the lease information by using the vault lease lookup command or the sys/leases/lookup API endpoint. This will return the
metadata of the lease, such as the expire time, the issue time, the renewable status, and the TTL.

* Renew the lease if needed by using the vault lease renew command or the sys/leases/renew API endpoint. This will extend the
validity of the secret or the token for a specified increment, or reset the TTL to the original value if no increment is given.

* Revoke the lease when the job is completed by using the vault lease revoke command or the sys/leases

/revoke API endpoint. This will invalidate the secret or the token immediately and prevent any further renewals. For example, with
the AWS secrets engine, the access keys will be deleted from AWS the moment a lease is revoked.

Alease ID is different froma token ID or a token accessor. A token ID is the actual value of the token that is used to authenticate to
Vault and perform requests. A token ID should be treated as a secret and protected from unauthorized access. A token accessor is
a secondary identifier of the token that is used for token management without revealing the token ID. A token accessor can be used
to lookup, renew, or revoke a token, but not to authenticate to Vault or access secrets. A token ID or a token accessor can be used
to revoke the token itself, but not the leases associated with the token. To revoke the leases,a lease ID is required.

An authentication method is a way to verify the identity of a user or a machine and issue a token with appropriate policies and
metadata. An authentication method is not an object that can be tracked or revoked, but a configuration that can be enabled,
disabled, tuned, or customized by using the vault auth commands or the sys/auth API endpoints.:
(httpsz//developer.hashicorp.com/vault/docs/commands/lease/lookup), (https://developer.hashicorp.com/vault
/docs/commands/lease/renew), (https//developer.hashicorp.comyvault/docs/commands/lease/revoke),
(https://developer.hashicorp.com/vault/docs/concepts/tokensttoken-accessors), (https:/developer.hashicorp.
com/vault/docs/concepts/auth)

NEW QUESTION # 122
A Fintech company is using Vault to store its static long-lived credentials so automated processes can quickly retrieve secrets. A



user needs to add a new static secret for a new automated job. What CLI commands can be used to store a new static credential?
(Select two)

A. vault kv write kv/training/certification/vault key=username value=bryan
B. vault kv create kv/training/certification/vault (@secrets.txt

C. vault kv put kv/training/certification/vault (@secrets.txt

D. vault kv put -mount=secret creds passcode=my-long-passcode

Answer: C,D

Explanation:

Comprehensive and Detailed In-Depth Explanation:

To store static credentials in Vault's KV secrets engine via CLI, the vault kv put command is used.

* A: vault kv put kv/training/certification/vault (@secrets.txt writes data froma file (secrets.txt) to the path
kv/training/certification/vault. The (@ syntax reads key-value pairs from the file, a valid method per the KV docs.

* D: vault kv put -mount=secret creds passcode=my-long-passcode specifies the mount(secret/) and stores passcode=my-long-
passcode at secret/creds, a correct inline syntax.

* B: vault kv write isn't a valid command; put is the correct verb. The key=value syntax is right but needs put.

* C: vault kv create isn't a command; put is used to create or update secrets.

The KV CLI docs confirm vault kv put as the standard method, supporting both file input and inline key-value pairs.
References:

KV Put Command

KV Secrets Engine Docs
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