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R #142

In the event of a malware outbreak affecting multiple endpoints in an organization, what should be one of the first steps in the incident
response plan?

Response:

A. Conducting a thorough investigation to identify the malware source
B. Ignoring the issue to avoid causing panic

C. Disconnecting all endpoints from the network

D. Contacting third-party security vendors for assistance

Ef: C

HR #143
How can you mitigate web fraud when configuring web application security settings?
Response:

A. Disabling logging and monitoring

B. Allowing anonymous access to all web resources
C. Implementing strong passwords for administrators
D. Enforcing multi- factor authentication (MFA)

IEf#: D

M #144

Scenario: After a security incident, it was discovered that the incident response team had not been adequately trained on the latest
threats and mitigation strategies.

‘What should be done to improve future incident response?

Response:

A. Reduce the frequency of threat updates to avoid overwhelming the team.
B. Conduct regular training sessions to keep the team updated on new threats.
C. Assign incident response duties to external contractors.

D. Rely on existing knowledge and hope the team adapts during an incident.

IEf#: B

H #145
What is the primary purpose of protecting against known bad actors in a network?
Response:

A. To improve employee satisfaction

B. To identify and block malicious IP addresses
C. To increase server bandwidth

D. To enhance physical security measures

Ef#: B
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HH #1406

In the event of a data breach, which actions should be part of the incident response plan?
(Select all that apply)

Response:

A. Documenting the incident and lessons learned

B. Notifying affected individuals

C. Investigating the breach

D. Continuing regular operations without any changes

IEf#: AL B. C

B #147
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