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¢ Product Overview: This section of the exam measures skills of Security Administrators and focuses on
understanding PingAccess features, functionality, and its primary use cases. It also covers how PingAccess
integrates with other Ping products to support secure access management solutions.

FEY 71

¢ General Maintenance and File System: This section of the exam measures the skills of System Engineers

and addresses maintenance tasks such as license management, backups, configuration imports or exports,
ey 72 auditing, and product upgrades. It also includes the purpose of log files and an overview of the PingAccess
file system structure with important configuration files.

¢ Integrations: This section of the exam measures skills of System Engineers and explains how PingAccess

mtegrates with token providers, OAuth and OpenlD Connect configurations, and site authenticators. It also
hEY 73 includes the use of agents and securing web, AP, and combined applications through appropriate
integration settings.

Ping Identity Certified Professional - PingAccess 72 5& PAP-001 &A 5k B /8
(Q45-Q50):

R #45
Anycompany has several applications that need to load images and fonts fromwww.anycompany.com. Users are currently getting
CORS errors. How should the Cross-Origin Request rule be set to allow secure access?

A. Allowed Origins to*.anycompany.comand disable the Allow Credentials option

B. Allowed Origins to*and enable the Allow Credentials option

C. Allowed Origins towww.anycompany.comand enable the Allow Credentials option
D. Allowed Origins value for each of'the listed domains

Ef#: C

fi .-

To prevent CORS errors, administrators must configure aCross-Origin Request (CORS) Processing Rule.

The secure practice is to allow thespecific trusted domam(www.anycompany.com) and, when cookies or credentials are required, to
enableAllow Credentials.

Exact Extract:

"For secure CORS, specify exact origins rather than wildcards. Enable 'Allow Credentials' when client-side resources must include
cookies or authentication data."

* Option Ais incomplete - multiple values are possible, but in this case onlywww.anycompany.comis required.

* Option Bis less secure - using a wildcard (*.anycompany.com) broadens exposure unnecessarily.

* Option Cis insecure - *with credentials is disallowed by CORS specifications.

* Option Dis correct - restricts access to the trusted domain and allows credentialed requests.

Reference:PingAccess Administration Guide -Cross-Origin Request Rule

H #46
All style sheets should be accessible to all users without authentication across all applications. Which configuration option should the
administrator use?

e A Define Authentication Challenge Policy of none for the resource.
¢ B. Define a Default Availability Profile of on-demand for the resource.
e C. Define a Protocol Source for the resource.


https://www.japancert.com/PAP-001.html

e D. Define Global Unprotected Resources for the resource.
IEf#: D
it

The correct way to ensure resources such as CSS files, images, or JavaScript are accessible without authentication
acrossallapplications is to configureGlobal Unprotected Resources.

Exact Extract:

"Global unprotected resources define resources that do not require authentication and are accessible to all clients across
applications."

* Option Ais incorrect; Protocol Sources define back-end host connections, not authentication.

* Option Bwould apply only per-resource, not across all applications.

* Option Cis correct - Global Unprotected Resources are designed for this exact purpose.

* Option D(Availability Profile) is related to application health checks and availability, not authentication.
Reference:PingAccess Admmnistration Guide -Global Unprotected Resources

B #47
‘Which two browsers are supported for the PingAccess Admin console? (Choose 2 answers.)

A. Microsoft Edge
B. Brave

C. Apple Safari

D. Google Chrome
E. Opera

EME: AL D

A -

PingAccess officially supportsGoogle ChromeandMicrosoft Edgefor the administrative console. Other browsers (Safari, Opera,
Brave) may work but are not officially supported.

Exact Extract:

"The PingAccess administrative console is supported on current versions of Google Chrome and Microsoft Edge."
* Option A (Safari)is not officially supported.

* Option B (Opera)is not supported.

* Option C (Google Chrome)is correct.

* Option D (Microsoft Edge)is correct.

* Option E (Brave)is not officially supported.

Reference:PingAccess Release Notes -System Requirements

H #48

A financial application should be prompted for step-up authentication on a URL that allows money transfers.

A previous administrator configured rules to be applied on the required application URL. Users are not prompted for step-up
authentication when accessing the/sranafemmeneyURL endpoint.

Which two actions should the administrator take? (Choose 2 answers.)

¢ A. Make sure that the existing rule's authentication requirements contain the appropriate minimum authentication requirements

¢ B. Verify that an authentication requirement rule is applied to the application to see if a user has met the required
authentication context

¢ (. Make sure that the existing rule's token validation contains the appropriate mnimum authentication requirements

e D. Verify that a rejection handler rule exists and is applied to the application to see if a user has met the required
authentication context

¢ E. Create a new identity mapping containing authentication context values and add the mapping to the existing rule

Ef#: A. B

L2

Step-up authentication in PingAccess is enforced throughAuthentication Requirement Rules. If users are not prompted, the likely
issues are:

* The rule is missing from the application/resource.



* The rule's minimum authentication context does not include MFA.

Exact Extract:

"Authentication requirement rules determine whether PingAccess will challenge a user with additional authentication (such as MFA).
Ensure that the rule is applied to the resource and that the authentication context is set correctly."”

* Option Ais incorrect - rejection handlers define error handling, not MFA enforcement.

* Option Bis correct - verify the authentication requirement rule is applied.

* Option Cis correct - ensure the rule contains the right MFA requirements.

* Option Dis incorrect - identity mappings do not enforce step-up authentication.

* Option Eis incorrect - token validation rules check validity, not MFA levels.

Reference:PingAccess Administration Guide - Authentication Requirements

HMA #49
A protected web application requires that additional attributes be provided once the user is authenticated.

Which two steps must the administrator perform to meet this requirement? (Choose 2 answers.)

A. Update the Site Authenticator.

B. Update the Web Session.

C. Request that the token provider update the ID token with the additional attributes.

D. Request that the token provider update the access token with the additional attributes.
E. Update the Identity Mapping.

Ef#: B. E

A -

‘When applications require additional attributes:

* TheWeb Sessionmust be configured to retrieve those attributes from the token provider (OIDC or PingFederate).

* Theldentity Mappingnwst be updated to forward those attributes to the application (e.g., as headers).

Exact Extract:

"Web sessions define how user attributes are retrieved from the token provider. Identity mappings determine how those attributes
are inserted into requests to applications."

* Option Ais not necessarily required; attributes can be retrieved via userinfo endpoint or access token, not only ID tokens.

* Option Bis correct - Identity Mappings must be updated to pass attributes to the app.

* Option Cis incorrect - Site Authenticators define how PingAccess authenticates to apps, not attribute handling,

* Option Dis incorrect unless the architecture specifically requires access token updates; PingAccess often uses the Web Session to
fetch attributes.

* Option Eis correct - Web Session must be updated to retrieve additional attributes.

Reference:PingAccess Administration Guide -Web Sessions and Identity Mapping
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