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An administrator notices unusual traffic patterns where a single workstation is attempting to connect to multiple internal servers within
minutes. What should be the first step in investigating this activity?

Response:

A. Review network segmentation policies

B. Block all outbound connections from the workstation
C. Disable the workstation immediately

D. Analyze the NetFlow records and IDS alerts
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What is the primary goal of network protocol reverse engineering?
Response:

A. To design new network protocols

B. To encrypt network traffic for security purposes

C. To analyze and understand undocumented or proprietary protocols
D. To replace network firewalls with better security
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An attacker intercepts a legitimate communication session and inserts malicious commands while appearing as a trusted participant.
‘Which protocol is most vulnerable to this attack due to its lack of encryption?

Response:

A FTP

B. SSH
C. HTTPS
D. SFTP
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What is a key limitation of NetFlow in network forensics?
Response:

A. Tt does not log timestamps

B. It cannot detect encrypted traffic
C. It does not capture payload data
D. It only supports TCP-based traffic
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FIRE #95
What is the primary purpose of cryptographic salt in password hashing?
Response:

A. To replace the original password with a hash value

B. To shorten the length of the hash for storage efficiency

C. To encrypt passwords using asymimetric encryption

D. To add randomness to password hashes, preventing precomputed attacks
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