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Palo Alto Networks Cybersecurity Practitioner Sample Questions (Q115-
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NEW QUESTION # 115 
Which tool's analysis data gives security operations teams insight into their environment's risks from exposed services?

A. IIDP
B. IAM
C. SIM
D. Xpanse

Answer: D

Explanation:
Xpanse is a tool from Palo Alto Networks that provides attack surface management by analyzing exposed services and internet-
facing assets, giving security operations teams visibility into environmental risks and helping prioritize remediation of vulnerabilities.
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NEW QUESTION # 116 
The seventy of an attack needs to be escalated.
What needs to be in place in order for the security operations team to properly inform various units within the enterprise of the issue?

A. Corporate Executive Listserv
B. Interface Agreement
C. Security Breach Blog
D. FAO Incident Site -

Answer: B

NEW QUESTION # 117 
How does adopting a serverless model impact application development?

A. costs more to develop application code because it uses more compute resources
B. slows down the deployment of application code, but it improves the quality of code development
C. prevents developers from focusing on just the application code because you need to provision the underlying infrastructure
to run the code
D. reduces the operational overhead necessary to deploy application code

Answer: D

Explanation:
List three advantages of serverless computing over
CaaS: - Reduce costs - Increase agility - Reduce operational overhead

NEW QUESTION # 118 
Which two statements are true about servers in a demilitarized zone (DMZ)? (Choose two.)

A. They can be accessed by traffic from the internet.
B. They can expose servers in the internal network to attacks.
C. They are isolated from the internal network.
D. They are located in the internal network.

Answer: A,C

Explanation:
A demilitarized zone (DMZ) is a portion of an enterprise network that sits behind a firewall but outside of or segmented from the
internal network1. The DMZ typically hosts public services, such as web, mail, and domain servers, that can be accessed by traffic
from the internet1. However, the DMZ is isolated from the internal network by another firewall or security gateway, which prevents
unauthorized access to the private network2. Therefore, statements A and D are true about servers in a DMZ, while statements B
and C are false. Reference:
What is a Demilitarized Zone (DMZ)? | F5
Demilitarized Zones (DMZs) - Secure Network Architecture - CompTIA ...

NEW QUESTION # 119 
What is used to orchestrate, coordinate, and control clusters of containers?

A. Prisma Saas
B. Docker
C. CN-Series
D. Kubernetes

Answer: D

Explanation:
As containers grew in popularity and used diversified orchestrators such as Kubernetes (and its derivatives, such as OpenShift),
Mesos, and Docker Swarm, it became increasingly important to deploy and operate containers at scale.
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