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Priifungsfragen mit Losungen (Q37-Q42):

37. Frage
‘When you configure FortiSASE Secure Private Access (SPA) with SD-WAN integration, you must establish a routing adjacency
between FortiSASE and the FortiGate SD-WAN hub. Which routing protocol must you use?

A. BGP
B. IS-IS
C. EIGRP
D. OSPF

Antwort: A

Begrindung;

‘When configuring FortiSASE Secure Private Access (SPA) with SD-WAN integration, establishing a routing adjacency between
FortiSASE and the FortiGate SD-WAN hub requires the use of the Border Gateway Protocol (BGP).

BGP (Border Gateway Protocol):

BGP is widely used for establishing routing adjacencies between different networks, particularly in SD-WAN environments.

It provides scalability and flexibility in managing dynamic routing between FortiSASE and the FortiGate SD-WAN hub.

Routing Adjacency:

BGP enables the exchange of routing information between FortiSASE and the FortiGate SD-WAN hub.

This ensures optimal routing paths and efficient traffic management across the hybrid network.

Reference:

FortiOS 7.2 Administration Guide: Provides information on configuring BGP for SD-WAN mntegration.

FortiSASE 23.2 Documentation: Details on setting up routing adjacencies using BGP for Secure Private Access with SD-WAN.

38. Frage
Refer to the exhibit.

The daily report for application usage shows an unusually high number of unknown applications by category.
What are two possible explanations for this? (Choose two.)

A. Certificate inspection is not being used to scan application traffic.

B. Deep inspection is not being used to scan traffic.

C. The mline-CASB application control profile does not have application categories set to Monitor
D. Zero trust network access (ZTNA) tags are not being used to tag the correct users.

Antwort: B,C

39. Frage
In which three ways does FortiSASE help organizations ensure secure access for remote workers? (Choose three.)

A. Tt secures traffic from endpoints to cloud applications.

B. It offers zero trust network access (ZTNA) capabilities.

C. It uses the identity & access management (IAM) portal to validate the identities of remote workers.
D. It enforces multi-factor authentication (MFA) to validate remote users.

E. It enforces granular access policies based on user identities.

Antwort: A,B,E

Begrindung;

FortiSASE provides several features to ensure secure access for remote workers. The following three ways are particularly relevant:
It secures traffic from endpoints to cloud applications (Option B):

FortiSASE secures all traffic between remote endpoints and cloud applications by inspecting it in real time. This includes applying
security policies, threat detection, and data protection measures to ensure that traffic is safe and compliant.

It offers zero trust network access (ZTNA) capabilities (Option D):



ZTNA ensures that remote workers are granted access to resources based on strict verification of their identity and device posture.
By treating all users and devices as untrusted by default, ZTNA minimizes the risk of unauthorized access and lateral movement
within the network.

It enforces granular access policies based on user identities (Option E):

FortiSASE allows administrators to define and enforce fine-grained access policies based on user identities, roles, and other
attributes. This ensures that remote workers only have access to the resources they need, reducing the attack surface.

40. Frage

An organization must block user attempts to log in to non-company resources while using Microsoft Office
365 to prevent users from accessing unapproved cloud resources.

Which FortiSASE feature can you implement to achieve this requirement?

A. Web Filter with Inline-CASB

B. Application Control with Inline-CASB
C. Data loss prevention (DLP)

D. SSL deep nspection

Antwort: A

Begrindung;

To block user attenpts to log in to non-conpany resources while using Microsoft Office 365, theWeb Filter with Inline-
CASBfeature in FortiSASE is the most appropriate solution. Inline-CASB (Cloud Access Security Broker) provides real-time
visibility and control over cloud application usage. When combined with Web Filtering, it can enforce policies to restrict access to
unauthorized or non-company resources within sanctioned applications like Microsoft Office 365. This ensures that users cannot
access unapproved cloud resources while still allowing legitimate use of Office 365.

Here's why the other options are incorrect:

* B. SSL deep inspection:While SSL. deep inspection is useful for decrypting and inspecting encrypted traffic, it does not specifically
address the need to block access to non-company resources within Office

365. It focuses on securing traffic rather than enforcing application-specific policies.

* C. Data loss prevention (DLP):DLP is designed to prevent sensitive data from being leaked or exfiltrated. While it is a valuable
security feature, it does not directly block access to non-company resources within Office 365.

* D. Application Control with Inline-CASB:Application Control focuses on managing access to specific applications rather than
enforcing granular policies within an application like Office 365. Web Filter with Inline-CASB is better suited for this use case.
References:

Fortinet FCSS FortiSASE Documentation - Inline-CASB and Web Filtering

FortiSASE Administration Guide - Securing Cloud Applications

41. Frage
Which two advantages does FortiSASE bring to businesses with multiple branch offices? (Choose two.)

A. Tt offers centralized management for simplified administration.

B. it offers customizable dashboard views for each branch location

C. It enables seamless integration with third-party firewalls.

D. It eliminates the need to have an on-premises firewall for each branch.

Antwort: A,D

Begriindung;

FortiSASE brings the following advantages to businesses with multiple branch offices:

* Centralized Management for Simplified Administration:

* FortiSASE provides a centralized management platform that allows administrators to manage security policies, configurations, and
monitoring from a single interface.

* This sinplifies the administration and reduces the complexity of managing multiple branch offices.

* Eliminates the Need for On-Premises Firewalls:

* FortiSASE enables secure access to the internet and cloud applications without requiring dedicated on-premises firewalls at each
branch office.

* This reduces hardware costs and simplifies network architecture, as security functions are handled by the cloud-based FortiSASE
solution.

References:



FortiOS 7.2 Admmnistration Guide: Provides information on the benefits of centralized management and cloud- based security
solutions.

FortiSASE 23.2 Documentation: Explains the advantages of using FortiSASE for businesses with multiple branch offices, including
reduced need for on-premises firewalls.
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