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NEW QUESTION # 77 
Phishing attacks typically occur through which medium?

A. Electronic communications
B. Telephone calls
C. Physical mail
D. In-person conversations
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Answer: A

NEW QUESTION # 78 
What is an effective countermeasure for mitigating DDoS attacks?

A. Implementing rate limiting
B. Enabling geofencing
C. Deploying antivirus solutions
D. Using strong encryption

Answer: A

NEW QUESTION # 79 
Which of the following statements about SQL injection attacks is true?

A. They are only successful on outdated database systems.
B. They can reveal sensitive data from the database.
C. They require the attacker to have direct access to the database server.
D. They can only be executed via GET requests.

Answer: B

NEW QUESTION # 80 
What is a critical aspect of defending against password cracking?

A. Using common passwords across systems
B. Regular user training on secure password creation
C. Avoiding the use of multi-factor authentication
D. Allowing unlimited login attempts

Answer: B

NEW QUESTION # 81 
Which technique helps mitigate DoS and DDoS attacks by controlling traffic flow?

A. Rate limiting
B. Packet sniffing
C. DNS spoofing
D. Password rotation

Answer: A

NEW QUESTION # 82
......
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up-to-date and reviewed by experts.
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