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Z| M High-stakes Industry Certifications RCWA SEMEEA (Q64-Q69):

HEE #64
‘Which administrative feature in SmartZone allows operators to assign role-based access to manage only specific zones or WLAN
groups?

A. AP Group

B. Cluster Role

C. Partner Domain
D. Admin Domain

HE: D

MY

Admin Domains in SmartZone provide role-based access control (RBAC) by dividing system management into separate
administrative scopes. Each Admin Domain can contain specific zones, WLANS, and devices, with access limited to assigned
admmistrators.

As outlined in RUCKUS One Online Help - Admmnistrative Domains and Roles, this feature enables organizations or MSPs to
securely delegate management tasks to different teams or customers while maintaining full isolation between configurations.

Partner Domains exist only in vSZ-H (multi-tenant environments), while Cluster Roles manage global system functions. AP Groups
are configuration containers but not access control boundaries.

Reference:

RUCKUS One Online Help - Admin Domains and User Roles Configuration

RUCKUS Analytics 3.5 User Guide - Admmnistrative Access and Role Management RUCKUS Al Documentation - Multi- Domain
Role-Based Management

HE #65
Which three external proxy and non-proxy authentication services are available in SmartZone?
(Choose three.)

A. LDAP

B. TACACS+
C. OAuth

D. RADIUS
E. AD

F. SAML

M. ADE

ME:

SmartZone controllerssupport a range ofexternal authentication servicesfor bothproxy (via controller)and non-proxy (direct-to-
AAA)authentication mechanisms. According to theRUCKUS One Online Help - Authentication Services Configuration, the
supported external services include:

* Active Directory (AD) (A):Used for domain-based user authentication and group policy enforcement.

* Lightweight Directory Access Protocol (LDAP) (B):Provides user authentication through directory lookup, commonly used for
enterprise identity systemns.

* RADIUS (E):A widely used AAA protocol that integrates with external servers such as FreeRADIUS, Cisco ISE, or Microsoft
NPS for centralized authentication and accounting.

WhileSAMLandOAuthare used mnRUCKUS Cloud and RUCKUS Onefor SSO (Single Sign-On) and API authentication, they
arenot used for WLAN or AAA authenticationwithin SmartZone. TACACS+is not supported as an external client authentication
method in SmartZone (it is only used for admin login on some platforns).

Therefore, the correct authentication services areA (AD),B (LDAP), andE (RADIUS).

References:

RUCKUS One Online Help - WLAN Authentication and AAA Integration

RUCKUS Analytics 3.5 User Guide - Authentication Logs and Proxy Mode Analysis RUCKUS Al Documentation - SmartZone
AAA and External Authentication Architecture

EHE #66



‘Which task will throttle download speeds on all ChromeOS devices on the STUDENT SSID and segment their device traffic into a
separate VLAN?

A. Create a Device Policy and apply it to the WLAN.

B. Create an Application Control Policy and apply it to the WLAN.

C. Create a Layer 2 Access Control Policy and apply it to the WLAN.
D. Create a new WLAN for ChromeOS with a rate-limited VLAN.

HE: A

MY

To throttle download speeds for specific device types-such as ChromeOS devices-and assign themto a dedicated VLAN, the
appropriate configuration is to create a Device Policy and apply it to the target WLAN.

According to the RUCKUS One Online Help - Device Policy Management, and RUCKUS Al documentation - Policy Control and
Device Analytics, Device Policies can classify client devices based on operating system, MAC OUI, or fingerprinting data. Once
identified, administrators can enforce rate limits, VLAN tagging, and access restrictions for that device type.

By applying this policy to the STUDENT SSID, all detected ChromeOS clients will have bandwidth limits applied and their traffic
segmented into the configured VLAN for management and security isolation.

Other options-such as Layer 2 ACLs or Application Control Policies-manage packet-level permissions or app-level prioritization,
not per-device bandwidth or VLAN segmentation. Creating a new WLAN is unnecessary since RUCKUS policy management
allows dynamic device-based enforcement on a single SSID.

Reference:

RUCKUS One Online Help - Device Policy and VLAN Assignment by OS Type

RUCKUS Analytics 3.5 User Guide - Client Behavior and Policy Enforcement Analytics RUCKUS Al Documentation - Policy
Control: Device Classification and Rate Limiting

A2 #67
Which two statements are true regarding roaming on RUCKUS WLANSs? (Choose two.)

A. 802.11ac Aggregate MMPDUs decrease roam times.

B. 802.11u Hotspot integration increases roaming speed.

C. Use of 802.11r Fast-Transition depends on the Encryption option.

D. Roaming can be enhanced by building 802.11k neighbor AP lists.

E. 802.11w PMF enables additional probe responses for faster roaming,

: CD

HE:

Seamless roaming on RUCKUS WLANS is achieved through support for 802.11k, 802.11r, and 802.11v enhancements, which
collectively improve handoff efficiency and reduce latency when clients move between APs.

According to RUCKUS One Online Help - Fast Roaming Configuration and RUCKUS Al Documentation - Client Mobility
Optimization, the following statements are true:

802.11k (C): Enables APs to provide Neighbor Reports listing surrounding APs and their channels, allowing clients to make faster
and more intelligent roaming decisions.

802.11r (D): Implements Fast BSS Transition (FT), reducing authentication delay during roaming by pre-establishing encryption
keys. However, its operation depends on the encryption type-it is supported only with WPA2-Enterprise (802.1X) and
WPA2/WPA3-Personal modes, not open WLANS.

The other options are incorrect: 802.11ac aggregation does not affect roaming; 802.11u supports Hotspot 2.0, not fast transition;
and 802.11w (PMF) adds management frame protection, not roaming enhancements.

Thus, the correct answers are C (802.11k neighbor lists) and D (802.11r depends on encryption type).

Reference:

RUCKUS One Online Help - 802.11k/v/r Roaming Enhancements

RUCKUS Analytics 3.5 User Guide - Client Roaming and Transition Events

RUCKUS AI Documentation - Fast Roaming Optimization and Encryption Dependencies
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EE #68
‘What must APs support when expanding an existing VLAN pool beyond 32 VLANs in SmartZone?

e A User traffic profiles



e B.802.11k and 802.11r
e C. User role profiles
e D. 802.11ac Wave 2 and above

HE: D

Y.

Expanding a VLAN Pool beyond 32 VLANS in SmartZone requires access points that support the 802.11ac Wave 2 standard or
higher.

According to RUCKUS One Online Help - VLAN Pooling and Dynamic VLAN Assignment, older AP platforms (prior to
802.11ac Wave 2) are limited to 32 VLLANs due to hardware constraints in VLAN ID indexing and memory allocation. Wave 2
and newer models (including Wi-Fi 6 and 6E APs) support expanded VLAN pools up to 64 or more entries.

This capability enables more granular segmentation of large user groups, especially in high-density enterprise or education
environments where dynamic VLAN assignment distributes clients evenly across muiltiple subnets.

User role and traffic profiles handle authentication and QoS mapping, not VLAN scalability. 802.11k and 802.11r improve roaming,
not VLAN allocation.

Therefore, 802.11ac Wave 2 and above hardware is required to support VLAN pools beyond 32 entries.

Reference:

RUCKUS One Online Help - SmartZone VLAN Pooling and Hardware Requirements RUCKUS Analytics 3.5 User Guide -
VLAN Pooling and Client Distribution Reports RUCKUS Al Documentation - VLAN Assignment and Wave 2 Platform
Capabilities
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