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Cisco Implementing Cisco Enterprise Wireless Networks Sample Questions
(Q252-Q257):
NEW QUESTION # 252 
Which three characteristics of a rogue AP pose a high security risk? (Choose three.)

A. high RSSI
B. foreign SSID
C. low RSSI
D. distant location
E. accepts clients
F. open authentication

Answer: B,E,F

Explanation:
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Explanation
https://www.cisco.com/c/en/us/td/docs/wireless/controller/74/configuration/guides/consolidated/b_cg74_CONSO

NEW QUESTION # 253 
A network engineer is implementing a wireless network and is considering deploying a single SSID for device onboarding.
Which option is a benefit of using dual SSIDs with a captive portal on the onboard SSID compared to a single SSID solution?

A. allow multiple devices per user
B. minimize client configuration errors
C. restrict allowed devices types
D. limit of a single device per user

Answer: B

Explanation:
https://ciscocustomer.lookbookhq.com/iseguidedjourney/byod-configuration
https://community.arubanetworks.com/community-home/digestviewer/viewthread?MID=47256

NEW QUESTION # 254 
Refer to the exhibit.
The image shows a packet capture that was taken at the CLI of the Cisco CMX server. It shows UDP traffic from the WLC
coming into the server. What does the capture prove?

A. The Cisco CMX server receives NetFlow data from the WLC.
B. The Cisco CMX server receives NMSP traffic from the WLC.
C. The Cisco CMX server receives Angle-of-Arrival data from the WLC.
D. The Cisco CMX server receives SNMP traffic from the WLC.

Answer: C

NEW QUESTION # 255 
What is configured to use more than one port on the OEAP to extend the wired network?

A. AAA override
B. remote LAN
C. client load balancing
D. remote LAN ACL

Answer: B

Explanation:
The remote LAN (RLAN) feature on the OfficeExtend Access Point (OEAP) is used to extend the wired network through more
than one port. This allows the creation of a wired interface on the OEAP that can be associated with a specific VLAN, providing
connectivity for wired devices at remote locations. References:
CCNP Enterprise Wireless Design ENWLSD 300-425 and Implementation ENWLSI 300-430 Official Cert Guide

NEW QUESTION # 256 
Refer to the exhibit. An engineer is creating an ACL to restrict some traffic to the WLC CPU.
Which selection must be made from the direction drop-down list?

A. Packet direction has no significance; it is always Any.
B. It must be Outbound because it is traffic that is generated from the WLC.
C. It must be Inbound because traffic goes to the WLC.
D. To have the complete list of options, the CPU ACL must be created only by the CLI.

Answer: A



Explanation:
If the source and destination are any, the direction in which this ACL is applied can be any.
Reference:
https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-5/config-
guide/b_cg85/access_control_lists.html#ID2622

NEW QUESTION # 257
......
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