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hEY 2 S
e Al Risk Management: This section of the exam measures the skills of Al Risk Managers and covers
FEY 2 1 assessing enterprise threats, vulnerabilities, and supply chain risk associated with Al adoption, including

risk treatment plans and vendor oversight.

¢ Al Governance and Program Management: This section of the exam measures the abilities of Al Security

Governance Professionals and focuses on advising stakeholders in implementing Al security through
ey 72 governance frameworks, policy creation, data lifecycle management, program development, and incident
response protocols.

¢ Al Technologies and Controls: This section of the exam measures the expertise of Al Security Architects

and assesses knowledge in designing secure Al architecture and controls. It addresses privacy, ethical, and
FEY 73 trust concerns, data management controls, monitoring mechanisims, and security control implementation
tailored to Al systemns.

ISACA Advanced in Al Security Management (AAISM) Exam 32 & AAISM
A B E (Q210-Q215):

BR #210
‘Which of the following Al-driven systerrs should have the MOST stringent recovery time objective (RTO)?

A. Car navigation system

B. Industrial control system

C. Health support system

D. Credit risk modeling system

IEf#: B

fEERA -

AAISM risk guidance notes that the most stringent recovery objectives apply to industrial control systens, as downtime can directly
disrupt critical infrastructure, manufacturing, or safety operations. Health support systems also require high availability, but industrial
control often underpins safety-critical and real-time environments where delays can result in catastrophic outcomes. Credit risk
models and navigation systems are important but less critical in terms of immediate physical and operational impact. Thus, industrial
control systems require the tightest RTO.

References:

AAISM Study Guide - Al Risk Management (Business Continuity in Al)

ISACA Al Security Management - RTO Priorities for Al Systens

B #211
During red-team testing of an Al system used to make lending decisions, which of the following techniques BEST simulates a data
poisoning attack?

¢ A Stealing model weights froma deployed API

¢ B. Inputting encrypted data into the model

¢ C. Corrupting training data sets to manipulate outcomes
¢ D. Adding noise to output predictions

Ef#: C

A -

AAISM defines data poisoning as the intentional manipulation of training data so that the learned model behaves incorrectly (e.g,,
skewed lending approvals/denials) while appearing valid. The correct simulation in red-team exercises is to corrupt or seed the
training set with adversarial examples or mislabeled records to induce biased or erroneous decision boundaries. Encrypting inputs
(A) is unrelated; output noise (B) describes perturbation of predictions, not training; model weight theft (C) is model extraction, not

poisoning,



References: Al Security Management™ (AAISM) Body of Knowledge - Adversarial ML Threats; Data Poisoning and Training-
Time Attacks. AAISM Study Guide - Red-Team Methods for Al; Poisoning vs.
Evasion vs. Model Extraction; Controls and Testing for Safety-Critical Decisions.

HA #212
Which strategy is MOST effective for penetration testers assessing an Al model against membership inference attacks?

¢ A. Measuring accuracy on the test set

¢ B. Disabling model logging

¢ C. Generating synthetic training data

¢ D. Analyzing Al model confidence scores

Ef#: D

A -

AAISM specifies that membership inference attacks often exploit unusually high confidence scores when the model encounters data
points used during training, Penetration testers identify vulnerability by analyzing model confidence behavior across known and
unknown samples.

Synthetic data (A) does not test inference leakage. Disabling logs (C) removes evidence and reduces visibility. Test-set accuracy (D)
is unrelated.

References: AAISM Study Guide - Al Privacy Attacks; Membership Inference Testing Techniques.

R #213
‘When addressing privacy concerns related to Al, what is the GREATEST significance of user consent?

A. Tt allows the organization to process user data in the Al system
B. It helps detect bias and ensure fairness

C. It prevents unauthorized access to data

D. It enables deletion/modification of personal data

EfE: A

fi .-

AAISM clarifies that the primary regulatory purpose of user consent is to provide lawful authorization for processing personal data,
including use in Al models.

Consent does not directly prevent unauthorized access (A). Deletion rights (B) relate to data subject rights but are not the purpose
of consent. Bias detection (D) is unrelated.

References: AAISM Study Guide - Al Privacy and Legal Basis for Processing Data.

R #214
Which of'the following is MOST important to monitor in order to ensure the effectiveness of an organization' s Al vendor
management program?

A. Vendor results in compliance training programs
B. Vendor participation in industry Al research

C. Vendor conpliance with Al-related requirements
D. Vendor reviews of external Al threat reports

IEf: C

AR :

The AAISM framework specifies that the primary metric of effectiveness in vendor management is the vendor's compliance with Al-
related requirements defined in contracts and governance frameworks. This provides measurable assurance that vendors adhere to
agreed-upon privacy, security, and ethical standards.

Reviews of threat reports, training results, or research participation are supplemental and may support continuous improvement, but
they do not establish compliance accountability. Governance requires a direct focus on whether contractual and regulatory
obligations are being fulfilled. Therefore, vendor compliance with Al requirements is the most important monitoring focus.
References:



AAISM Study Guide - Al Risk Management (Third-Party Risk Oversight)
ISACA Al Security Management - Vendor Compliance Monitoring

B #215
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