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¢ Protect devices: In this topic, aspiring administrators get knowledge about configuration of endpoint
bEY 71 security and management of device updates by using Intune.

¢ Manage and maintain devices: This section deals with managing, troubleshooting, and safeguarding various
ey 72 devices. It also covers methods to ensure that they meet organizational policies and security standards.

e Prepare infrastructure for devices: This topic focuses on adding devices to Microsoft Entra ID and enrolling
bEY 73 devices to Microsoft Intune.

¢ Manage applications: This section covers skills to manage application implementation, manage updates,
ey 7 4 and manage performance to support the performance of users to meet the needs of business organizations.
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Microsoft Endpoint Administrator 2 8 MD-102 & B B & (Q254-Q259):

H A #254

You have a Microsoft 365 subscription that includes Microsoft Intune.

You create a new Android app protection policy named Policy] that prevents screen captures in all Microsoft apps.
You discover that an unmanaged email client installed on Android devices can still capture screens.

Youneed to ensure that users can only use Microsoft apps to access email.
What should you do?

e A Create a Conditional Access policy.

¢ B. Create a compliance policy.

e (. Modify the assignments of Policyl.

e D. Modify the Data protection settings of Policyl.
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H I #255
You have devices that are not rooted enrolled in Microsoft Intune as shown in the following table.

The devices are members of a group named Groupl.

In Intune, you create a device compliance location that has the following configurations:

* Name: Network 1

* [Pv4 range: 192.168.0.0/16

In Intune. you create a device compliance policy for the Android platform The policy has the following configurations:
* Name: Policyl

* Device health: Rooted devices: Block

* Locations: Location: Network 1

* Mark device noncompliant: [Immediately

* Assigned: Groupl

The Intune device compliance policy has the following configurations:

* Mark devices with no compliance policy assigned as: Compliant

* Enhanced jaibreak detection: Enabled

* Compliance status validity period (days): 20

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

R :

Explanation:

Devicel is marked as compliant. = No Device2 is marked as compliant. = Yes Device3 is marked as compliant. = No

* Devicel is marked as noncompliant because it is rooted and the device compliance policy Policyl blocks rooted devices under
the Device health settingl.

* Device2 is marked as compliant because 1t is not rooted and it is within the network location Network1 that is specified in the
device compliance policy Policyl 1.

* Device3 is marked as noncompliant because it is outside the network location Network1 that is specified in the device compliance
policy Policyl1. The device compliance location setting requires devices to be in a specific network range to be compliant?.

H R #256

You need to resolve the performance issues in the Los Angeles office.

How should you configure the update settings? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Efi#:

fi .-
Explanation:
Reference:

https://docs.microsoft.conven-us/windows/deployment/update/waas-delivery-optimization
https://2pmntsoftware.comvdelivery-optimization-d-mode/

H A #257

You have a Microsoft 365 subscription.

You use app protection policies to protect corporate data on Android devices.

Youneed to ensure that any user connecting from an Android device can only access the corporate data if they connect from an app
that supports mobile application management (MAM).

‘What should you configure?

e A adevice conpliance policy
e B. a device configuration profile
e (. a Conditional Access policy



¢ D. an app configuration policy
EfE: C

R -

httpsy/leam.microsoft.com/en-us/menvintune/protect/app-based-conditional-access-intune#:~:
text=Microsoft%s20Intune%o20app%s2 0protection’e2 Opolicies%62 0work%620with%20Microsoft%20Entra%
20Conditional%20Access%020t0%20help%20protect?620your%s20organizational’e20data%200n%20devices%o
20your%20employees%620use.

E R #258

You have a Microsoft 365 ES subscription.

You need to review and implement Microsoft 365 Defender device onboarding, The solution must meet the following requirements:
* View onboarded devices that have the Chromium+-based version of Microsoft Edge installed,

* Download an onboarding package for a Windows 11 device.

* Minimize administrative effort.

Which two settings should you use in the Microsoft 365 Defender portal? To answer, select the appropriate settings in the answer
area.

NOTE: Each correct selection is worth one point.

Ef#:

AR -
Explanation:
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