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¢ WLAN Regulations and Standards: The topic discusses the roles of WLAN and networking industry
FEY 2] organizations. It also addresses the concepts of various Physical Layer (PHY) solutions, spread spectrum

technologies, and 802.11 WLAN finctional concepts.

¢ WLAN Network Security: It addresses the concepts of weak security options, security mechanisims for
ey 72 enterprise WLANS, and security options and tools used in wireless networks.

e WLAN Network Architecture and Design Concepts: This topic deals with describing and implementing
FEY 23 Power over Ethernet (PoE). Furthermore, the topic covers different wireless LAN architectures, coverage
requirements, roaming considerations, and common proprietary features in wireless networks.

¢ WLAN Protocols and Devices: It focuses on terminology related to the 802.11 MAC and PHY, the
hEv 74 purpose of the three main 802.11 frame types, MAC frame format, and 802.11 channel access methods.
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CWNP Wireless Network Administrator (CWNA) 52 &8 CWNA-109 & 5% [
&2 (Q35-Q40):

B #35
You are attempting to explain RF shadow and how it can cause lack of coverage. What common building item frequently causes RF
shadow and must be accounted for in coverage plans?

e A. Wooden doors
¢ B. Cubicle partitions
e (. Elevators

e D. Carpeted floors

Ef#: C

fERHL:

Elevators are a common building item that frequently causes RF shadow and must be accounted for in coverage plans. RF shadow is
a term that describes an area where wireless signals are blocked or significantly weakened by an obstacle or an object that absorbs
or reflects RF energy. RF shadow can cause lack of coverage or poor performance in a WLAN because wireless devices in those
areas may not be able to commumicate with access points or other devices. RF shadow can be mitigated by adjusting access point
placement, antenna orientation, transmit power level, or channel selection to avoid or overcome the obstacle or object that causes it.
Elevators are a common building item that frequently causes RF shadow because they are made of metal and they move up and
down within a shaft. Metal is a material that has high attenuation and reflection values, which means it can block or bounce off
wireless signals very effectively. A moving elevator can create dynamic RF shadow that changes depending on its position and
direction. Therefore, elevators must be accounted for in coverage plans to ensure adequate WLAN coverage and performance
throughout the facility. The other options are not common building itens that frequently cause RF shadow or must be accounted for
in coverage plans. Wooden doors are not likely to cause RF shadow because they are made of wood, which is a material that has
low attenuation and reflection values, which means it can pass through or slightly weaken wireless signals. Carpeted floors are not
likely to cause RF shadow because they are made of fabric, which is a material that has low attenuation and reflection values, which
means it can pass through or slightly weaken wireless signals. Cubicle partitions are not likely to cause RF shadow because they are
made of thin plastic or cardboard, which are materials that have low attenuation and reflection values, which means they can pass
through or slightly weaken wireless signals. References: CWNA-109 Study Guide, Chapter 13:

Wireless LAN Site Surveys - Types & Processes , page 433

HH #36
Youare implementing a VHT-capable AP. Which one of the following channels is available in the
802.11-2016 standard that was not available before the ratification of 802.11 ac?

A0
B. 1
C.2
D.3

IEf#: D

R -

Channel 144 is a new channel that was added to the 5 GHz band by the 802.11ac amendment, which defines the VHT (Very High
Throughput) PHY for WLANS. Channel 144 has a center frequency of 5720 MHz and a bandwidth of 20 MHz. It can also be
combined with adjacent channels to form wider channels of 40 MHz, 80 MHz, or 160 MHz Channel 144 is available in some


https://www.tech4exam.com/CWNA-109-pass-shiken.html
https://www.passtest.jp/CWNA-109-exam.html

regions, such as North America and Europe, but not in others, such as Japan and China.

H #37
‘What networking component connects multiple access points together and to other networking infrastructure, such as a switch,
allowing an Extended Service Set to function as a unified network?

A. Basic Service Set

B. Extended Service Area
C. Independent Service Set
D. Distribution System

Ef#: D

TR

The Distribution System (DS) is the underlying network infrastructure, typically the wired Ethernet network, that connects multiple
access points together within an Extended Service Set (ESS).

The Distribution System allows data frames to be forwarded between different APs, and out to other network resources, enabling a
seamless roaming experience for client stations as they move between the coverage areas of different APs that are all part of the
same ESS.

HHE #38
802. 11ax (HE) ntroduces Resource Units that can be used to allow communications with multiple devices at the same time, on the
same channel, in the same BSS. What feature of 802.1 lax provides this fimctionality?

A. Wi-Fi-LTE

B. 6 GHz support
C. OFDMA

D. TWT

Ef#: C

R :

The feature of 802.11ax (HE) that provides this finctionality is OFDMA. OFDMA stands for Orthogonal Frequency Division
Multiple Access and is a technology that allows multiple devices to communicate simultaneously on the same channel in the same
BSS. OFDMA works by dividing a channel into smaller subchannels called Resource Units (RUs), which are composed of groups
of subcarriers or tones. Each RU can be assigned to a different device based on its bandwidth requirement and signal quality. This
way, OFDMA can increase the efficiency and capacity of the channel by reducing overhead, contention, and latency.

OFDMA can also support both uplink and downlink multi-user transmissions using trigger frames and buffer status reports. 6 GHz
support, TWT, and Wi-Fi-LTE are not features of 802.11ax that provide this finctionality. References: [CWNP Certified Wireless
Network Administrator Official Study Guide:

ExamCWNA-109], page 226; [CWNA: Certified Wireless Network Administrator Official Study Guide:

ExamCWNA-109], page 216.

ER #39
What is the correct sequence of frame exchanges required for a client station to fully connect to an open, unencrypted 802.11 BSS?

A. Authentication, then Association.

B. Probe Request, then Association only.

C. Association, then Authentication.

D. Authentication only; Association is optional.

EfE: A

A -

For a client station to connect to a BSS, it must first complete the 802.11 Authentication process, which for Open System
authentication is a simple two-frame exchange that does not actually validate identity in a meaningful way. After successful
authentication, the client sends an Association Request frame, and the AP responds with an Association Response frame if it accepts
the connection. Only after both authentication and association are complete can the station begin exchanging data frames with the



AP; for secured networks, the 802.1X/EAP or PSK key exchange process typically follows association.
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