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Nutanix Certified Professional - Cloud Integration - Azure (NCP-CI-Azure
v6.7) Sample Questions (Q40-Q45):
NEW QUESTION # 40 
An administrator manager a virtual desktop environment running on an NC2 cluster in Azure.
The desktop running on the cluster need to contact resources on-premises through the ExpressRoute that has been setup. The save
on bandwidth from the on-premises environment to Azure, the administrator wants the desktops to access the internet through an
Azure NAT Gateway.
Which co0nfigruation will best accomplish this task?

A. Set the default route of 0.0.0.0/0 for the Nutanix User VPC pointing to the external-No-NAT network.
B. Set the default route of 0.0.0.0/0 for the Nutanix User VPC pointing to the external-NAT network. Set a route to the on-
premises subnet for the Nutanix User VPC pointing to the external-NAT network.
C. Assign all desktops Floating IPs and use an external-NAT network in the transit VPC. Set the default route of 0.0.0.0/0
for the Nutanix User VPC pointing to the external-NAT network.
D. Set the default route of 0.0.0.0/0 for the Nutanix User VPC pointing to the external-NAT network. Set a route to the on-
premises subnet for the Nutanix User VPC pointing to the external-No-NAT network.

Answer: D

Explanation:
* Default Route for Internet Traffic:By setting the default route of 0.0.0.0/0 for the Nutanix User VPC pointing to the external-NAT
network, all internet-bound traffic from the desktops will be routed through the Azure NAT Gateway, conserving bandwidth on the
ExpressRoute connection.
* On-Premises Route:Setting a specific route to the on-premises subnet for the Nutanix User VPC pointing to the external-No-NAT
network ensures that traffic destined for on-premises resources bypasses the NAT Gateway and utilizes the ExpressRoute
connection, optimizing the use of network paths.
References:
* Azure NAT Gateway Documentation
* Nutanix NC2 Networking Configuration Guide

NEW QUESTION # 41 
An administrator needs to open the following ports in the firewall between an on-premises cluster and azure for disaster recovery:
* 22
* 2009
* 2020
* 2049
* 3260
* 9440
Which rile-type should be created on the firewall for communication to be appropriately established?

A. Bi-directional (ICMP)
B. Bi-directional (TCP)
C. Outbound (TCP)
D. Outbound (ICMP)

Answer: B

Explanation:
* Port Requirements: The specified ports (22, 2009, 2020, 2049, 3260, 9440) are commonly used for various services and require
TCP communication.
* Port 22: SSH
* Port 2009: Used for Nutanix internal communication
* Port 2020: Nutanix services
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* Port 2049: NFS
* Port 3260: iSCSI
* Port 9440: Nutanix Prism management
* Communication Type: To ensure proper disaster recovery setup, bi-directional communication is needed to allow traffic to flow
both from on-premises to Azure and vice versa.
* TCP Protocol: These ports use the TCP protocol, which provides reliable communication between devices.
* Conclusion: Creating a bi-directional (TCP) rule on the firewall allows the necessary communication for disaster recovery
processes.
References:
* Nutanix Networking and Security Documentation
* Azure Networking Documentation

NEW QUESTION # 42 
An administrator has been asked to create a cluster to support new workloads.
What are the maximum number of nodes supported in an NC2 on Azure environment?

A. 28 nodes
B. 18 nodes
C. 24 nodes
D. 14 nodes

Answer: B

Explanation:
* NC2 Cluster Node Limit: NC2 on Azure has specific limitations regarding the maximum number of nodes supported in a single
cluster.
* Maximum Nodes: According to the current NC2 on Azure guidelines, a single cluster can support up to
18 nodes.
* Workload Support: This limitation ensures optimal performance and management of resources within the Azure environment.
* Comparison of Options:
* 14 nodes: Less than the maximum supported.
* 24 nodes and 28 nodes: Exceed the maximum supported, potentially leading to performance and management issues.
* Conclusion: For supporting new workloads, the maximum number of nodes in an NC2 on Azure environment is 18.
References:
* Nutanix Clusters on Azure Technical Specifications
* Azure Virtual Machine Scale Sets Documentation

NEW QUESTION # 43 
An administrator is planning on building the network prior to deploying a Nutanix cluster into Azure.
Which two components require their own vNets for NC2 in Azure? (Choose two.)

A. Virtual Network Gateway
B. Azure Load Balancer
C. Bare-metal instance
D. Prism Central

Answer: C,D

Explanation:
* NC2 on Azure Deployment: Deploying Nutanix clusters in Azure involves configuring various components, each needing
appropriate network isolation and configuration.
* Components and vNets:
* Bare-metal instance: Requires its own vNet to ensure proper network isolation and performance.
* Prism Central: Needs a dedicated vNet to manage and monitor the Nutanix environment, ensuring it has the required network
access and isolation.
* Azure Load Balancer: Does not require its own vNet but needs to be associated with the appropriate vNet where services are
deployed.
* Virtual Network Gateway: Is used for VPN connections but does not necessitate a separate vNet; it operates within an existing
vNet.



* Network Isolation: Providing separate vNets for Bare-metal instances and Prism Central ensures optimal performance and
management capabilities.
* Conclusion: Both Bare-metal instances and Prism Central require their own vNets in the NC2 on Azure deployment.
References:
* Nutanix Clusters on Azure Deployment Guide
* Azure Virtual Network Documentation

NEW QUESTION # 44 
An administrator needs to open the following ports in the firewall between an on-premises cluster and azure for disaster recovery:
* 22
* 2009
* 2020
* 2049
* 3260
* 9440
Which rile-type should be created on the firewall for communication to be appropriately established?

A. Bi-directional (ICMP)
B. Bi-directional (TCP)
C. Outbound (TCP)
D. Outbound (ICMP)

Answer: B

Explanation:
Port Requirements: The specified ports (22, 2009, 2020, 2049, 3260, 9440) are commonly used for various services and require
TCP communication.
Port 22: SSH
Port 2009: Used for Nutanix internal communication
Port 2020: Nutanix services
Port 2049: NFS
Port 3260: iSCSI
Port 9440: Nutanix Prism management
Communication Type: To ensure proper disaster recovery setup, bi-directional communication is needed to allow traffic to flow both
from on-premises to Azure and vice versa.
TCP Protocol: These ports use the TCP protocol, which provides reliable communication between devices.
Conclusion: Creating a bi-directional (TCP) rule on the firewall allows the necessary communication for disaster recovery processes.
Reference:
Nutanix Networking and Security Documentation
Azure Networking Documentation

NEW QUESTION # 45
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