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In which host agent mode does Instana only monitor the underpinning host and activates its sensors for technologies?

A. APM
B. INFRASTRUCTURE
C. AWS
D. ARM

Answer: B

Explanation:
The IBM Instana Observability documentation clearly defines several operating modes for the host agent, with
INFRASTRUCTURE mode dedicated exclusively to monitoring system-level performance data. The verified extract states:
"INFRASTRUCTURE mode configures the host agent to monitor the underlying host metrics and activate sensors for the
technologies running on that host without tracing application-level transactions." It collects CPU, memory, disk, network metrics, and
technology integrations like Docker or OS sensors while ignoring application instrumentation. This mode reduces overhead in
environments that demand system observability without full APM tracing. APM mode, conversely, extends to application traces and
requests. Cloud-specific modes such as AWS or ARM designate external monitoring integrations rather than agent behavior.
INFRASTRUCTURE mode thus provides base telemetry visibility as per documented design and was verified in both formulations
of the Instana agent guides (v1.0.277, v1.0.307).

NEW QUESTION # 43 
Which two methods can Instana administrators use to create an API token?

A. Team API token
B. Unit-specific API tokens
C. Sensor-specific API token
D. JSON Web tokens
E. Personal API tokens

Answer: A,E

Explanation:
IBM Instana supports two primary methods for creating API tokens necessary for secure automation and integration: Team API
tokens and Personal API tokens. The official documentation states: "API tokens for REST API access can be generated either on a
per-user (personal) basis, or at the team level for shared automation use." Personal tokens are created from the user profile menu
and scoped to an individual's permissions, supporting traceability and revocation. Team tokens are created under team or group
settings and represent organizational integrations or CI/CD pipeline automation. JSON Web Tokens (A) are an industry token
standard but not a creation flow in Instana. Unit- or Sensor-specific tokens are not supported (C, D); all automation integrations
must use Personal or Team tokens, which are easily managed and rotated via the web UI for improved security hygiene.

NEW QUESTION # 44 
How can the configuration parameters be changed when installing Synthetics via Helm?

A. By using the --config flag to specify a configuration file
B. By modifying the default Helm chart directly
C. By passing values through environment variables only
D. By specifying values with the --set flag or providing a YAML file with the -f flag

Answer: D

Explanation:
IBM Instana Observability supports deploying and managing components like Synthetic PoPs and monitoring collectors through
Helm charts in Kubernetes environments. The official documentation explicitly states: "To customize the configuration of Instana
Synthetics deployments using Helm, specify values either directly with the --set flag or via a configuration file passed with the -f flag
during the Helm install or upgrade command." This approach aligns with Kubernetes best practices by maintaining immutable
packaged charts while permitting flexible, environment-specific configurations through overrides. The --set parameter allows single-
line value changes from the command line (for example, setting API keys or namespace values), whereas using a YAML file
provides structure for multi-parameter updates and offers version control capability. IBM warns against manual edits in default Helm
charts or direct environment-based configurations as these can be overwritten during automation or chart upgrades. Following



Helm's configuration model ensures predictable, replicable deployments consistent with declarative infrastructure management-an
integral philosophy behind the Instana operator ecosystem. The combination of -f and --set enables a scalable and consistent way to
customize Synthetics installation across clusters.

NEW QUESTION # 45 
How can OTLP be enabled?

A. Using Helm
B. In the settings.hcl
C. In the params.yaml
D. By configuring multiple tracers

Answer: A

Explanation:
OTLP (OpenTelemetry Protocol) enables modern, standards-based telemetry with Instana for traces and metrics. The official IBM
Instana documentation explains that enabling OTLP support should be done during installation or upgrade via Helm, using either
values set in a YAML file or via the --set command line argument. This method is described as, "To enable OTLP, use Helm with
the provided chart and set OTLP values in your values.yaml or with the --set flag." Helm automation allows administrators to easily
manage, update, and version-control agent and collector configuration at scale-especially in Kubernetes environments. It is favored
because it is compatible with Instana's operator and dynamic config approaches. Manual edits in settings.hcl or params.yaml are not
recommended or officially documented for enabling OTLP streams. Multiple tracers relate to instrumentation and are not for
enabling the protocol itself. Using Helm provides a streamlined, repeatable and supported approach - per IBM Instana deployment
best practices.

NEW QUESTION # 46 
Which order of precedence applies if a user is a member of multiple groups and the level of access is not the same?

A. Access all, Limited access, No access
B. Access all, No access, Limited access
C. Limited access, No access, Access all
D. No access, Limited access, Access all

Answer: D

Explanation:
According to IBM Instana documentation, access rights for users belonging to multiple groups are resolved by applying the most
restrictive role. The documentation states: "If a user belongs to more than one group, the permissions are set according to the order:
No access > Limited access > Access all. If there's a conflict, 'No access' always takes precedence, followed by 'Limited access,'
then 'Access all.'" This ensures that users do not gain unintended permissions due to overlapping group assignments and supports the
principle of least privilege. This behavior is critical for security compliance and consistent access control, especially in regulated
environments or where different teams have varying visibility requirements. By enforcing the strictest restriction, Instana reduces risk
from misconfigurations and accidental escalation of privilege, and helps satisfy audit trail and governance requirements in enterprise
use cases.
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