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A #487
Which of'the following areas are beyond the duties of the CISO?

A. Cybersecurity policy

B. Information Technology (IT) portfolio management
C. Network monitoring

D. IT security compliance

Ef#: B

E R #488
A person in your security team calls you at night and informs you that one of your web applications is potentially under attack froma

cross-site scripting vulnerability. What do you do?

e A tellhimto call the police

¢ B. tell him to shut down the server

e (. tellhimto invoke the incident response process

e D. tell him to analyze the problem, preserve the evidence and provide a full analysis and report

Ef#: C
e«
Incident Response Process:

EC-Council CISO emphasizes that security incidents, especially potential attacks, should immediately trigger the organization's
Incident Response (IR) process. This ensures a systematic, timely, and controlled reaction.

Steps to Take:

* Activate the IR process to triage the issue.

* Confirm the vulnerability (cross-site scripting) and assess its potential impact.

* Preserve evidence and log all activities for forensic and reporting purposes.

Why Not Other Options:

* Shutting down the server (A) may disrupt services unnecessarily and destroy critical evidence.

* Contacting law enforcement (B) is premature without confirming the attack.

* Analyzing the issue and providing a report (D) is part of the IR process but not the immediate next step.

EC-Council CISO Guidance:

Following a structured IR process minimizes chaos, ensures evidence preservation, and aligns with best practices in incident
management.

E R #489
A missing/meffective security control is identified. Which of the following should be the NEXT step?

A. Performa risk assessment to measure risk

B. Establish Key Risk Indicators

C. Perform an audit to measure the control formally
D. Escalate the issue to the I'T organization
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A #490
What is the GREATEST benefit of having an effective security governance process?

¢ A Faster vendor management

¢ B. Reduction of overall risk within the organization

¢ C. The ability to maintain expected security breaches

¢ D. Senior leadership participation in the incident handling process

IEf#: B

TR

Comprehensive and Detailed 250-300 Words Explanation From Exact Extract from Chief Information Security Officer (CCISO)
Documents:

The EC-Council CCISO Body of Knowledge identifies reduction of overall organizational risk as the greatest benefit of an effective
security governance process. Governance ensures that security decisions align with business objectives, risk tolerance, and
regulatory requirements.

CCISO documentation explains that governance establishes accountability, authority, policy enforcement, and oversight, enabling
consistent risk management across the enterprise. While leadership participation and vendor efficiency are benefits, they are
secondary outcomes.

Security governance enables prioritization of resources, enforcement of controls, and nformed risk acceptance-all of which directly
reduce risk exposure. Therefore, reduction of overall risk is the primary and most valuable benefit.

R #491

Your company has limited resources to spend on security initiatives. The Chief Financial Officer asks you to prioritize the protection
of information resources based on their value to the company. It is essential that you be able to communicate in language that your
fellow executives will understand. You should:

A. Calculate annual loss expectancy

B. Create a detailed technical executive summary
C. Develop a cost-benefit analysis

D. Create timelines for mitigation

EfE: C
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