CCFH-202b& ¥4t CCFH-202bfER Y > 7" v

CCFH-202b

CrowdStrike Falcon Hunter

Sample

#1 Online CrowdStrike
Certification Practice Exam

CCFH-202b%B A A FE 2L OFE2FEmD. BAT 2MEL DY £ 4. BENT 2871 CCFH-202b5AE b L >~
PEEEITCKE Y e —FL CHRATE £ ¥, CrowdStrke® B # AL 725 . 4 <1 CCFH-202b% B &k 5 X 7
YE—FTE&FT. S~I0DRCBBEEFELET. L7547V b REROT7y 77— LEI5] %2R
BtL £ 4. CCFH-202biRBOEMEFmOEHREEEYD £ 4. CCFH-202bD Z B IRMEF TN IF L AL
h5T. FHABERLZOMOBEEL L CESTEE T,

Topexam® CCFH-202b2 4 A b L ¥ P AF W L HRE HFDORN—ATERENTE, D L2 BT T519
ORMETANVF—5FHTEE S, /. CrowdStrkeFBEZ BB L 72§ X TOBEME I BR O 7 € 5 #1714t
L. B 2R L 7. OCCFH-202b2%% #bt £ 12 13 B K > 7' id . Topexama» 5 D & N F 1] § % CCFH-
226 EH M SBONZMBEEFE L /26T LI TEEFHA. CCFH202bREB G T 220 Tn <.
CrowdStrike Certified Falcon Hunter2 B # M 2B $ 2 &, LV EFWRAa 78850 & 1.

>> CCFH-202b& #530 <<

CCFH-202bfE X 4 > 7 v & CCFH-202b i 55 &1

BRI 2 HEF RO 20T, REEOSOERE L 20T L 80, CrowdStrike® CCFH-202b3RE 12 24 2 D
BEBCZAZCEBLOIETELVTT. KO RN EALRTEEMEINE WD Z & TT . Topexam
@ CrowdStrike ® CCFH-202b38Ek b L —=> 7 B RHE & WIBIRC. dal- R & (KRB AT 32 & 2B
SRET. CRHEBRIANDY a— Ay FTT. HEVRIT 2ARML D> T K EDEBIRT 22T
T

CrowdStrike Certified Falcon Hunter 8 & CCFH-202b 3 5% [ & (Q61-
Q66):

B #6l1
Refer to Exhibit.

Falcon detected the above file attempting to execute. At initial glance; what indicators can we use to provide an initial analysis of the
file?
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A. File name, path, Local and Global prevalence within the environment
B. File path, hard disk volume number, and IOC Management action

C. VirusTotal, Hybrid Analysis, and Google pivot indicator lights enabled
D. Local prevalence, IOC Management action, and Event Search

EfE: A

R -

The file name, path, Local and Global prevalence are indicators that can provide an initial analysis of the file without relying on
external sources or tools. The file name can indicate the purpose or origin of the file, such as if it is a legitimate application or a
malicious payload. The file path can indicate where the file was located or executed from, such as if it was in a temporary or system
directory. The Local and Global prevalence can indicate how common or rare the file is within the environment or across all Falcon
customers, which can help assess the risk or impact of the file.

H #62
An analyst has sorted all recent detections in the Falcon platform to identify the oldest in an effort to determine the possible first
victim host What is this type of analysis called?

A. Machine Learning
B. Visualization of hosts
C. Temporal analysis
D. Statistical analysis

Ef#: C

A -

Temporal analysis is a type of analysis that focuses on the timing and sequence of events in order to identify patterns, trends, or
anomalies. By sorting all recent detections in the Falcon platform to identify the oldest, an analyst can perform temporal analysis to
determine the possible first victim host and trace back the origin of an attack.

B #63
What is the main purpose of the Mac Sensor report?

A. To provide vulnerability assessment for Mac Operating Systems
B. To provide a dashboard for Mac related detections

C. To identify endpoints that are in Reduced Functionality Mode
D. To provide a summary view of selected activities on Mac hosts

EfE: D

L2

The Mac Sensor report is a pre-defined report that provides a summary view of selected activities on Mac hosts. It shows
information such as process execution events, network connection events, file write events, etc. that occurred on Mac hosts within a
specified time range. The Mac Sensor report does not identify endpoints that are in Reduced Functionality Mode, provide
vulnerability assessment for Mac Operating Systens, or provide a dashboard for Mac related detections.

HR #o64

What elements are required to properly execute a Process Timeline?

A. Target Process ID only

B. Agent ID (AID) only

C. Hostname and Local Process ID

D. Agent ID (AID) and Target Process ID

IEf#: D

A -
The Agent ID (AID) and the Target Process ID are the elements that are required to properly execute a Process Timeline. The



Agent ID (AID) is a unique identifier for each host that has a Falcon sensor installed. The Target Process ID is the decimal
representation of the process identifier for the process that you want to investigate. These two elements are used to query the cloud
for the events related to the process on the host. The Agent ID (AID) only, the Hostname and Local Process ID, and the Target
Process ID only are not sufficient to execute a Process Timeline.

H M #65
Which of'the following is an example of a Falcon threat hunting lead?

A. An external report describing a unique 5 character file extension for ransomware encrypted files

B. Security appliance logs showing potentially bad traffic to an unknown external IP address

C. Ahelp desk ticket for a user clicking on a link in an email causing their machine to become unresponsive and have high
CPU usage

¢ D. A routine threat hunt query showing process executions of single letter filename (e.g., a.exe) from temporary directories

Ef#: D

R -

A Falcon threat hunting lead is a piece of information that can be used to mnitiate or guide a threat hunting activity within the Falcon
platform. A routine threat hunt query showing process executions of single letter filename (e.g,, a.exe) from temporary directories is
an example of a Falcon threat hunting lead, as it can indicate potential malicious activity that can be further investigated using Falcon
data and features. Security appliance logs, help desk tickets, and external reports are not examples of Falcon threat hunting leads, as
they are not directly related to the Falcon platform or data.
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