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F5 BIG-IP Administration Control Plane Administration Sample Questions
(Q20-Q25):
NEW QUESTION # 20 
A BIG-IP Administrator must determine if a Virtual Address is configured to fail over to the standby member of a device group. In
which area of the Configuration Utility can this be confirmed?

A. Device Management > Traffic Groups
B. Device Management > Devices
C. Local Traffic > Virtual Servers
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D. Device Management > Overview

Answer: C

Explanation:
Comprehensive and Detailed Explanation From BIG-IP Administration Control Plane Administration documents: To re27port the
current status of high availability for specific traffic, an administrator must verify the Traffic Group association28. In the Configuration
Utility, Virtual Server properties include the Virtual Address settings where the 'Traffic Group' is assigned29292929. If the Virtual
Address is assigned to a floating traffic group (like traffic-group-1), it is configured to fail over to the standby member30303030.

NEW QUESTION # 21 
A BIG-IP Administrator needs to determine who changed a Virtual Server configuration.
In which log file would the BIG-IP Administrator find this data? (Choose one answer)

A. /var/log/secure
B. /var/log/audit
C. /var/log/ltm

Answer: B

Explanation:
Comprehensive and Detailed Explanation From BIG-IP Administration Control Plane Administration documents:
The audit log (/var/log/audit) records configuration changes made on the BIG-IP system, including:
Who made the change (user account)
What was changed (for example, a virtual server modification)
When the change occurred
How it was performed (GUI, TMSH, or API)
Why the other options are incorrect:
/var/log/secure logs authentication events such as login successes and failures, not configuration changes.
/var/log/ltm logs traffic-management and runtime LTM events, not administrative configuration modifications.
Therefore, the correct log file for tracking who changed a virtual server is /var/log/audit.

NEW QUESTION # 22 
What is the tmsh command to list the IP ranges that can access the management interface via SSH? (Choose one answer)

A. tmsh list /sys sshd allow
B. tmsh list /sys sshd /etc/hosts.allow
C. tmsh show /sys sshd allow
D. tmsh show /sys sshd /etc/hosts.allow

Answer: A

Explanation:
Comprehensive and Detailed Explanation From BIG-IP Administration Control Plane Administration documents:
On BIG-IP systems, SSH access restrictions are configured under the /sys sshd object. The allow property defines the IP addresses
or networks permitted to connect to the management interface using SSH.
The list command is used to display the current configuration settings.
Therefore, tmsh list /sys sshd allow correctly displays the configured allowed IP ranges.
Why the other options are incorrect:
A (show) displays runtime or statistical information, not configuration values.
C and D incorrectly reference /etc/hosts.allow; BIG-IP manages SSH access through TMSH objects, not by directly listing host files
in this context.

NEW QUESTION # 23 
An organization is performing a major release upgrade to its BIG-IP system. The system is under medium load and has enough disk
space to perform the upgrade.
Which pre-upgrade task is disruptive to regular system performance and should be performed during a maintenance window?
(Choose one answer)



A. Create a QKView
B. tmsh save sys config
C. Reactivate the license
D. Generate a UCS

Answer: C

Explanation:
Comprehensive and Detailed Explanation From BIG-IP Administration Control Plane Administration documents:
Reactivating a BIG-IP license is a traffic-disruptive operation. During the license reactivation process, the BIG-IP system performs a
configuration reload, which results in a temporary interruption of all traffic processing. Because traffic handling is affected, F5
explicitly recommends scheduling license updates during a maintenance window.
This behavior is documented in F5 Knowledge Base articles, which state that license reactivation impacts traffic and must be planned
accordingly during upgrades or system changes.
The other options are not considered disruptive:
Creating a QKView is primarily a diagnostic task and does not interrupt traffic.
Running tmsh save sys config only saves the running configuration to disk.
Generating a UCS is resource-intensive but does not reload configuration or interrupt traffic processing.

NEW QUESTION # 24 
A BIG-IP Administrator suspects that one of the BIG-IP device power supplies is experiencing power outages. Which log file
should the BIG-IP Administrator check to verify the suspicion?

A. /var/log/daemon.log
B. /var/log/kern.log
C. /var/log/ltm
D. /var/log/audit

Answer: C

Explanation:
Comprehensive and Detailed Explanation From BIG-IP Administration Control Plane Administration documents: Although
/var/log/ltm is primarily associated with Local Traffic Manager events, it is also the primary destination for system-level alerts
generated by the Control Plane's chmand (Chassis Manager Daemon). Hardware status changes, including power supply failures,
fan speeds, and temperature warnings, are logged as "notice" or "critical" events within the LTM log file.

NEW QUESTION # 25
......
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