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Architect-Professional Priifungsfragen mit Losungen (Q230-Q235):

230. Frage
A company is running several workloads in a single AWS account. A new company policy states that engineers can provision only
approved resources and that engineers must use AWS CloudFormation to provision these resources. A solutions architect needs to

create a solution to enforce the new restriction on the [AM role that the engineers use for access.
‘What should the solutions architect do to create the solution?

¢ A. Update the 1 AM policy for the engineers' 1 AM role with permissions to only allow provisioning of approved resources
and AWS CloudFormation. Use AWS CloudFormation templates to create stacks with approved resources.

¢ B. Upload AWS CloudFormation templates that contain approved resources to an Amazon S3 bucket.
Update the 1AM policy for the engineers' 1AM role to only allow access to Amazon S3 and AWS CloudFormation. Use
AWS CloudFormation templates to provision resources.

¢ C. Update the 1AM policy for the engineers' 1 AM role with permissions to only allow AWS CloudFormation actions. Create
anew 1AM policy with permission to provision approved resources, and assign the policy to a new 1AM service role. Assign
the 1AM service role to AWS CloudFormation during stack creation.

¢ D. Provision resources in AWS CloudFormation stacks. Update the 1 AM policy for the engineers' 1AM role to only allow
access to their own AWS CloudFormation stack.

Antwort: A

231. Frage

An education company is running a web application used by college students around the world. The application runs in an Amazon
Elastic Container Service {Amazon ECS) cluster in an Auto Scaling group behind an Application Load Balancer (ALB). A system
admmistrator detects a weekly spike in the number of failed login attempts, which overwhelm the application's authentication service.
All the failed logmn attempts originate from about 500 different IP addresses that change each week, A solutions architect must
prevent the failed login attempts from overwhelming the authentication service.

Which solution meets these requirements with the MOST operational efficiency?

e A. Create an AWS WAF web ACL with an IP set match rule, and set the rule action to Block. Connect the web ACL to the
ALB.

e B. Use AWS Firewall Manager to create a security group and security group policy to allow access only to specific CIOR
ranges.

e C. Use AWS Firewall Manager to create a security group and security group policy to deny access from the [P addresses.

e D. Create an AWS WAF web ACL with a rate-based rule, and set the rule action to Block. Connect the web ACL to the
ALB.

Antwort: D

Begrindung;

Explanation

https’/docs.aws.amazon.com/waf/latest/developerguide/waf-rule- statement-type-rate-based. html

The IP set match statement inspects the IP address of a web request against a set of IP addresses and address ranges.

Use this to allow or block web requests based on the IP addresses that the requests originate from.

By default, AWS WAF uses the IP address from the web request origin, but you can configure the rule to use an HTTP header like
X-Forwarded- For instead.

https://docs.aws.amazon.com/wat/latest/developerguide/wat-rule-statement- type- ipset-match. html
https://docs.aws.amazon.com/wat/latest/developerguide/wat-rule-statement- type-rate- based. html

232. Frage

A company has an on-premises application that collects data and stores it to an on-premises NFS server.

The company recently set up a 10 Gbps AWS Direct Connect connection. The company is running out of storage capacity on
premises. The company needs to migrate the application data from on premises to the AWS Cloud while maintaining low- latency
access to the data from the on-premises application.

‘What should a solutions architect do to meet these requirements?

e A. Attach an Amazon Elastic File System (Amazon EFS) file system to the NFS server, and copy the application data to the
EFS file system Then connect the on-premises application to Amazon EFS.



¢ B. Configure AWS Storage Gateway as a volume gateway. Make the application data available to the on- premises
application from the NFS server and with Amazon Elastic Block Store (Amazon EBS) snapshots.

e (. Create an AWS DataSync agent with the NFS server as the source location and an Amazon Elastic File System (Amazon
EFS) file system as the destination for application data transfer. Connect the on- premises application to the EFS file system.

¢ D. Deploy AWS Storage Gateway for the application data, and use the file gateway to store the data in Amazon S3. Connect
the on-premises application servers to the file gateway using NFS.

Antwort: D

233. Frage
A user is planning to host a Highly Available system on the AWS VPC. Which of the below mentioned statements is helpful in this
scenario?

¢ A Create two VPCs in two separate zones and setup failover with ELB such that if one VPC fails it will divert traffic to
another VPC.

¢ B. Create VPC subnets in two separate availability zones and launch instances in different subnets.

e C. Create VPC with only one private subnet and launch instances in different AZs using that subnet.

e D. Create VPC with only one public subnet and launch instances i different AZs using that subnet.

Antwort: B

Begrindung;

A Virtual Private Cloud (VPC) is a virtual network dedicated to the user's AWS account. It enables the user to launch AWS
resources into a virtual network that the user has defined. The VPC is always specific to a region. The user can create a VPC which
can span multiple Availability Zones by adding one or more subnets in each Availability Zone. Each subnet must reside entirely within
one Availability Zone and cannot span across zones.

httpz/docs.aws.amazon.conAmazonVPC/latest/UserGuide/ VPC_Subnets.htmi#VPCSubnet

234. Frage
A user is trying to send custommetrics to CloudWatch using the PutMetricData APIs. Which of the below mentioned points should
the user needs to take care while sending the data to CloudWatch?

A. The size of a request is limited to 8KB for HTTP GET requests and 40KB for HTTP POST requests
B. The size of a request is limited to 40KB for HTTP GET requests and 8KB for HTTP POST requests
C. The size of a request is limited to 128KB for HTTP GET requests and 64KB for HTTP POST requests
D. The size of a request is limited to 16KB for HTTP GET requests and 80KB for HTTP POST requests

Antwort: A

Begrindung;

With AWS CloudWatch, the user can publish data points for a metric that share not only the same time stamp, but also the same
namespace and dimensions. CloudWatch can accept multiple data points in the same PutMetricData call with the same time stamp.
The only thing that the user needs to take care of is that the size of a PutMetricData request is limited to 8KB for HTTP GET
requests and 40KB for HTTP POST requests.

http/docs.aws.amazon.conyAmazonCloud Watch/latest/DeveloperGuide/cloudwatch conce pts.html
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