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limited to the number of computers installed and the number of users, the user can implement the software version on several
computers. You will like the software version. Of course, you can also choose other learning mode of the PAP-001 valid practice
questions.

Ping Identity Certified Professional - PingAccess Sample Questions (Q55-
Q60):
NEW QUESTION # 55 
A business application must be accessible via two FQDNs. Which PingAccess functionality should an administrator use to meet this
requirement?

A. Sites
B. Web Sessions
C. Virtual Hosts
D. Applications

Answer: C

Explanation:
Virtual Hostsin PingAccess define the external FQDNs (and ports) through which applications are accessed.
An application can be bound to multiple virtual hosts to allow access via multiple FQDNs.
Exact Extract:
"A virtual host specifies the fully qualified domain name and port number through which an application is accessed."
* Option A (Virtual Hosts)is correct - multiple FQDNs can be supported by assigning multiple virtual hosts.
* Option B (Applications)define resource protection but do not manage FQDN binding.
* Option C (Sites)define back-end targets, not the public-facing FQDN.
* Option D (Web Sessions)handle authentication state, unrelated to hostnames.
Reference:PingAccess Administration Guide -Virtual Hosts

NEW QUESTION # 56 
An administrator must protect an application on multiple domains or hosts. What should the administrator configure to complete this
action?

A. Rules
B. Sites
C. Virtual Hosts
D. Redirects

Answer: C

Explanation:
Applications in PingAccess can be associated with multipleVirtual Hosts. Each virtual host defines an FQDN and port combination
through which the application is exposed, allowing protection across multiple domains or hostnames.
Exact Extract:
"Virtual hosts specify the fully qualified domain names (FQDNs) and ports that PingAccess uses to expose applications."
* Option A (Sites)represent the target back-end servers, not the external FQDN.
* Option B (Virtual Hosts)is correct - use multiple virtual hosts for multiple domains.
* Option C (Redirects)are unrelated to multi-domain application protection.
* Option D (Rules)define access policies, not hostnames.
Reference:PingAccess Administration Guide -Virtual Hosts

NEW QUESTION # 57 
During a business review of an application, the administrator needs to change the Resource Authentication to anonymous. What are
the two effects of making this change to the resource? (Choose 2 answers.)

A. The resource requires no further authentication, and Identity Mappings still apply.
B. The resource requires no further authentication, and all Access Control rules still apply.
C. The resource requires no further authentication, and no rules will apply.



D. The resource requires no further authentication, and Processing rules still apply.
E. Requests to this resource are not logged, and Identity Mappings are applied.

Answer: A,D

Explanation:
When a resource is configured asanonymous, PingAccess does not challenge the user for authentication.
However, certain processing and identity propagation still occur.
Exact Extract:
"Anonymous resources do not require authentication. Identity mappings and request/response processing rules still apply."
* Option Ais incorrect because rules such as identity mappings and processing still apply.
* Option Bis correct - Identity Mappings can still forward attributes, even for anonymous access.
* Option Cis correct - Processing rules (e.g., request/response modifications) still apply.
* Option Dis incorrect - requestsarelogged; anonymous does not disable logging.
* Option Eis incorrect - access control rules (authorization) are not evaluated for anonymous resources.
Reference:PingAccess Administration Guide -Resource Authentication

NEW QUESTION # 58 
Which two options can be changed in therun.propertiesfile? (Choose 2 answers.)

A. URL for heartbeat endpoint
B. Logging levels
C. Operational mode for PingAccess
D. X-Frame-Options header
E. Default logs location

Answer: B,C

Explanation:
Therun.propertiesfile in PingAccess is the primary configuration file that defines system-level runtime behavior. According to
PingAccess documentation:
* Exact Extract:
"Therun.propertiesfile contains configuration properties for PingAccess, including operational mode, logging levels, admin
authentication fallback, cluster settings, and system defaults." (PingAccess Administrator's Guide -run.properties Reference) From
this, we can determine:
* C. Operational mode for PingAccess#CorrectThe propertypa.operational.modeinrun.properties defines whether the node
operates asSTANDALONE,CLUSTERED_CONSOLE, CLUSTERED_CONSOLE_REPLICA, orCLUSTERED_ENGINE.
This is one of the core configurable options.
* E. Logging levels#CorrectProperties such aslog.leveland other logging configurations are explicitly defined inrun.properties,
allowing administrators to adjust the verbosity of logs (DEBUG, INFO, WARN, ERROR).
Why the others are incorrect:
* A. Default logs location#IncorrectThe log file path is not controlled viarun.properties. It is defined in log4j2.xml, not
inrun.properties.
* B. URL for heartbeat endpoint#IncorrectThe heartbeat endpoint (/pa/heartbeat.ping) is a fixed system endpoint and is not
configurable inrun.properties.
* D. X-Frame-Options header#IncorrectSecurity headers likeX-Frame-Optionsare managed under application security policies or
global response headers, not inrun.properties.
Reference:PingAccess Administrator's Guide -run.properties Reference(section describingpa.operational.
modeand logging configuration properties).

NEW QUESTION # 59 
All access requests to the existing/adminresource must be captured in the audit log. How should this be accomplished?

A. Setlog4j2.xmlaudit logging for/admin
B. Enable the Audit option for the/adminresource
C. Set Splunk audit logging for/admin
D. Enable the Audit option for the/*resource

Answer: B



Explanation:
PingAccess resources have anAudit flag. When enabled, all access attempts (allowed or denied) are recorded in the audit logs.
Exact Extract:
"To audit access requests to a specific resource, enable the Audit option on that resource in the application configuration."
* Option Ais correct - enabling audit for/adminensures its access requests are logged.
* Option Bis incorrect - enabling audit for/*is overly broad and logs everything, not just/admin.
* Option Cis incorrect - Splunk integration is for log forwarding, not per-resource auditing.
* Option Dis incorrect -log4j2.xmlcontrols log destinations/levels, not resource-specific auditing.
Reference:PingAccess Administration Guide -Resource Audit Logging
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