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NEW QUESTION # 47 
Which information can an administrator monitor using reports generated on FortiSASE?

A. sanctioned and unsanctioned Software-as-a-Service (SaaS) applications usage
B. FortiSASE administrator and system events
C. FortiClient vulnerability assessment
D. SD-WAN performance

Answer: A

Explanation:
FortiSASE reporting provides visibility into the usage of sanctioned and unsanctioned SaaS applications, enabling administrators to
monitor cloud application activity and enforce security policies.

NEW QUESTION # 48 
An organization wants to block all video and audio application traffic but grant access to videos from CNN Which application
override action must you configure in the Application Control with Inline-CASB?

A. Permit
B. Exempt
C. Allow
D. Pass

Answer: B

Explanation:
To block all video and audio application traffic while granting access to videos from CNN, you need to configure an application
override action in the Application Control with Inline-CASB. Here is the step-by- step detailed explanation:
* Application Control Configuration:
* Application Control is used to identify and manage application traffic based on predefined or custom application signatures.
* Inline-CASB (Cloud Access Security Broker) extends these capabilities by allowing more granular control over cloud
applications.
* Blocking Video and Audio Applications:
* To block all video and audio application traffic, you can create a policy within Application Control to deny all categories related to
video and audio streaming.
* Granting Access to Specific Videos (CNN):
* To allow access to videos from CNN specifically, you must create an override rule within the same Application Control profile.
* The override action "Exempt" ensures that traffic to specified URLs (such as those from CNN) is not subjected to the blocking
rules set for other video and audio traffic.
* Configuration Steps:
* Navigate to the Application Control profile in the FortiSASE interface.
* Set the application categories related to video and audio streaming to "Block."
* Add a new override entry for CNN video traffic and set the action to "Exempt." References:
FortiOS 7.6 Administration Guide: Detailed steps on configuring Application Control and Inline-CASB.
Fortinet Training Institute: Provides scenarios and examples of using Application Control with Inline-CASB for specific use cases.

NEW QUESTION # 49 
A customer needs to implement device posture checks for their remote endpoints while accessing the protected server. They also
want the TCP traffic between the remote endpoints and the protected servers to be processed by FortiGate.
In this scenario, which two setups will achieve these requirements? (Choose two answers)

A. Configure FortiGate as a zero trust network access (ZTNA) access proxy.
B. Configure private access policies on FortiSASE with ZTNA.
C. Configure ZTNA tags on FortiGate.
D. Configure ZTNA servers and ZTNA policies on FortiGate.

Answer: A,D

Explanation:



To implement Zero Trust Network Access (ZTNA) where a FortiGate hub enforces device posture and processes traffic directly,
specific architectural and configuration steps are required on the FortiGate appliance.
* ZTNA Access Proxy (B): The FortiGate must be configured as a ZTNA access proxy. In this role, the FortiGate acts as a secure
gateway that mediates connections between remote users and internal applications. This setup ensures that all TCP traffic is
intercepted and processed by the FortiGate, providing a direct, shortest-path connection that bypasses the FortiSASE cloud PoPs
for the data plane.
* ZTNA Servers and Policies (C): Within the FortiGate configuration, administrators must define ZTNA servers (which identify the
protected applications or resources) and ZTNA policies. ZTNA policies are the enforcement rules that check for valid client
certificates and specific ZTNA tags (synchronized from FortiSASE) before allowing access to a resource. This configuration allows
the FortiGate to perform continuous posture checks on every session.
* Posture Check Mechanism: While ZTNA tags are used, they are generally synchronized from the FortiSASE Endpoint
Management Service (EMS) rather than manually configured on the FortiGate itself. This synchronization ensures the FortiGate has
real-time visibility into the security posture (e.g., AV compliance, OS version) of the endpoints as reported by FortiClient.
* Analysis of Incorrect Options:
* Option A: Creating ZTNA tags manually on a FortiGate is technically possible but is not the recommended "setup" in a FortiSASE
deployment, as tags are meant to be dynamically assigned by EMS and synced to the fabric.
* Option D: "Private access policies on FortiSASE" refers to the SD-WAN Secure Private Access (SPA) use case. In the SD-
WAN SPA model, traffic is steered through the FortiSASE PoP first, whereas the requirement specifically asks for TCP traffic to be
processed by the FortiGate using ZTNA.

NEW QUESTION # 50 
Which statement applies to a single sign-on (SSO) deployment on FortiSASE?

A. SSO overrides any other previously configured user authentication.
B. SSO identity providers can be integrated using public and private access types.
C. SSO users can be imported into FortiSASE and added to user groups.
D. SSO is recommended only for agent-based deployments.

Answer: A

Explanation:
In FortiSASE, Single Sign-On (SSO) takes precedence and overrides other configured user authentication methods, ensuring a
centralized and streamlined authentication process across services.

NEW QUESTION # 51 
What is the benefit of SD-WAN on-ramp deployment with FortiSASE?

A. To provide access to private applications using the bookmark portal
B. To manage branch location endpoints
C. To secure internet traffic for branch users
D. To provide device compliance checks using ZTNA tags

Answer: C

Explanation:
SD-WAN on-ramp with FortiSASE directs branch user internet traffic to the FortiSASE cloud for consistent security enforcement
and protection, regardless of the branch location.

NEW QUESTION # 52
......
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