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- Device management and health monitoring

- Policy management and system configuration

- Remote access VPN configuration

- Site-to-site VPN setup

- File and malware inspection configuration

- Advanced Malware Protection (AMP) integration

Cisco Firepower Management Center (FMC) Administration

VPN Configuration

Malware and File Control Policies
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Cisco Securing Networks with Cisco Firepower 300-710 Priifungsfragen mit
Losungen (Q406-Q411):

Refer to the exhibit. A Cisco Secure Firewall Management Center, 7.0 device fails to receive intelligence feed updates. The Cisco
Secure Firewall Management Center is configured to use a proxy server that performs SSL inspection. Which action allows the
Cisco Secure Firewall Management Center device to download the intelligence feed updates?

A. Ensure that proxy authentication is disabled for the Cisco Secure Firewall Management Center device.
B. Install a self-signed certificate on the proxy server for intelligence.sourcefire.com.

C. Verify that the proxy server can use HTTPS to commumicate to the internet.

D. Bypass the proxy server for intelligence.sourcefire.com.

Antwort: D

407. Frage
How many report templates does the Cisco Firepower Management Center support?

A0
B. 1
C.2
D. unlimited

Antwort: D

Begrindung;

Reference:
httpsy//www.cisco.comvc/en/us/td/docs/security/firepower/60/configuration/guide/fpme-config- guide-
vo0/Working with Reports.html

408. Frage
After deploying a network-monitoring tool to manage and monitor networking devices in your organization, you realize that you need
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to manually upload an MIB for the Cisco FMC. In which folder should you upload the MIB file?

A. system/etc/DCEALERT.MIB
B. /etc/sfDCMIB.ALERT

C. /stletc/DCEALERT.MIB

D. /etc/sfDCEALERT.MIB

Antwort: D

Begrindung;
https//www.cisco.comy/c/en/us/td/docs/security/firesight/54 1 /firepower-module-user-guide/asa- firepower-module-user-guide-
v541/Intrusion- External- Responses. pdf

409. Frage

A network engineer implements a new Cisco Firepower device on the network to take advantage of its intrusion detection
functionality. There is a requirement to analyze the traffic going across the device, alert on any malicious traffic, and appear as a
bump in the wire How should this be implemented?

A. Configure a bridge group in transparent mode.

B. Specify the BVI IP address as the default gateway for connected devices.
C. Add an IP address to the physical Cisco Firepower mterfaces.

D. Enable routing on the Cisco Firepower

Antwort: A

Begrindung;

Traditionally, a firewall is a routed hop and acts as a default gateway for hosts that connect to one ofits screened subnets. A
transparent firewall, on the other hand, is a Layer 2 firewall that acts like a "bump in the wire," or a "stealth firewall," and is not seen
as a router hop to connected devices. However, like any other firewall, access control between interfaces is controlled, and all of the
usual firewall checks are in place. Layer

2 connectivity is achieved by using a "bridge group" where you group together the inside and outside interfaces for a network, and
the ASA uses bridging techniques to pass traffic between the interfaces. Each bridge group includes a Bridge Virtual Interface (BVI)
to which you assign an IP address on the network. You can have multiple bridge groups for multiple networks. In transparent mode,
these bridge groups cannot commumicate with each other.
httpss//www.cisco.comv/c/en/us/td/docs/security/asa/asa97/configuration/general/asa-97- general-config/intro-fw.h

410. Frage
What is the maximum bit size that Cisco FMC supports for HTTPS certificates?

A0
B. 1
C.2
D.3

Antwort: C

Begriindung;

Reference:
https//www.cisco.convc/en/us/td/docs/security/firepower/6 1 0/configuration/guide/fpme-config- guide-
v61/system configuration.html
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