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E=CBTINET
Wireless guest users are unable to authenticate because they are getting a certificate error while loading the captive portal login page.
This URL string is the HTTPS POST URL guest wireless users see when attempting to access the network using the web browser

E:=RTINET
Which two settings are the likely causes of the issue? (Choose two.)

A. The wireless user's browser is missing a CA certificate

B. The user address is not in DDNS form

C. The FortiGate authentication interface address is using HTTPS
D. The external server FQDN is incorrect

Ff@E: AL D

fEE L

According to the exhibit, the wireless guest users are getting a certificate error while loading the captive portal login page. This means
that the browser cannot verify the identity of the server that is hosting the login page.

Therefore, option A is true because the external server FQDN is incorrect, which means that it does not match the common name or
subject alternative name of the server certificate. Option B is also true because the wireless user's browser is missing a CA
certificate, which means that it does not have the root or intermediate certificate that issued the server certificate. Option C is false
because the FortiGate authentication interface address is using HTTPS, which is a secure protocol that encrypts the communication
between the browser and the server. Option D is false because the user address is not in DDNS form, which is not related to the
certificate error.

H#18

An administrator is testing the connectivity for a new VLAN. The devices in the VLAN are connected to a FortiSwitch device that is
managed by FortiGate. Quarantine is disabled on FortiGate.

While testing, the administrator noticed that devices can ping FortiGate and FortiGate can ping the devices. The administrator also
noticed that inter-VLAN commumnication works. However, intra-VLAN comnumnication does not work.

Which scenario is likely to cause this issue?

A. Access VLAN is enabled on the VLAN

B. The native VLAN configured on the ports is incorrect
C. The FortiGate ARP table is missing entries

D. The FortiSwitch MAC address table is missing entries
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HME#19
You are setting up an SSID (VAP) to perform RADIUS-authenticated dynamic VLAN allocation.
‘Which three RADIUS attributes must be supplied by the RADIUS server to enable successfill VLAN allocation? (Choose three.)

A. Tunnel-Pvt-Group-1D

B. Tunnel-Private-Group-1D
C. Tunnel-Mediunm Type

D. Tunnel-Preference

E. Tunnel-Type

Eﬁ: A\ C\ E
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Wireless guest users are unable to authenticate because they are getting a certificate error while loading the captive portal login
page.This URL string is the HTTPS POST URL guest wireless users see when attempting to access the network using the web
browser

. oL

Which two settings are the likely causes of the issue? (Choose two.)

A. The wireless user’s browser is missing a CA certificate

B. The user address is not in DDNS form

C. The FortiGate authentication interface address is using HTTPS
D. The external server FQDN is incorrect

Eﬁ: A\ D

fEE L

Explanation

According to the exhibit, the wireless guest users are getting a certificate error while loading the captive portal login page. This means
that the browser cannot verify the identity of the server that is hosting the login page.

Therefore, option A is true because the external server FQDN is incorrect, which means that it does not match the common name or



subject alternative name of the server certificate. Option B is also true because the wireless user's browser is missing a CA
certificate, which means that it does not have the root or intermediate certificate that issued the server certificate. Option C is false
because the FortiGate authentication interface address is using HTTPS, which is a secure protocol that encrypts the communication
between the browser and the server. Option D is false because the user address is not in DDNS form, which is not related to the
certificate error.

R #21
Which two statements about the MAC-based 802.1X security mode available on FortiSwitch are true? (Choose two.)

A. Tt cannot be used in conjunction with MAC authentication bypass

B. FortiSwitch can grant different access levels to each device connected to the port

C. FortiSwitch authenticates a single device and opens the port to other devices connected to the port
D. FortiSwitch authenticates each device connected to the port

_EE%: B\ D

R -

MAC-based 802.1X security mode allows you to authenticate each device connected to a port using its MAC address as the
username and password. Therefore, Option B is true because it describes the MAC-based 802.1X security mode available on
FortiSwitch. Option D is also true because FortiSwitch can grant different access levels to each device comnected to the port based
on the user group and security policy assigned to them
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