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Fortinet FCSS_EFW_AD-7.4 Exam Syllabus Topics:

Topic Details

¢ Central Management: This section of the exam measures the skills of Security Administrators and focuses
on implementing central management for Fortinet security solutions. It includes configuring and managing
devices centrally to streamline network security operations. Candidates will understand how to maintain
consistency in security policies and automate deployments for efficient management of large-scale
enterprise environments.
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Topic 2

VPN: This section of the exam measures the skills of Network Security Engineers and covers the
implementation of secure communication tunnels for enterprise environments. Candidates will learn to
configure [Psec VPN with IKE version 2 to establish encrypted connections. The section also includes the
implementation of ADVPN to enable on-demand VPN tunnels between different sites, ensuring secure and

dynamic connectivity.

Topic 3

System Configuration: This section of the exam measures the skills of Network Security Engineers and
covers the implementation of the Fortinet Security Fabric, ensuring seamless integration across security
solutions. It also includes configuring hardware acceleration on FortiGate devices to optimize performance.
Candidates will learn to set up different operation modes for high-availability clusters and implement
enterprise networks using VLANs and VDOMs. Additionally, it covers various use case scenarios that
demonstrate how Fortinet solutions contribute to secure network environments.

Topic 4

Routing: This section of the exam measures the skills of Security Administrators and covers the
implementation of advanced routing protocols to manage enterprise traffic effectively. Candidates will gain
expertise in configuring Open Shortest Path First (OSPF) for dynamic routing and Border Gateway
Protocol (BGP) to facilitate commumication between different networks, ensuring efficient traffic flow
across enterprise environments.

Topic 5

Security Profiles: This section of the exam measures the skills of Network Security Engineers and focuses
on managing security inspection profiles, including SSL and SSH inspections. Candidates will learn to
apply a combination of web filtering, application control, and Internet Service Database (ISDB) to enhance
network security. The section also covers integrating Intrusion Prevention Systens (IPS) to monitor and
mitigate threats within enterprise networks.

Fortinet FCSS - Enterprise Firewall 7.4 Administrator Sample Questions

(Q30-Q35):

NEW QUESTION # 30
Refer to the exhibit, which shows a partial troubleshooting command output.

FortiGate # diagnose vpn tunnel list name Hub2Spokel

list ipsec tunnel by names in vd 0

npﬁag=mm.m.2.z npu_lgwy=10.10.1.1 npu_selid=1

An administrator is extensively using [Psec on FortiGate. Many tunnels show information similar to the output shown in the exhibit.
What can the admmistrator conclude?

Answer: A

Explanation:

A. The two IPsec SAs, mbound and outbound, are copied to the NPU.
B. Only the outbound IPsec SA is copied to the NPU.

C. IPsec SAs cannot be offloaded.

D. Only the inbound IPsec SA is copied to the NPU.

The diagnose vpn tunnel list name Hub2Spoke1 command output provides key information about the offloading status of an IPsec
VPN tunnel to the Network Processing Unit (NPU).

# npu_flag=20:

# This flag indicates that both inbound and outbound IPsec Security Associations (SAs) have been offloaded to the NPU, meaning
the VPN traffic is processed in hardware instead of the CPU.

#npu rgwy=10.10.2.2 and npu_lgwy=10.10.1.1:

# These IPs represent the remote gateway (rgwy) and local gateway (Igwy), confirming that the tunnel is successfully offloaded.

#npu_selid=1:

# This value means the session selector for the NPU offloaded SA is active.




Since both nbound and outbound SAs are offloaded, the administrator can conclude that the FortiGate NPU is handling IPsec
encryption and decryption efficiently, reducing CPU load and improving VPN performance.

NEW QUESTION # 31
View the exhibit, which contains the output of diagnose sys session list, and then answer the question below.

# diagnose sys session list

session info: proto=6 proto_state=01 duration=73 expire=3597/Cimegut=3600
flags=00000000 sockflag=00000000 sockport=0 av idx=0 usez8

origin-shaper=

reply-shaper=

per_ip shaper=

ha_id=0 policy dir=0 tunnel=/

state=may dirty synced none app ntf

statistic (bytes/packets/allow err): ofg=622/31/1 reply=9037/15/1 tuples=2
orgin->sink: org pre->post, reply pRe“SpOst dev=4->2/2->4 gwy=10.200.1.254/10.0.1.10
hook=post dir=org act=snst 10.001WL0N65464->54.192.15.182:80(10.200.1.1:65464
hook-pre dir=reply act=dnal,54.192.15.182:80->10.200.1.1:65464(10.0.1.10:65464)
pos/ (before, after) 0/ (OOW 07 (0,0)

misc=0 policy id=1 authhin@o=0 chk client info=0 vd=0

serial=00000098 tos=fffY ips view=0 app list=0 app=0

dd type=0 dd_mode=0

Ifthe HA ID for the primary unit is zero (0), which statement is correct regarding the output?

A. This session is for HA heartbeat traffic

B. This session is synced with the slave unit.

C. The inspection of this session has been offloaded to the slave unit.
D. This session cannot be synced with the slave unit.

Answer: B

NEW QUESTION # 32
View the global IPS configuration, and then answer the question below.

SONIlg 1PST:ERTOWRET
set fail-open disable

set intelligent-made 'disable
set engine-count 0O
set algorithm engine-pick

anA
Which of the following statements is true regarding this configuration?

A. FortiGate will spawn IPS engine instances based on the system load.

B. New packets will be passed through without inspection if the IPS socket buffer runs out of memory

C. IPS will use the faster matching algorithm which is only available for units with more than 4 GB memory.
D. IPS will scan every byte in every session.

Answer: D

NEW QUESTION # 33
An LDAP user cannot authenticate against a FortiGate device.
Examine the real time debug output shown in the exhibit when the user attenpted the authentication; then answer the question below.



debug application fnbamd -1
diagnose debug enable

O fnhbamd Wd8p get
:[(2407] adfhNlGap result
P.C[480]) get#1ll dn-Found nc
> s dn_bind-No more DN left
wamd_ ldap get result-A
fnbamd aut o

""" i tudent' against ‘WigdowisIiLDAP”»

Based on the output in the exhibit, what can cause this authentication problem‘?

A. User student is not found in the LDAP server.

B. User student is using a wrong password.

C. The FortiGate has been configured with the wrong authentication schema.

D. The FortiGate has been configured with the wrong password for the LDAP administrator.

Answer: A

NEW QUESTION # 34
Why does the ISDB block layers 3 and 4 of the OSI model when applying content filtering? (Choose two.)

A. The ISDB limits access by URL and domain.

B. FortiGate has a predefined list of all IPs and ports for specific applications downloaded from FortiGuard.
C. The ISDB works in proxy mode, allowing the analysis of packets in layers 3 and 4 of the OSI model.

D. The ISDB blocks the IP addresses and ports of an application predefined by FortiGuard.

Answer: B,D

Explanation:

Thelnternet Service Database (ISDB)in FortiGate is used to enforce content filtering atlayer 3 (Network Layer) and Layer 4
(Transport Layer)of the OSI model by identifying applications based on their predefined IP addresses and ports.

FortiGate has a predefined list of all IPs and ports for specific applications downloaded from FortiGuard:

# FortiGate retrieves and updates apredefined listof IPs and ports for different internet services from FortiGuard.

# This allows FortiGate to block specific services atlayer 3 and Layer 4without requiring deep packet inspection.

The ISDB blocks the IP addresses and ports of an application predefined by FortiGuard:

# ISDB works by matching traffic to knownlP addresses and portsof categorized services.

# When an application or service is blocked, FortiGate prevents communication bydenying traffic based on its destination IP and
port number.

NEW QUESTION # 35
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