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Fortinet FCSS - FortiSASE 24 Administrator FCSS_SASE AD-24
Priifungsfragen mit Losungen (Q13-Q18):

13. Frage
In which three ways does FortiSASE help organizations ensure secure access for remote workers? (Choose three.)

A. Tt enforces granular access policies based on user identities.

B. It secures traffic from endpoints to cloud applications.

C. Tt offers zero trust network access (ZTNA) capabilities.

D. It enforces multi-factor authentication (MFA) to validate remote users.

E. It uses the identity & access management (IAM) portal to validate the identities of remote workers.

Antwort: A,B,C

Begrindung;

FortiSASE provides several features to ensure secure access for remote workers. The following three ways are particularly relevant:
It secures traffic from endpoints to cloud applications (Option B):FortiSASE secures all traffic between remote endpoints and cloud
applications by inspecting it in real time. This includes applying security policies, threat detection, and data protection measures to
ensure that traffic is safe and compliant.

It offers zero trust network access (ZTNA) capabilities (Option D):ZTNA ensures that remote workers are granted access to
resources based on strict verification of their identity and device posture. By treating all users and devices as untrusted by default,
ZTNA minimizes the risk of unauthorized access and lateral moverment within the network.

It enforces granular access policies based on user identities (Option E):FortiSASE allows administrators to define and enforce fine-
grained access policies based on user identities, roles, and other attributes. This ensures that remote workers only have access to the
resources they need, reducing the attack surface.

Here's why the other options are incorrect:

A . Tt enforces multi- factor authentication (MFA) to validate remote users:While MFA is a critical security measure, it is typically
implemented through identity providers (e.g., FortiAuthenticator or third-party solutions) rather than directly through FortiSASE.

C . Tt uses the identity & access management (IAM) portal to validate the identities of remote workers:FortiSASE integrates with
IAM systens but does not use the IAM portal itself to validate identities. Identity validation is handled through authentication
mechanisns like SAML, LDAP, or OAuth.

Reference:

Fortinet FCSS FortiSASE Documentation - Secure Remote Access

FortiSASE Admunistration Guide - ZTNA and Access Policies

14. Frage
Which FortiSASE component is crucial for managing security across multiple cloud environments?
Response:

A. Data Loss Prevention (DLP)

B. Cloud Access Security Broker (CASB)
C. Secure SD-WAN

D. Zero Trust Network Access (ZTNA)

Antwort: B

15. Frage
Refer to the exhibits.
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When remote users connected to FortiSASE require access to internal resources on Branch-2. how will traffic be routed?

¢ A FortiSASE will use the AD VPN protocol and determine that traffic will be directed to Branch-2 directly, using a static
route

e B. FortiSASE will use the AD VPN protocol and determine that traffic will be directed to Branch-2 directly, using a dynamic
route

e C. FortiSASE will use the SD-WAN capability and determine that traffic will be directed to HUB-1, which will then route
traffic to Branch-2.

¢ D. FortiSASE will use the SD-WAN capability and determine that traffic will be directed to HUB-2. which will then route
traffic to Branch-2.

Antwort: B

16. Frage
A customer wants to upgrade their legacy on-premises proxy to a could-based proxy for a hybrid network. Which FortiSASE
features would help the customer to achieve this outcome?

e A zero trust network access (ZTNA) and next generation firewall (NGFW)
¢ B. SD-WAN and inline-CASB

e C. secure web gateway (SWG) and inline-CASB

e D. SD-WAN and NGFW

Antwort: C

Begrindung:

For a customer looking to upgrade their legacy on-premises proxy to a cloud-based proxy for a hybrid network, the combination of
Secure Web Gateway (SWG) and Inline Cloud Access Security Broker (CASB) features in FortiSASE will provide the necessary
capabilities.

Secure Web Gateway (SWG):

SWG provides comprehensive web security by inspecting and filtering web traffic to protect against web-based threats.

It ensures that all web traffic, whether originating from on-premises or remote locations, is inspected and secured by the cloud-based



Pproxy.

Inline Cloud Access Security Broker (CASB):

CASB enhances security by providing visibility and control over cloud applications and services.

Inline CASB integrates with SWG to enforce security policies for cloud application usage, preventing unauthorized access and data
leakage.

Reference:

FortiOS 7.2 Administration Guide: Details on SWG and CASB features.

FortiSASE 23.2 Docurmentation: Explains how SWG and inline-CASB are used in cloud-based proxy solutions.

17. Frage
You are designing a new network for Company X and one of the new cybersecurity policy requirements is that all remote user
endpoints must always be connected and protected Which FortiSASE component facilitates this always-on security measure?

A. site-based deployment

B. inline-CASB

C. unified FortiClient

D. thin-branch SASE extension

Antwort: C

Begrindung;

The unified FortiClient component of FortiSASE facilitates the always-on security measure required for ensuring that all remote user
endpoints are always connected and protected.

Unified FortiClient:

FortiClient is a comprehensive endpoint security solution that integrates with FortiSASE to provide continuous protection for remote
user endpoints.

It ensures that endpoints are always connected to the FortiSASE infrastructure, even when users are off the corporate network.
Always-On Security:

The unified FortiClient maintains a persistent connection to FortiSASE, enforcing security policies and protecting endpoints against
threats at all times.

This ensures compliance with the cybersecurity policy requiring constant connectivity and protection for remote users.
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