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無料でクラウドストレージから最新のIt-Passports FCP_FWB_AD-7.4 PDFダンプをダウンロードす
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当社のFCP_FWB_AD-7.4実践教材は一流の専門家によって編集され、FCP_FWB_AD-7.4スタディガイドは思い
やりのあるサービスとアクセス可能なコンテンツのパッケージ全体を提供します。 さらに、FCP_FWB_AD-7.4
Actual Testは、さまざまな側面で効率を改善します。 専門的な知識を十分に身に付けることは、あなたの人生に
大いに役立ちます。 知識の時代の到来により、私たちはすべて、FCP_FWB_AD-7.4などの専門的な証明書を必
要としています。

Fortinet FCP_FWB_AD-7.4 認定試験の出題範囲：

トピック 出題範囲

トピック 1

Encryption, Authentication, and Compliance: This section of the exam assesses the expertise of Security
Analysts in mitigating web application vulnerabilities through encryption and authentication mechanisms.
Candidates must configure various access control methods, track user authentication, and prevent attacks
targeting authentication systems. They must also implement SSL inspection and offloading techniques to
enhance security and troubleshoot encryption or authentication-related issues effectively.

トピック 2

Web Application Security: This domain evaluates the ability of Cybersecurity Specialists to implement
advanced threat mitigation strategies using FortiWeb. Candidates must configure the system to block
known attacks, ensure comprehensive web application protection, and troubleshoot threat detection or
mitigation-related issues. Additionally, they are expected to set up API protection mechanisms to secure
web-based interactions from potential threats.

トピック 3

Deployment and Configuration: This section of the exam measures the skills of Network Security Engineers
and covers the ability to identify FortiWeb deployment requirements and configure essential system
settings. Candidates are expected to set up server pools, security policies, and protected hostnames to
ensure seamless deployment. To maintain operational efficiency, they must also configure FortiWeb high
availability (HA) for fault tolerance and troubleshoot deployment or system-related issues.

トピック 4

Machine Learning (ML): This section tests the skills of Application Security Engineers in leveraging
machine learning to enhance web application security. Candidates will configure machine learning
algorithms to detect anomalies, mitigate bot-based threats, and secure APIs through AI-driven analysis.
Understanding how to fine-tune these ML-based security measures is crucial for ensuring robust
application protection against evolving cyber threats.
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あなたはFortinetのFCP_FWB_AD-7.4試験への努力を通して満足的な結果を得られているのは我々It-Passportsの希
望です。信じられないなら、弊社のデモをやってみて、FortinetのFCP_FWB_AD-7.4試験問題集を体験すること
ができます。試して我々専門家たちの真面目さを感じられています。FortinetのFCP_FWB_AD-7.4試験のほかの
試験に参加するつもりでしたら、あなたも弊社のIt-Passportsでふさわしいソフトを探すことができます。あなた
は満足できると信じています。

Fortinet FCP - FortiWeb 7.4 Administrator 認定 FCP_FWB_AD-7.4 試験問
題 (Q88-Q93):
質問  # 88 
Review the following configuration:

What are two routing behaviors that you can expect on FortiWeb after this configuration change? (Choose two.)

A. IPv6 routing is enabled.
B. Non-HTTP traffic destined to the FortiWeb virtual server IP address is dropped.
C. Non-HTTP traffic routed through the FortiWeb is allowed.
D. Only ICMP traffic is allowed. All other traffic is dropped.

正解：B、C

解説：
FortiWeb is primarily designed to handle HTTP and HTTPS traffic, protecting web applications from various threats. By default,
when operating in reverse proxy mode, FortiWeb does not forward non-HTTP/HTTPS protocols to protected servers. However,
administrators can configure FortiWeb to handle non-HTTP/HTTPS traffic differently using the config router setting command. This
command allows enabling IP-based forwarding (routing) for non-HTTP/HTTPS traffic. When enabled, FortiWeb can route non-
HTTP traffic through itself to the appropriate backend servers.
Despite this capability, any non-HTTP/HTTPS traffic that is destined directly for a FortiWeb virtual server IP address is dropped.
This means that while FortiWeb can be configured to forward non-HTTP/HTTPS traffic to backend servers, it will not process non-
HTTP/HTTPS traffic targeted at its own virtual server IPs.
Regarding IPv6 routing, FortiWeb does support IPv6 in various operation modes, including reverse proxy, offline inspection, and
transparent inspection. However, enabling IPv6 routing requires specific configurations and is not automatically enabled by default.

質問  # 89 
What is the difference between an API gateway protection schema and a machine learning (ML) API protection schema?

A. An API gateway protection schema handles response bodies.
B. An API gateway protection schema cannot change without administrator intervention.
C. An API gateway protection schema supports data types other than string.
D. An API gateway protection schema does not allow authentication.

正解：C

解説：
In FortiWeb's API protection mechanisms, there are distinctions between the traditional API gateway protection schema and the
machine learning (ML) based API protection schema:
Data Type Support: The API gateway protection schema has the capability to support various data types beyond just strings,
allowing for more comprehensive validation and enforcement of API schemas.
Schema Adaptability: The ML-based API protection schema is designed to automatically learn and adapt to changes in the API
structure without requiring manual intervention from administrators. This dynamic learning process enables FortiWeb to identify and
protect against anomalies and potential threats in real-time.
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質問  # 90 
Which Layer 7 routing method does FortiWeb support?

A. URL policy routing
B. BGP
C. HTTP content routing
D. OSPF

正解：C

解説：
FortiWeb is a Web Application Firewall (WAF) designed to protect web applications from various threats. Among its features,
FortiWeb supports Layer 7 routing methods, which operate based on the content of the HTTP/HTTPS traffic.
HTTP Content Routing refers to the capability of directing incoming web traffic to specific backend servers based on characteristics
found within the HTTP requests, such as URL paths, headers, or other content. This allows for more granular and efficient
distribution of traffic, ensuring that requests are handled by the appropriate servers based on their content.
Analysis of Options:
A . URL policy routing: While this term suggests routing decisions based on URL policies, it is not a standard term used in
FortiWeb's documentation. FortiWeb's content routing encompasses URL-based decisions, making this option less precise.
B . OSPF (Open Shortest Path First): This is a Layer 3 routing protocol used for IP routing within an Autonomous System. It
operates at the network layer and is not related to Layer 7 routing methods.
C . BGP (Border Gateway Protocol): Another Layer 3 routing protocol, BGP is used for routing between Autonomous Systems on
the internet. It does not pertain to Layer 7 or application-layer routing.
D . HTTP content routing: This aligns with FortiWeb's capabilities to make routing decisions based on the content of HTTP
requests, such as URL paths, headers, or other application-layer data. This is a Layer 7 routing method supported by FortiWeb.
Therefore, the correct answer is D. HTTP content routing.
Reference:
FortiWeb 7.2.6 Administration Guide: "FortiWeb provides advanced Layer 7 load balancing and authentication offload services."
cloud.orange-business.com FortiWeb Data Sheet: "FortiWeb provides advanced Layer 7 load balancing and authentication offload
services." Exclusive Networks FortiWeb on OCB-FE - Installation and Deployment Guide: "FortiWeb provides advanced Layer 7
load balancing and authentication offload services." cloud.orange-business.com These references confirm that FortiWeb supports
HTTP content routing as a Layer 7 routing method.

質問  # 91 
Which three stages are part of creating a machine learning (ML) bot detection algorithm? (Choose three.)

A. Model building
B. Model Bayesian analysis
C. Sample collecting
D. Model running
E. Model verification

正解：A、C、E

解説：
Model building: In this stage, you design and develop the ML model, which involves selecting appropriate algorithms and features to
detect bot activity.
Model verification: This is where you test and evaluate the model's performance to ensure it can accurately detect bots without false
positives or negatives.
Sample collecting: Gathering relevant data samples (e.g., bot and non-bot traffic) to train the machine learning model is crucial to
ensure it can learn from various scenarios.

質問  # 92 
An e-commerce web app is used by small businesses. Clients often access it from offices behind a router, where clients are on an
IPv4 private network LAN. You need to protect the web application from denial of service attacks that use request floods.
What FortiWeb feature should you configure?



A. Enable ''Shared IP'' and configure the separate rate limits for requests from NATted source IPs.
B. Enable SYN cookies.
C. Configure a server policy that matches requests from shared Internet connections.
D. Configure FortiWeb to use ''X-Forwarded-For:'' headers to find each client's private network IP, and to block attacks
using that.

正解：B

質問  # 93
......

君はまずネットで無料な部分のFortinet認証試験をダウンロードして現場の試験の雰囲気を感じて試験に上手に
なりますよ。FortinetのFCP_FWB_AD-7.4認証試験に失敗したら弊社は全額で返金するのを保証いたします。
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