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NEW QUESTION # 16
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==RTINET.
An administrator is troubleshooting SD-WAN on FortiGate. A device behind branchl_fgt generates traffic to the 10.0.0.0/8

network.
The administrator expects the traffic to match SD-WAN rule ID 1 and be routed over HUB1-VPN1. However, the traffic is routed

over HUB1-VPN3.
Based on the output shown in the exhibit, which two reasons, individually or together, could explain the observed behavior? (Choose

two.)

A. HUBI-VPN3 has a higher member configuration priority than HUB1-VPN1.

B. HUB1-VPNI does not have a valid route to the destination

C. The traffic matches a regular policy route configured with HUB1-VPN3 as the outgoing device
D. HUBI1-VPN3 has a lower route priority value (higher priority) than HUB1-VPNI1.

Answer: B,.D

NEW QUESTION # 17

Exhibit.

[Serial Number name branch_id admin_gw  |sdwan_port]l gw|sdwan_parZ.gw || '|lan_interface ip [latitude longtude
FGVMO01TMZ2000077 |branchl 1 1721602  [192.20.2 192-2.0.10 10.0.1.254 3737610911 |-122 0260914
FGVMO1TMZ2000078 [branch2 fa 2 172.16.0.10 120300 L2 $020.113.10 10.0.2.254 25.TT804351 |-50.20508525
FGT40FTIC20000624 [shopl fgt 11 188.0.1 1 10.10.1.254

FGTAOFTICO00026 |shopl fit 12 11 125
[FGYMOITM24010735 3 17216010 110064302 100

For your ZTP deployment, you review the CSV file shown in exhibit and note that it is missing important nformation. Which two
elements must you change before you can import it into FortiManager? (Choose two.)

e A. Youmust associate a device blueprint with each device

¢ B. You nust define a name for each device

¢ C. Younust define a value for each device and each metadata variable that defines an IP address.
¢ D. Younust define a value for each device and each user-defined metadata variable.

Answer: A,.B



NEW QUESTION # 18
Refer to the exhibits.

You use FortiManager to configure SD-WAN on three branch devices.
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View Install Log O ox

Copy device global objects
Copy objects for wvdom root

Commit failed:
error -999 - - (from Template ‘Gfoup Corp-SOT_Branch) (in Template branches)

invalid ip - prop [gatewayEib&'ch] ) invalid ip addr
‘When you install the device settings, FortiManager prompts you with the error "Copy Failed" for the device branchl _fgt. When you

click the log button, FortiManager displays the message shown in the exhibit.
There are two different ways to resolve this issue. Based on the exhibits, which methods could you use? (Choose two.)

A. Specify the gateway of the SD-WAN member portl with an IP address or use the default value.
B. Update the management IP address of branchl _fgt.

C. Do not define installation targets for SD-WAN members.

D. Review the per-device mapping configuration for metadata variables

Answer: A,.D

Explanation:

Specify the gateway of the SD-WAN member portl with an [P address or use the default value — The error log shows nvalid ip -
prop[gateway]: ip4class($ {sdwan_portl gw}) invalid ip addr, meaning the variable $ {sdwan portl gw} does not have a valid
mapping. Assigning a valid IP address or default value for the gateway resolves this error.

Review the per-device mapping configuration for metadata variables — The issue is tied to how the metadata variable

${sdwan portl gw} is mapped for branchl _fgt. Ifthis device does not have the variable properly defined in per-device mapping,

the configuration will fail. Correcting the mapping ensures that the install works.

NEW QUESTION # 19
(Refer to the exhibits.

Extract from Branch-A configuration Exﬂaﬁiiﬁﬁ.l:m T

config system sdwan
3&T status enable aanf::‘ :::::: ::_::.
|
config zone . config: zone
edic “vircual-wan-1link® edit "wirtual-wan-link”
next
edit "overlay™ :::: "overlay”
set advpn-select enable set advpn-select enable
set advpn-health-check "HUB1_HC" set advpn-health-check "HUB1 HC"
next next =
end end
config members config members
edic 1 edic 1
set incerface "T1" set interface "TA™
set zone “overlay" set zone “overlay®
set source 10.200.99.1 ; set source 10.200.959.1
set transport-group 1 set transport-group 1
nexc next
edit 2 edic 2
set incterface "T2" set interface "IB"
set zone “"overlay" set zone "overlay"
set source 10.200.99.1 set source 10.200.589.1
set transport-group 1 Set TIANSpPOrt-group 2
nexc next
edic 3 edic 3
set interface “T3" set interface "IC"
2et zone "overlay" set zone "overlay™
Set source 10.200.99.1 set source 10.200.99.1
Set transport-group 2 set transport-group 3
next next
end end

The SD-WAN zones and members configuration of two branch devices are shown. The two branch devices are part of the same
hub-and-spoke topology and connect to the same hub. The devices are configured to allow Auto-Discovery VPN (ADVPN). The
configuration on the hub allows the initial commumnication between the two spokes.

When traffic flows require it, between which interfaces can the devices establish shortcuts? Choose one answer.)



A. Between T3 on Branch-A and TC on Branch-B
B. Between T2 on Branch-A and TA on Branch-B
C. Any interface in the overlay zones
D. Interface connected to HUB only

Answer: B

Explanation:

From the exhibit, both branches have an SD-WAN zone named overlay with set advpn-select enable, and each SD-WAN member
in that zone is assigned a transport-group value.

Branch-A members:

T1 — transport-group 1

T2 — transport-group 1

T3 — transport-group 2

Branch-B members:

TA — transport-group 1

TB — transport-group 2

TC — transport-group 3

In FCSS SD-WAN 7.6 ADVPN design, transport-group is used to constrain which underlays are allowed to form ADVPN
shortcuts with each other. A spoke can establish an ADVPN shortcut only between interfaces that belong to the same transport-
group on both sides. This prevents building shortcuts across dissimilar transports.

Evaluating the options:

Option D (T2 on Branch- A with transport-group 1 and TA on Branch-B with transport-group 1) is a valid shortcut pairing.
Option C is not valid because T3 is transport-group 2 while TC is transport-group 3, so they are not permitted to forma shortcut.
Option A is incorrect because not all overlay-zone interfaces are eligible; eligibility is restricted by transport-group matching,
Option B is incorrect because ADVPN shortcuts are spoke-to-spoke tunnels (facilitated by the hub), not limited to "interfaces
connected to hub only." Therefore, the valid shortcut pairing listed is between T2 on Branch-A and TA on Branch-B, which
corresponds to Option D.

NEW QUESTION # 20
(In the context of SD-WAN, the terms underlay and overlay are commonly used to categorize links.
Which two statements about underlay and overlay links are correct? Choose two answers.)

A. Only wired connections can be used as underlay links.
B. FortiLink interface is considered an underlay link.

C. Overlay links provide routing flexibility.

D. A VLAN is a type of overlay link.

E. Wireless connections can be used to build overlay links.

Answer: C.E

Explanation:

In Fortinet SD-WAN architecture, underlay and overlay have distinct meanings:

Underlay links are the physical or logical transport networks that provide basic IP connectivity (for exanple, broadband, MPLS,
LTE/5G).

Overlay links are virtual tunnels (such as IPsec VPNs) built on top of the underlay, providing abstraction, routing control, and
segmentation.

Option B is correct.

Overlay links (for example, IPsec tunnels used in SD-WAN and ADVPN) decouple routing from the physical transport. This allows
dynamic path selection, segmentation, and flexible routing policies independent of the underlay. Providing routing flexibility is a core
purpose of overlays in SD-WAN.

Option D is correct.

Wireless connections such as LTE or 5G can be used as underlay transports, and overlay tunnels can be built over them. Fortinet
SD-WAN fully supports building [Psec overlays on wireless underlays, making wireless links valid for overlay construction.

Why the other options are incorrect:

Option A is incorrect because a VLAN is a Layer 2 segmentation mechanism, not an SD-WAN overlay link.

Option C is incorrect because FortiLink is used for internal management and switch/ AP connectivity, not as a WAN underlay for
SD-WAN.

Option E is incorrect because underlay links can be wired or wireless; they are not limited to wired connections.

Therefore, the two correct statements are B and D.



NEW QUESTION # 21

In the era of informational globalization, the world has witnessed climax of science and technology development, and has enjoyed the
prosperity of various scientific blooms. In 21st century, every country had entered the period of talent competition, therefore, we
must begin to extend our FCSS_SDW_AR-7.6 personal skills, only by this can we become the pioneer among our competitors. At
the same time, our competitors are trying to capture every opportunity and get a satisfying job. In this case, we need a professional
FCSS_SDW_AR-7.6 Certification, which will help us stand out of the crowd and knock out the door of great company.
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