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An administrator is troubleshooting SD-WAN on FortiGate. A device behind branch1_fgt generates traffic to the 10.0.0.0/8
network.
The administrator expects the traffic to match SD-WAN rule ID 1 and be routed over HUB1-VPN1. However, the traffic is routed
over HUB1-VPN3.
Based on the output shown in the exhibit, which two reasons, individually or together, could explain the observed behavior? (Choose
two.)

A. HUB1-VPN3 has a higher member configuration priority than HUB1-VPN1.
B. HUB1-VPN1 does not have a valid route to the destination
C. The traffic matches a regular policy route configured with HUB1-VPN3 as the outgoing device
D. HUB1-VPN3 has a lower route priority value (higher priority) than HUB1-VPN1.

Answer: B,D

NEW QUESTION # 17 
Exhibit.

For your ZTP deployment, you review the CSV file shown in exhibit and note that it is missing important information. Which two
elements must you change before you can import it into FortiManager? (Choose two.)

A. You must associate a device blueprint with each device
B. You must define a name for each device
C. You must define a value for each device and each metadata variable that defines an IP address.
D. You must define a value for each device and each user-defined metadata variable.

Answer: A,B



NEW QUESTION # 18 
Refer to the exhibits.
You use FortiManager to configure SD-WAN on three branch devices.



When you install the device settings, FortiManager prompts you with the error "Copy Failed" for the device branch1_fgt. When you
click the log button, FortiManager displays the message shown in the exhibit.
There are two different ways to resolve this issue. Based on the exhibits, which methods could you use? (Choose two.)

A. Specify the gateway of the SD-WAN member port1 with an IP address or use the default value.
B. Update the management IP address of branch1_fgt.
C. Do not define installation targets for SD-WAN members.
D. Review the per-device mapping configuration for metadata variables

Answer: A,D

Explanation:
Specify the gateway of the SD-WAN member port1 with an IP address or use the default value → The error log shows invalid ip -
prop[gateway]: ip4class(${sdwan_port1_gw}) invalid ip addr, meaning the variable ${sdwan_port1_gw} does not have a valid
mapping. Assigning a valid IP address or default value for the gateway resolves this error.
Review the per-device mapping configuration for metadata variables → The issue is tied to how the metadata variable
${sdwan_port1_gw} is mapped for branch1_fgt. If this device does not have the variable properly defined in per-device mapping,
the configuration will fail. Correcting the mapping ensures that the install works.

NEW QUESTION # 19 
(Refer to the exhibits.

The SD-WAN zones and members configuration of two branch devices are shown. The two branch devices are part of the same
hub-and-spoke topology and connect to the same hub. The devices are configured to allow Auto-Discovery VPN (ADVPN). The
configuration on the hub allows the initial communication between the two spokes.
When traffic flows require it, between which interfaces can the devices establish shortcuts? Choose one answer.)



A. Between T3 on Branch-A and TC on Branch-B
B. Between T2 on Branch-A and TA on Branch-B
C. Any interface in the overlay zones
D. Interface connected to HUB only

Answer: B

Explanation:
From the exhibit, both branches have an SD-WAN zone named overlay with set advpn-select enable, and each SD-WAN member
in that zone is assigned a transport-group value.
Branch-A members:
T1 → transport-group 1
T2 → transport-group 1
T3 → transport-group 2
Branch-B members:
TA → transport-group 1
TB → transport-group 2
TC → transport-group 3
In FCSS SD-WAN 7.6 ADVPN design, transport-group is used to constrain which underlays are allowed to form ADVPN
shortcuts with each other. A spoke can establish an ADVPN shortcut only between interfaces that belong to the same transport-
group on both sides. This prevents building shortcuts across dissimilar transports.
Evaluating the options:
Option D (T2 on Branch-A with transport-group 1 and TA on Branch-B with transport-group 1) is a valid shortcut pairing.
Option C is not valid because T3 is transport-group 2 while TC is transport-group 3, so they are not permitted to form a shortcut.
Option A is incorrect because not all overlay-zone interfaces are eligible; eligibility is restricted by transport-group matching.
Option B is incorrect because ADVPN shortcuts are spoke-to-spoke tunnels (facilitated by the hub), not limited to "interfaces
connected to hub only." Therefore, the valid shortcut pairing listed is between T2 on Branch-A and TA on Branch-B, which
corresponds to Option D.

NEW QUESTION # 20 
(In the context of SD-WAN, the terms underlay and overlay are commonly used to categorize links.
Which two statements about underlay and overlay links are correct? Choose two answers.)

A. Only wired connections can be used as underlay links.
B. FortiLink interface is considered an underlay link.
C. Overlay links provide routing flexibility.
D. A VLAN is a type of overlay link.
E. Wireless connections can be used to build overlay links.

Answer: C,E

Explanation:
In Fortinet SD-WAN architecture, underlay and overlay have distinct meanings:
Underlay links are the physical or logical transport networks that provide basic IP connectivity (for example, broadband, MPLS,
LTE/5G).
Overlay links are virtual tunnels (such as IPsec VPNs) built on top of the underlay, providing abstraction, routing control, and
segmentation.
Option B is correct.
Overlay links (for example, IPsec tunnels used in SD-WAN and ADVPN) decouple routing from the physical transport. This allows
dynamic path selection, segmentation, and flexible routing policies independent of the underlay. Providing routing flexibility is a core
purpose of overlays in SD-WAN.
Option D is correct.
Wireless connections such as LTE or 5G can be used as underlay transports, and overlay tunnels can be built over them. Fortinet
SD-WAN fully supports building IPsec overlays on wireless underlays, making wireless links valid for overlay construction.
Why the other options are incorrect:
Option A is incorrect because a VLAN is a Layer 2 segmentation mechanism, not an SD-WAN overlay link.
Option C is incorrect because FortiLink is used for internal management and switch/AP connectivity, not as a WAN underlay for
SD-WAN.
Option E is incorrect because underlay links can be wired or wireless; they are not limited to wired connections.
Therefore, the two correct statements are B and D.



NEW QUESTION # 21
......
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