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Cisco 100-160 Exam Syllabus Topics:

Topic Details

¢ Vulnerability Assessment and Risk Management: This section of the exam measures the skills of a Risk
Management Analyst and entails identifying and assessing vulnerabilities, understanding risk priorities, and

Topic 1
ope applying mitigation strategies that help manage threats proactively within an organization's systems
¢ Endpomt Security Concepts:This section of the exam measures the skills of an Endpoint Security Specialist
Topic 2 and includes securing individual devices, understanding protections such as antivirus, patching, and access

control at the endpoint level, essential for maintaining device integrity.

¢ Incident Handling: This section of the exam measures the skills of an Incident Responder and centers on
Topic 3 recognizing security incidents, responding appropriately, and containing threats—forming the essential
foundation of incident response procedures.
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o Essential Security Principles: This section of the exam measures the skills of a Cybersecurity Technician

and covers foundational cybersecurity concepts such as the CIA triad (confidentiality, integrity, availability),
Topic 4 along with basic threat types and vulnerabilities, laying the conceptual groundwork for understanding how
to protect information systers.

¢ Basic Network Security Concepts: This section of the exam measures the skills of a Network Defender
and focuses on understanding network-level protections, including firewalls, VPN, and intrusion detection

Topic 5
P e prevention systems, providing insight into how threats are mitigated within network environments.

Cisco Certified Support Technician (CCST) Cybersecurity Sample Questions
(Q221-Q226):

NEW QUESTION # 221
Which of the following techniques is commonly used for monitoring security events "as they occur'?

A. Intrusion detection systens (IDS)
B. Vulnerability scanning

C. Firewall configuration

D. Access control lists (ACL)

Answer: A

Explanation:

Intrusion detection systems (IDS) are commonly used for monitoring security events in real-time. IDS monitors network traffic and
system activity, looking for signs of unauthorized access, malicious activities, or anomalous behavior. When an intrusion is detected,
the system generates alerts for immediate action and response.

NEW QUESTION # 222
Which of the following updates is responsible for ensuring proper communication between hardware devices and the operating
system?

A. Windows Update
B. Application updates
C. Firmware updates
D. Device drivers

Answer: D

Explanation:

Device drivers are software prograns that facilitate communication between hardware devices (such as printers, graphics cards, or
network adapters) and the operating system. Updating device drivers is important as it can enhance compatibility, performance, and
resolve known issues or security vulnerabilities.

NEW QUESTION # 223
Which network security concept focuses on limiting network access based on user roles and responsibilities?

A. Network segmentation
B. Intrusion detection

C. Vulnerability scanning
D. Access control

Answer: D

Explanation:

Access control is a network security concept that focuses on limiting network access based on user roles and responsibilities. It
ensures that users are granted appropriate permissions and privileges based on their job functions. Access control mechanisms can
nclude username/password authentication, multi-factor authentication, and role-based access control (RBAC).



NEW QUESTION # 224
What does the term "data classification” refer to in the context of cybersecurity?

A. Sorting data based on its importance and sensitivity
B. Backing up data to prevent data loss

C. Encrypting data to ensure confidentiality

D. Protecting data from unauthorized access

Answer: A

Explanation:
Data classification is the process of categorizing data based on its importance, sensitivity, and the level of protection required. This
helps ensure that appropriate security measures are applied to protect different types of data.

NEW QUESTION # 225
‘What should you create to prevent spoofing of the internal network?

A. A record in the host file
B. A DNS record

C. An ACL

D. ANAT rule

Answer: C

Explanation:

The CCST Cybersecurity Study Guide states that Access Control Lists (ACLs) can be used to filter traffic based on IP addresses
and block packets that appear to originate from the internal network but arrive from external interfaces (IP spoofing).

"ACLs can prevent spoofing by dropping traffic from external sources that claim to have an internal source address. Configuring
ACLs on the perimeter firewall or router is a common countermeasure for IP spoofing," (CCST Cybersecurity, Basic Network
Security Concepts, ACLs and Traffic Filtering section, Cisco Networking Academy) A (NAT rule) changes IP addresses but does
not inherently prevent spoofing,

B (ACL) is correct because it can enforce anti-spoofing filters.

C (host file) only affects name resolution locally.

D (DNS record) is for domain mapping, not spoofing prevention.

NEW QUESTION # 226
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