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Cisco Designing Cisco Security Infrastructure Sample Questions (Q15-Q20):
NEW QUESTION # 15 
A company hosted multiple applications in the Kubernetes environment, using the naming app01, app02, and so on. An app01 user
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could access app02 data because no security measures are implemented. The administrator decided to place each application within
a separate namespace and ensure that the namespaces are completely isolated and cannot communicate with each other. Which
solution must be used to accomplish the task?

A. NetworkPolicy
B. HTTPRoute
C. RoleBinding
D. Gateway

Answer: A

Explanation:
In Kubernetes, a NetworkPolicy controls communication between pods and namespaces. By applying policies that deny cross-
namespace traffic, the administrator can ensure each application (e.g., app01, app02) is isolated and cannot access data from other
namespaces.

NEW QUESTION # 16 
A legal services company wants to prevent remote employees from accessing personal email and social media accounts while using
corporate laptops. Which security solution enforces the policy?

A. RADIUS server
B. network monitoring tool
C. Cisco Umbrella
D. Cisco TrustSec

Answer: C

Explanation:
Cisco Umbrella provides DNS-layer security and content filtering, allowing organizations to block categories such as personal email
and social media. This enforces acceptable-use policies for remote employees regardless of where they connect, ensuring corporate
devices comply with security requirements.

NEW QUESTION # 17 
An administrator at a large university wants to ensure that the new employees have the right level of access when they are
onboarded. The administrator asked the team to configure the cloud environment and ensure that new employees have the
appropriate access based on their roles and responsibilities. Which technique must be recommended to ensure the right level of
access?

A. VPN
B. security groups
C. identity access management
D. network access control list

Answer: C

Explanation:
Identity Access Management (IAM) enforces role-based access control, ensuring that new employees are automatically given the
correct permissions aligned with their roles and responsibilities. This approach secures the cloud environment by preventing
excessive or inappropriate access.

NEW QUESTION # 18 
A developer is building new API functions for a cloud-based application. Before writing the code, the developer wants to ensure
that destructive actions, including deleting and updating data, are properly protected by access control identifying sensitive fields such
as those that contain passwords or personally identifiable information. Which approach must be used to score the risks proactively?

A. SAST
B. CSPM
C. SBOM Generation



D. Open API Specification Analysis

Answer: D

Explanation:
Open API Specification Analysis evaluates API definitions before code is written, identifying risky endpoints (such as delete or
update functions) and sensitive fields (like PII or passwords). This allows developers to proactively score risks and apply proper
access controls early in the design phase.

NEW QUESTION # 19 
A company has been facing recurring issues with SQL injection vulnerabilities affecting the products, leading to significant disruptions
for customers. To address the security concerns proactively, the company wants to integrate a tool into the CI/CD pipeline. The tool
must be capable of identifying vulnerabilities such as SQL injection early in the development process, which allows developers to
rectify issues before the code is deployed. Which solution must be implemented to meet the requirement?

A. Dynamic Application Security Testing tools, such as OWASP ZAP, Veracode, Burp Suite
B. build log observability tools, such as Splunk, Datadog
C. Static Application Security Testing tools, such as Checkmarx, Fortify, SonarQube
D. workflow automation tools, such as GitHub Actions, Azure

Answer: C

Explanation:
Static Application Security Testing (SAST) tools analyze source code during the development and build phases of the CI/CD
pipeline. They can identify coding flaws such as SQL injection vulnerabilities early, allowing developers to fix issues before
deployment.

NEW QUESTION # 20
......
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