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i RE #82
During a security assessment, you find that verbose error messages are enabled. What is the immediate action you should
recommend?

¢ A. Running additional port scans to identify vulnerabilities

¢ B. Disabling all authentication mechanisms

¢ C. Flooding the server with HTTP requests

¢ D. Disabling verbose error messages and replacing them with generic ones

ZX: D

i RE #83
You discover that a web application reflects user mput in the URL. How can you confirma Reflected XSS vulnerability?
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A. Perform SQL injection tests
B. Reboot the web server

C. Test all API endpoints
D. Inject <script>alert('XSS")</script> in the URL and observe browser behavior
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il =8 #84
Which types of SQL injection attacks exist? (Choose two)

A. DNS-based SQL injection

B. Stored SQL injection

C. Time-based blind SQL injection
D. Session-based SQL injection

ZX: BC

i R #85
During reconnaissance, which HTTP response code indicates that the requested resource is not found?

A0
B. 1
C.2
D.3

ZR: C

i /8 #86
You find that a search input field allows SQL injection. Which action should you recommend?

A. Restrict search results to authenticated users
B. Increase the size of the mput field

C. Use parameterized queries to handle nput
D. Enable verbose error reporting
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