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Cisco Designing Cisco Security Infrastructure Sample Questions (Q48-Q53):
NEW QUESTION # 48 
A technology company has many remote workers who access corporate resources from various locations. The company must
ensure that security policies are managed and enforced directly on endpoints, and endpoints are protected from threats regardless of
location. Which firewall architecture meets the requirements?

A. traditional firewall
B. next-generation firewall
C. web application firewall
D. host-based firewall

Answer: D
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Explanation:
A host-based firewall enforces security policies directly on endpoints, ensuring they remain protected regardless of location. This
architecture provides consistent defense for remote workers accessing corporate resources from outside the traditional network
perimeter.

NEW QUESTION # 49 
An IT company experienced the spread of malicious content between user endpoints, which impacted business critical resources.
The company wants to implement a solution to control communication between individual endpoints on the network. Which
approach achieves the goal?

A. profiling
B. TrustSec
C. posture
D. RADIUS

Answer: B

Explanation:
Cisco TrustSec enables software-defined segmentation by assigning Security Group Tags (SGTs) to endpoints and enforcing
communication policies. This allows granular control of traffic between individual endpoints, preventing the spread of malicious
content across the network.

NEW QUESTION # 50 
Which function does a DLP system perform when protecting application data?

A. Redirects packets to edge firewalls
B. Provides segmentation using VLANs
C. Inspects routing tables
D. Enforces policy compliance by inspecting data in transit

Answer: D

Explanation:
A Data Loss Prevention (DLP) system inspects data in transit (and at rest or in use) to ensure sensitive information is handled
according to security policies.

NEW QUESTION # 51 
A healthcare organization in the United States recently discovered that a highly confidential report name Records ______ that
includes patient records name Patient_Medical_Records _____ was accessed by unauthorized personnel internally. The breach
occurred due to lack of protection measures in place for patient electronic medical records. Which regulatory compliance is directly
appropriate and must be adopted?

A. FERPA
B. HIPAA
C. FISMA
D. PCI DSS

Answer: B

Explanation:
The Health Insurance Portability and Accountability Act (HIPAA) is the U.S. regulation that governs the protection of patient
medical records and electronic health information. Since the breach involved unauthorized access to patient medical records, HIPAA
compliance is directly required.

NEW QUESTION # 52 
A developer company recently made a contract with new customer in the financial space. The customer has multiple remote sites



and requires a VPN solution with the highest encryption.
Which protocol must be used in IPsec Phase 2?

A. ISAKMP
B. ESP
C. SD-WAN
D. IKE

Answer: B

Explanation:
In IPsec Phase 2, the Encapsulating Security Payload (ESP) protocol is used to provide confidentiality, integrity, and authentication
for VPN traffic. ESP ensures the highest encryption and protection for sensitive financial data across remote sites.

NEW QUESTION # 53
......
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